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Pedepar:

1. CyvacHui eTan po3BUTKY iHPOPMALiiHUX TEXHOJIOTIH Ta ry106asisaLis KibeprnpocTopy CTBOPUIIN HOBI BUKJIVKHU
17151 Hal[ioHaJIbHOI Ta MDKHApOHOI 6e3neKu. Y 11boMy KOHTEKCTi KibepTepopu3M NepeTBOPUBCS Ha OLHY 3
HalCePHO3HIIIKX 3arpo3, 0 Ma€ TPAaHCHAL[iOHAJILHUM XapaKTep i 3JaTHUM MipUBATU CTA0IBHICTD LIiJIUX PETiOHIB.
JlaHe moCIiIKeHHs CIIPSIMOBaHE Ha KOMIJIEKCHUY aHajli3 LIbOTO SBUIIA, BUSIBJIEHHS IOTO OCOOJINBOCTEN y Cy4aCHUX
yMOBax Ta po3poOKy ePeKTUBHUX MEXaHi3MiB IPOTUIii. AKTyaIbHICTh pOOOTHU 3yMOBJIEHA JEKiJIbKOMa KJII0UOBUMU
¢daxropamu. [To-nepiue, cTpiMka undpoBizalis Bcix chep CyCHiNIbHOIO XXUTTS 3HAYHO PO3IIMPUIIAa MOKIIMBOCTI 17151
KibepanounHuib. [To-gpyre, ribpyunHa BiliHa, sIKy Pocist Befie mpoTu YKpaiHu, HA0YHO JE€MOHCTPYE, SIK KibepaTaku
MOXYTb BUKOPUCTOBYBATHUCH JJIs MiAPUBY KPUTUYHOI iIHPPaACTPYKTypH, fecTabinizauii nonitnyHoi cutyanii Ta
BILJIMBY Ha TPOMAaZICbKy AYMKYy. [Io-TpeTe, icHyloua HOpMaTMBHO-TIpaBoBa 6a3a B YKpaiHi Ta Ha MDKHApOJHOMY piBHi
noTpebye Cepiio3HOr0 BIOCKOHAJIEHHS 117151 €(PEKTUBHOTO ITPOTUCTOSIHHS Cy4acHUM 3arpo3am. [lepmuii po3gin
TOCJIiIPKEHHS TPUCBSYEHUI TEOPETUYHUM aclleKTaM rpobsiemu. TyT MpOBOAUTLCS [IMOOKUI aHali3 iCHyI0unx

IiAXOiB 1O BU3HAUEHHS IIOHSTh «KibepTepopusM» Ta «Kibepbesrekay. ABTOpKa IIPOIIOHYE BIaCHE YTOYHEHE



BU3HA4YEHHS KibepTepopusMy, SKe BpaxoBye CydacHi peastii Ta nmpakTuku. Oco6MBa yBara NpuiiiseTbcs aHamlisy
MOTHBallii KiGEPTEPOPUCTIB, sIKa MOXKe OYTH MOJITUYHOIO, iIe0I0riYHOI0, EKOHOMIUYHOI0 260 KOMOGiHOBaHOO. TaKoX
y PO3[iJi pO3rJigaloThCsl HOBITHI KOHLIENII{i 3aXUCTY, TaKi sIK «KiOepiMyHITET» - CUCTEeMHMI MiJIXif, 110 TI0€IHY€E
TexXHiYHi, IPaBOBi Ta COLiabHi 3ac06M MpoTUii. Y Ipyromy po3fiii MpOBOAUTLCS MOPIBHSIJIBHUN aHAJIi3 CUCTEM
Kibepbe3neKky B IPOBiIHNUX €BPOIENChbKUX KpaiHaX. Ha 0CHOBI BUBYEHHS MDKHAPOIHOTO 1OCBiny aBTOp HOopMye
KOHKpEeTHi pekoMmeHaauii st Ykpainu. Cepep KyII040BUX IIPONO3ULIN: ® pagukanbHe pedpopmyBaHHsl CERT-UA 3
PO3IIMPEHHSIM HOr0 TTOBHOBAXKEHbD; ® BIIPOBAPKEHHSI CEKTOPAJILHOTO IiAXO0Y /10 3aXUCTY KPUTUYHOI
iHppacTpyKTypy; * cTBOpeHHs HalioHanbHOI porpaMu KibepocBiTy /1Jis MiAroToBKY (paxiBliiB; ® BCTAHOBJIEHHS
nocaay kibepombyncMmeHa IJ1s1 3aXUCTy [IpaB TpoMazsiH y LMPOBOMY CEpeLlOBUIIL; ® iHTerpalis muTaHb
Kibepbes3neku o cTparterii AHTUTepOPUCTUYHOrO LeHTPY. TpeTiil po3fin 3ocepepkeHnit Ha aHali3i KOHKPETHUX
BUIAJIKiB KibepaTaxk Iifl 4ac MOBHOMACUITAGHOTO POCIIICBKOrO BTOPTHEHHS. [leTabHO AOCTIIKYIOTbCS aTaKy Ha
YKpaiHCbKy €HEPreTU4YHY CUCTEMY, SIKi TPU3BEJIM 10 MACIITAOHUX BiIK/IIOYEHb €J1IeKTpoeHeprii. OKpeMuil migpo3main
IIPUCBSIYEHU aHali3y BpPa3jIMBOCTEN CUCTEMU eJIEKTPOHHOI OXOPOHU 310p0oB'sl. OCOOIMBY yBary NpuiiieHo
npo6seMi siiepHoi Kibep6e3rneKy, OCKiJIbKY aTaku Ha 00'€KTHU sJIepHOI iHPPaCTPYKTypy MOXKYTbh MaTu
KaracTpodiyHi HacigKy He uie AJ1s YKpainy, ase i 1js Bciei €Bponu. Y BUCHOBKaX poO6OTU OOIPYHTOBYETHCS
HEeOOXiIHICTh KOMILJIEKCHOTO MiAX0MYy 0 MPOTHUAii KibepTepopusmy, SIKUI Ma€ BKIIOYATH: 1. yIOCKOHAIEHHS
HalliOHAJIbHOTO 3aKOHOJIABCTBA 3 ypaxyBaHHSIM €BPOIENCbKUX CTAaHIAPTIB; 2. IMIMOOKY iHCTUTYLIMHY pedopmy
opratiB Kibep6e3mneky; 3. pO3BUTOK TEXHOJIOTIYHUX 3aCO0iB 3aXUCTY; 4. aKTUBi3allil0 Mi>KHapo4HOi criBIpari; 5.
HiABUIEHHS KibeprpaMOTHOCTI HaceaeHHs. JoCiIKeHHsI MICTUTh KOHKPETHI TPaKTU4YHi peKoMeHAalii, sIKi MOKyThb
OyTy BUKOPHUCTaHIi IIpU po3poOlLii Aep>KaBHOI OITUKY Y cepi Kibepbesneku. OTprMaHi pe3yabTaTu CTAaHOBJISATh
iHTepec He yumie 171 ¢axiBLiB y ranysi inpopmauiiiHoi 6e3nexy, ajne i s NOJITUKIB, IPaBO3aXUCHUKIB Ta
NIpENCTaBHUKIB aKaJleMiYHOI CIiIJIBHOTH.

2. The current stage of the development of information technologies and the globalisation of cyberspace have
created new challenges for national and international security. In this context, cyberterrorism has become one of
the most serious threats, being transnational in nature and capable of undermining the stability of entire regions.
This study aims to provide a comprehensive analysis of this phenomenon, identify its characteristics in the current
environment, and develop effective countermeasures. The relevance of this work is determined by several key
factors. First, the rapid digitalisation of all spheres of public life has significantly expanded opportunities for
cybercriminals. Second, the hybrid war that Russia is waging against Ukraine clearly demonstrates how
cyberattacks can be used to undermine critical infrastructure, destabilise the political situation, and influence
public opinion. Third, the existing regulatory framework in Ukraine and at the international level needs serious
improvement in order to effectively counter modern threats. The first section of the study is devoted to the
theoretical aspects of the problem. It provides an in-depth analysis of existing approaches to defining the concepts
of ‘cyberterrorism’ and ‘cybersecurity’. The author offers a refined definition of cyberterrorism, which takes into
account modern realities and practices. Particular attention is paid to analysing the motivations of cyberterrorists,
which may be political, ideological, economic, or a combination thereof. The chapter also discusses the latest
concepts of protection, such as ‘cyber immunity’ — a systematic approach that combines technical, legal, and
social means of counteraction. The second chapter provides a comparative analysis of cybersecurity systems in
leading European countries. Based on the study of international experience, the author formulates specific
recommendations for Ukraine. Key proposals include: ¢ radical reform of CERT-UA with an expansion of its
powers; * introduction of a sectoral approach to critical infrastructure protection; * creation of the National Cyber
Educational Program for training specialists; * establishment of the position of cyber ombudsman to protect
citizens' rights in the digital environment; ¢ integration of cybersecurity issues into the strategy of the
Counterterrorism Centre of the SSU. The third section focuses on the analysis of specific cases of cyberattacks
during the full-scale Russian invasion. Attacks on the Ukrainian energy system, which led to large-scale power
outages, are examined in detail. A separate section is devoted to analysing the vulnerabilities of the electronic
healthcare system. Particular attention is paid to the issue of nuclear cybersecurity, as attacks on nuclear
infrastructure facilities could have dire consequences not only for Ukraine but for the whole of Europe. The



conclusions of the study justify the need for a comprehensive approach to countering cyberterrorism, which
should include: 1. improvement of national legislation in line with European standards; 2. deep institutional reform
of cybersecurity bodies; 3. development of technological protection means; 4. enhanced international cooperation;
5. emprovement of cyber literacy among the population. The study contains specific practical recommendations
that can be used in the development of state policy in the field of cybersecurity. The results are of interest not only
to information security specialists but also to politicians, human rights activists, and representatives of the

academic community.
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rOJIOBYIOYOrO Ha 3acigaHHi



BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpaTop

KepiBHuKk Bigginy YKpIHTEI, mpo €
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OisIIBHOCTI

[lleBuenko AHnpint OsieKcaHgpOBUY

IOpuenko TeTsHa AHaTOJIiBHA

FOpuenko TetsHa AHaToJiiBHA



