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YMOBax pU3UKY Ta HEBU3HAYEHOCT]

2. Methodology of informational and analytical support of information processing systems for decision-making
under conditions of risk and uncertainty

Pedepar:

1. Inceprarnist npUCBs4Y€Ha PO3pOoOLi METOOJIOTIYHOTO MigI'PYHTS IJ1s1 OLiHIOBaHHS €(PEKTUBHOCTI (PYHKILIIOHYBaHHS
CHUCTEM MiITPUMKU IIPUIHSTTS pillleHb B yMOBaX OOMEK€EHb i HEBU3HAYEHOCTI Ta BUSHAYEHH] KiJIbKiCHUX
MMOKA3HUKIB €(PeKTUBHOCTI MiATPUMKY MPUNHSITTS PillleHb 32 HASBHOCTI 3arpo3 i pyu3ukKiB. Po3po6yieHo KOHIeMnIio
[0 MigTPUMKU ITpoleciB GopMyBaHHs iHPopMaliliHOi 6e31eKu 3 ypaxyBaHHSIM KPUTEPil0 pu3uKy. Po3pobiieHo
y3arajJbHeHi MOJeJIi 3arpPO3U i PU3HUKY, SIKi IMIIZIEMEHTYIOTbCS B CUCTEMY Y BUTJISIAI 3aBAHb i BIJIMBAIOTh HA CTYIIEHb
IOCSTHEHHS OCHOBHOI MeTH. 3alIpPOIIOHOBAHO METO/, KiJIbKiCHOI onTuMisanii pecypciB cuctemu 11 e peKTUBHOI
MiITPUMKU IPUUHATTSA pilieHb. OTpUMany NoAaablui PO3BUTOK METOJ, LIiJTIbOBOTO TMHAMIYHOTO OL[iHIOBAaHHS
3aBfaHb Ha iHTEpBAaJI 4acy, KU MoJIIrae y BAKOPUCTAHHI y SKOCTi IOKa3HUKa €(PEKTUBHOCTI CTYIIEHIO BILJIMBY
BUKOHAHHS 3aBIAHHS HA NOCSATHEHHSI OCHOBHOI METH, a TAKOX BBEIEHHS B i€papXilo LiJIeN 3a1a4, sIKi SABJISIIOTbCS

MOZeJISIMU 3arpo3 Ta,/abo iHAuKaTopamMmu pusrkis. OTpuMay NoAasbKi PO3BUTOK METOJ, ONITUMI3allii 3 JIiHiiTHO0



11i71b0BOI0 QYHKIIEIO 11711 PO3POOKY aJITOPUTMY PO3IOiJIeHHS peCyPCiB Mixk 3acob6amu poTuAii 3arpo3am i
pHU3UuKaM Ta 3acobamu, CIIPSIMOBAaHUMU Ha MifBuUIleHHs 6e3neKy (MpoTuaii). Po3pobieHo MeTomoIoriio OLiHIOBaHHS
ePeKTUBHOCTI PYHKIiOHYBaHHS CUCTEMU MiATPUMKU NIPUMHSTTS PillleHb 32 yMOB 0OMEXXEHb i HEBU3HAYEHOCTI, sIKa
CKJIAJIAeThCs 3 €Tally aHali3y iHpOpMaLiliHOi CTPYKTYpH, €Tally BU3HAYE€HHS MHOXUHY KPUTEPIiB OL[iHIOBaHHS,
iHpopMmaLiiiHKX 3arpo3, pU3UKIB i Bpa3IMBOCTEH, €Taly KOMILJIEKCHOTO OLiHIOBaHHS iHpOpMaLIiliHUX pecypcCiB i
eTally po3paxyHKiB Ta 3BiTy 3a pe3yJibTaTaMU OL[iHIOBaHHS. Po3po6yieHa MeTO0JI0Tisl Haflae 3pyYHUH i
OJIHO3HAYHMH MifXif, [0 OLiHIOBaHHS €(EeKTUBHOCTI (PYHKLIOHYBaHHS CUCTEMU 32 YMOB OOME>KEHb Ta
HEBU3HAYEHOCTI I TOBHICTIO BifjlIOBifjae BUMoram MixkHapopHoro cranaapty ISO/IEC 27001:2013 i ISO /IEC
27001:2018 1010 MOXXJIMBOCTEN IMOPIBHIOBATH Ta BiTBOPIOBATU PE3YJIbTATU OLiHIOBAaHHS. Po3po6yieHa MeTOm0JIOTis
I03BOJIsIE TPOEKTYBATU Ta PO3POOJISITU CUCTEMU 06pO6KHU iHpOpMalLlii 32 yMOB OOMEXXEHD i HEBU3HAYEHOCTI Ta
MOXe OyTH PEKOMEHI0BAaHA O BUKOPUCTAHHS B rajly3sx, OB sI3aHUX B iHPOPMAaLilHUMU TEXHOJIOTISIMUA B paMKax

BITPOBa/IP>KEHHS rajly3€BUX Ta 3arajlbHOAEP>KaBHUX CTaH,ILapTiB.

2. The thesis is devoted to solving the actual scientific and applied problem of developing a methodology of
improving the efficiency of the information processing system by providing information and analytical support for
its formation processes. The methodology consists in developing the theory of decision support and developing a
structure, methodology and mathematical model for supporting decision-making processes taking into account
constraints and uncertainty, as well as assessing the effectiveness of the system's operation. The support decision-
making approach proposes in the thesis. This approach can be used for the formation of complex information
security programs, taking into account the threats and risks. Under the threat, we understand a condition of the
environment, impacts the efficiency of the task. Complex goal-oriented program is executed in this environment.
Risk is defined as a result of a random event that is caused by the influence of external relative factors. The event is
a situation arises that affects the execution program. Threat models and risks have been proposed. The
methodology to determine the full sequence of all decision support to optimize and finding the best options in
solving problems of a different class and character. However, at each stage, appropriate mathematical and
heuristic methods and rules are used to determine the effective organization of the whole decision support
algorithm. The stages of decision support technology taking into account threats and risks are developed and
presented. These stages are based on the method of goal-oriented dynamic estimation for the complex task.
Stages of the goal-oriented dynamic estimation method include the following steps: the stage of goals
constructing the hierarchy; the stage of input it into of threats and risks models. On this basis, the following
evaluation tasks are being solved. The problem of the relative efficiency for directions of the implementation,
taking into account threats and risks is being solved. The problem of tasks relative effectiveness that set by a
multitude of threats and risks is solved. The task of using counteraction means to threats and risks is solved. These
tasks are solved under the condition is formed for a given time interval. The above-proposed algorithm to solve
this problem taking into account the threats and risks was considered. The author proposes to use the method for
evaluating the effectiveness of the decisions and risk analysis of information security. The proposed method of risk
analysis allows to determine the efficiency of the already taken or planned decisions. In addition, the value of
probability of threat implementation depends on the level of echelonment for security and protection. The method
does not take into account the effectiveness of blocking the means of countering threats. In addition, there are no
means of determining the value of information resources. However, this method allows to evaluate the efficiency
and correctness of generated solutions based on the results of prototype DSS testing. The task of resource
distribution is to determine the set of optimal resources, which maximize the degree of the goal achievement. An
algorithm of resource distribution between threats and risks and programs aimed at increasing information
security is proposed. The algorithm of resource distribution is proposed, when the function of the project
execution stage is a threshold function. In this case, the hierarchy of goals is linear.
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