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Pedepar:

1. BebriopTanu € OgHUM i3 HAaBaKJIMBIIINX KOMIIOHEHTIB Cy4acHUX iHPOpMaLiiHNUX CUCTEM, 110 3a6e311edyioTh
iHTerpauito, 06poOKy Ta HaZlaHHS AOCTYILY [10 Pi3HOMaHITHUX CEPBICIB y Iiep>KaBHOMY, KOMEPLiliHOMY Ta
coljia/IbLHOMY CEKTOpax. B ymoBax cTpiMKoi Iu(poBi3allii BOHU IEPETBOPUIILCS HA KPUTUYHO BKJIMBI INIATPOPMH,
crabinbHa po60Ta IKUX 6€3M0CePeNHbO BIUIMBAE Ha SKiCTb HAIAHHS MOCJIYT. BijIbIIiCTh Cy4acHUX BEOIOPTAIiB
0a3yeThCsl Ha KOHTEMHEPHUX apXiTeKTypax i3 IUHaMiYHUM YIIpaBJliHHSIM pecypcaMy, 10 BUCYBa€ HOBi BUMOTHY 1O
3abe3ne4yeHHs iXHbOI HaflilHOCTi. Kyllo4oBUME XapaKTepUCTUKaMU SIKOCTi TaKMX CUCTEM, BiIIOBIIHO O CTaHAAPTY
ISO/IEC 25010, € mocTynHIiCTb Ta BifHOB/IOBaHiCThb. TpaAuLiliHi CTaTUYHI METOIM PO3IOAINY PeCypCiB i CKIIaAHi
IIPOTHO3HI MOJIeJIi He 3aBXK/IM 3a0€3Ie4yI0Th OllepaTUBHY aJaMTallilo 10 3MiH HaBaHTa>XXEHHS Ta IOTPEOYIOTh
3HAYHUX OOYMCIIOBAJIbHUX BUTPAT. l]e 3yMOBIII0€ HEOOXiAHICTh PO3PO6JIEHHS a/IbTEPHATUBHUX ITiAXOiB, 30AaTHUX
e(eKTUBHO pearyBaTH Ha [IOTOYHi 3MiHM 6€3 3aJTy4€HHsI IPOTHO3HUX MeXaHi3MiB. O0'€KTOM IOCIiI)KEHHS € IPOLEeC
3a6e31e4yeHHs JOCTYITHOCTI Ta BiIMOBOCTIMKOCTi KOHTEIIHEPU30BAaHUX BEOMOPTAIB Y PO3NOAiIIEHUX KOHTETHEPHUX

cucreMax. [IpemMeToM HOCTIIPKeHHS € MOJIeJTi, MeTOY Ta 3aco6u 3abe3redyeHHs HalitHOCTi KOHTEeMHEePU30BaHUX



BEOIIOPTAJIIB UIJIIXOM YIOCKOHAJIEHHSI MEXaHi3MiB yIIpaBJiHHS pecypcaMy KOHTeHEpHUX cUcTeM. MeTo10 po60oTu
€ po3po6yIeHHs ePeKTUBHUX METO/iB Ta 3aC00iB /1J1s1 3a0e3MeYeHHsI BIIMOBOCTIMKOCTI Ta LOCTYIIHOCTI TPUPIBHEBUX
KOHTelHepu3oBaHux BedropTaiis (Frontend-Backend-Database) misxoM yIockoHaIeHHS MeXaHi3MiB
IVHAMiYHOTO PO3IOAiNy Ta MAaCIITa0yBaHHS KOHTEMHEPIB HA OCHOBI aHAJi3y METPUK HABAaHTAKEHHS i
npiopuTteTHOCTI 3aBJlaHb 6€3 BUKOPUCTAHHS CKJIaJIHUX [IPOTHO3HUX Mojieseli. [Ipy mpoBeneHHi JOoCiIKeHb
BUKOPHMCTAHO TaKi METOIU: METOIU TEOPETUYHOTO aHAaJIi3y Ta CUCTeMaTH3allii 1714 TOCIiIKEeHHS HasgBHUX MiTXOiB
[0 3a6€3Ie4YeHHs JOCTYITHOCTI Ta BiAMOBOCTIKOCTi KOHTEIIHEpU30BaHUX BEOIIOPTAJIB i BUSIBIEHHS IxXHIX
0OME>XeHb; MaTEMAaTUYHE MOZEJIOBAHHA 1151 GopMastisaLii IpoLeciB YIIPaBJiHHS PeCypcamMy KOHTEIHEPHUX
cepenoBull i TO6YLOBU MOJeJell TUHAMIYHOTO PO3IIOLiNy peCcypcCiB; METOAM CTATUCTUYHOIO aHai3y /1J1sl 00pOoOKU
METPUK peasIbHOTO Yacy Ta PO3pOOJIEHHS aJITOPUTMIB BUSIBJIEHHS] aHOMAJIbHUX CTaHIB; €KCIIEPMMEHTaJIbHI METOIU
17151 anpoOallii 3apoNnoHOBaHUX PIilIEHD i OLiHIOBAHHS IXHBOTO BILJIMBY Ha IIOKa3HUKU JOCTYIIHOCTI Ta
BiZMOBOCTI/KOCTi; METOAM NPOrpaMHOi iHkeHepii Ta DevOps-npakTuKy 1714 IPOEKTYBaHHA 1 iHTerparii
IIPOrpaMHUX 3aco06iB yIIpaBJliHHS pecypcaMy; MeToau Bepudikallii Ta TeCTyBaHHS [1J1s ITepeBipKU KOPEKTHOCTI
(YHKLiIOHYBaHHS PO3pO0JIEHUX aJITOPUTMIYHUX pillleHb. Briepie po3po6aeHO0 METO/L, ONITUMAIbHOTO PO3MIllleHHS
KOHTEIHEePIB, sIKUil 6a3yeThCsl HA BpaXyBaHHI JUHAMIYHMX XapaKTepUCTUK HaBaHTaKE€HHS, IPOAYKTUBHOCTI BY3JliB,
4yacy BiIHOBJIEHHSI Ta peCypCHUX OOMesKeHb CepBepiB, L0 Ja€ 3MOTy ONITUMI3yBaTH BUKOPUCTAHHS

004U CII0BATIbHUX, MEPEXKEBUX 1 JUCKOBUX PECYPCiB 6€3 3aCTOCYBaHHS [IPOTHO3HUX MOJIeJIel Ui alrOPUTMIB
MalIMHHOTO HaBYaHHY Ta 3a0e3leyye MBUJIKE pearyBaHHs Ha 3MiHM HaBaHTa>XXEHHs1 BeOnopTasny. Bnepue
pO3pobJieHo baraToKpuTepiaabHy MoAesb popmaizaliii mponecy NpuHHATTS pillleHb WOA0 PO3MIleHHS
KOHTeHepU30BaHUX BEOIIOPTAaliB, sIKa BDAaXOBYe IPIOPUTETHICTh 3aBJlaHb, XapaKTEePUCTUKY HaBaHTaKEHHS Ta
IOCTYIIHI pecypcH, 1o Aae 3MOry 3a6e31e4uTH 30aJ1aHCOBaHe Ta aiallTUBHE PO3MillleHHsI KOHTEHHEpiB B yMOBax
BHUCOKOI IMHAMIYHOCTI CepeoBUILA BUKOHAHHS. OTpUMAaiy NOJaIbIINI PO3BUTOK METOIY MOHITOPUHTY
IIPOrpaMHUX KOHTEMHEPHUX CEPENOBULL, SKi pEasi3yloTh PO3MUPEHUN MTiTIXill HA OCHOBI CTATUCTUYHOTO aHATI3y
METPUK peaslbHOrO 4acy, 10 Jla€ 3MOTY OIepPaTUBHO ifeHTU(iKyBaTH KPUTHYHI BiIXUJI€HHS, 3MEHIIYBAaTU
JIMOBIpHICTb 360iB Ta MiABUIIYBAaTH AOCTYNHICTb BeONOpTasiB. OTpuMau NoJaabIlinii PO3BUTOK METOAU
IVHAMIYHOTrO PO3IMOJiNy Ta aBBTOMATUYHOrO MacIITabyBaHHS! KOHTEMHEPIB, SIKi iHTErPYIOTh IPUHLUIIM 3aXUILEHO]
He3MiHHO]I iHpacTpyKTypH, KoHTelHepu3alii Ta DevSecOps-TpakTUK, 1110 3a0e3eyye CTabiIbHICTh cepeoBuILa
BMKOHAHHS i CKOPOU€HHS Yacy BiJHOBJIEHHSI TIiciIst 300iB. Pe3ysbTaTy gucepTauiiHoOi po60TH BIIPOBAIKEHO Y
HaByasIbHUH npolec kKadeapu NporpaMHoro 3abes3neyeHHs HarjionanbHOro yHiBepcuTeTy «JIbBiBCbKa MOJITEXHIKA»
Mif, Yac BUKJIQJAaHHS AUCUUIIIIH «Teopis HaiHOCTI IporpaMHuxX cuctem» 1 «[IporpamyBaHHs B IHTepHET», a
TaKOX allpoOb0BaHO B peJIbHUX YMOBaxX Ha MixkHapoHiN ninatdopmi «NAZOVNI» 111 nifTPUMKY YKpaiHCbKUX
€KCIIOPTEPIB. Y Oucepralii JOCATHYTO IOCTABJIEHOI METH 100 MiIBUILEHHS AOCTYIIHOCTI Ta BiZMOBOCTIMKOCTI
KOHTeMHepHOi iHDpacTpyKTypu BeOIIOPTAaIIiB 32 paXyHOK PO3pOOJIeHHS HOBUX i BIOCKOHAJIEHHS HAasSIBHUX METOIiB
IVHaMiqYHOTO yIIpaBJliHHS pecypcamy, 10 [aJI0 3MOT'y CKOPOTUTH Yac BiJHOBJIEHHS MicJIs 300iB i 3a6e3rneunTu

cTabisibHe PYHKIiOHYBaHHS BEOIIOPTaJliB B yMOBaX 3MiHHUX HaBaHTaKEHb.

2. Web portals are among the most important components of modern information systems, providing integration,
processing, and access to a wide range of services in the public, commercial, and social sectors. In the context of
rapid digitalization, they have become critically important platforms whose stable operation directly affects the
quality of service delivery. Most modern web portals are based on container architectures with dynamic resource
management, which places new demands on ensuring their reliability. The key quality characteristics of such
systems, in accordance with the ISO /IEC 25010 standard, are availability and recoverability. Traditional static
resource allocation methods and complex predictive models do not always provide timely adaptation to load
changes and require significant computational overhead. This necessitates the development of alternative
approaches capable of responding effectively to current changes without the use of predictive mechanisms. The
object of research is the process of ensuring the availability and fault tolerance of containerized web portals in
distributed container systems. The subject of research is the models, methods, and tools for ensuring the reliability
of containerized web portals by improving resource management mechanisms in container systems. The aim of

the work is to develop effective methods and tools for ensuring the fault tolerance and availability of three-tier



containerized web portals (Frontend-Backend-Database) by improving mechanisms for dynamic distribution and
scaling of containers based on load metrics analysis and task prioritization without the use of complex predictive
models. The following research methods were employed: theoretical analysis and systematization to examine
existing approaches to ensuring the availability and fault tolerance of containerized web portals and to identify
their limitations; mathematical modeling to formalize resource management processes in container environments
and to build dynamic resource allocation models; statistical analysis methods to process real-time metrics and
develop anomaly detection algorithms; experimental methods to validate the proposed solutions and assess their
impact on availability and fault tolerance indicators; software engineering methods and DevOps practices to
design and integrate software tools for resource management; verification and testing methods to validate the
correctness of the developed algorithmic solutions. For the first time, a method for optimal container placement
has been developed, based on dynamic load characteristics, node performance, recovery time, and server resource
constraints, enabling optimization of computational, network, and disk resource usage without predictive models
or machine learning algorithms, and ensuring rapid response to changes in web portal load. For the first time, a
multi-criteria model for formalizing the decision-making process regarding the placement of containerized web
portals has been developed, taking into account task prioritization, load characteristics, and available resources,
enabling balanced and adaptive container placement under highly dynamic execution environments. The methods
for monitoring software container environments have been further developed, implementing an extended
approach based on statistical analysis of real-time metrics, enabling timely identification of critical deviations,
reducing the probability of failures, and improving web portal availability. The methods for dynamic resource
distribution and automatic container scaling have been further developed, integrating the principles of secure
immutable infrastructure, containerization, and DevSecOps practices, ensuring execution environment stability
and reduced recovery time after failures. The results of the dissertation have been incorporated into the
educational process of the Software Engineering Department at Lviv Polytechnic National University in the
teaching of the courses "Theory of Reliability of Software Systems" and "Internet Programming", and have also
been validated under real operating conditions on the international platform "NAZOVNI" supporting Ukrainian
exporters. The dissertation has achieved its stated goal of improving the availability and fault tolerance of the
container infrastructure of web portals through the development of new and improvement of existing dynamic
resource management methods, which made it possible to reduce recovery time after failures and ensure stable
operation of web portals under variable load conditions.
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