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2. Information technology for detecting metamorphic viruses in local computer networks

Pedepar:

1. Incepralist NpUCBsY€HA BUPILIEHHIO aKTyaJbHOI HAyKOBOI 3a71a4i po3po6ieHH iH(pOopMaLifiHOI TEXHOJIOTII 3
METOIO IiIBULLIEHHS TOCTOBIPHOCTI Ta €()eKTUBHOCTI BUSBJIEHHSI METAaMOP(PHUX BipyCiB B JIOKaJIbHUX
KOMIT'IOTEPHUX Mepeskax po3nofineHoi inpopmaniitHoi cuctemu. [IpoBefeHo Orisiyi Ta BUSIBJIEHO HEOJIiKU POOOTU
iHpopMaLiIHUX TEXHOJIOTi1, METO/IB Ta IPOrPaMHUX 3aCO0iB BUSIBJIEHHSI MeTaMOP(HUX BipyciB. Po3pobyeHo
[IOBEJiHKOBY MOJI€JIb METAMOP(HUX BipPyCiB 3 ypaxyBaHHSIM 00(yCKaLiliHNX MeTaMOP(pHUX IEPETBOPEHD Ta
MOJeJIb IIPOLIeCY BUSIBJIEHHSI METaMOP(QHUX BipyCiB B JIOKQJIbHINA MepesKi 3 BAKOPUCTAHHIM MO (IKOBaHUX
eMyJsiTopiB. Ha 6a3i po3pob6sieHux Mopeseit nobynoBaHo iHGopMaliliHy TEXHOJIOTIIO BUSIBJIEHHSI METaMOPQHUX
BipyCiB B JIOKaJIbHUX KOMIT'IOTEPHUX MEPEXKAX, SIKA [PYHTYETHCS Ha IBOX PO3POOJIEHNX HOBUX METOLAX: METOLY
BUSIBJIEHHS] METaMOP(HUX BipyCiB Ha OCHOBI aHaJIi3y NOBE[iHKM IPOTrPamMu 3 BUKOPUCTaHHIM MOIM(DIKOBAaHUX

€MYyJISITOPIB B JIOKaJIbHIN Mepeski Ta MmeTomy ineHTudikalii Ha OCHOBI [IOIIYKY Ta IIOPiBHSIHHS €KBiBaJIEHTHUX



(dyHKLiOHaNBbHUX 6JI0KIB MK Mporpamamu. 37iliCHEHO IporpamMHy peasizaliio iHpopmaliiiHoI TeXHOIOrii
BUSIBJIEHHS] METaMOP(HUX BipyCiB B JIOKaJIbHUX KOMIT'FOTEPHUX MEPe’Xax, 0 a0 3MOTy BUSIBJISITU HOBi Ta

mopu@dikoBaHi Korii BxKe iCHYI0UnX MeTaMOP(QHUX BipyCiB 3 BUCOKOIO JOCTOBIPHICTIO.

2. The dissertation is devoted to solving of the important scientific problem - the creation of information
technology to increase reliability and efficiency of metamorphic virus detection in the corporate area networks of
distributed information system. The weaknesses of the information technologies, methods and software tools for
metamorphic virus detection in the local computer networks of distributed information system were outlined. A
behavioral model of metamorphic viruses has been developed taking into account the obfuscation metamorphic
transformations and the model of the process of detecting metamorphic viruses in the local network using
modified emulators. Based on the developed models, the information technology for detecting metamorphic
viruses in local computer networks was built based on two newly developed methods: the metamorphic virus
detection method based on the analysis of the behavior of the program using modified emulators in the local
network and a method of identification based on the searching and comparing equivalent functional blocks
between programs. The software of the information technology for metamorphic virus detection in the local
computer networks was developed. Usage of the developed software makes it possible to detect new and modified
copies of already existing metamorphic viruses with high reliability.
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