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V. BimomocTi npo guceprauiio

Mosga guceprarii:

Koau TemaTHYHHUX PYOPHK:

Tema gucepranii:

1. MeTopmosoriuni ocHOBM Ta iHdoOpMalLiliHa TEXHOJIOTis 3a6e3redyeHHs] TOTOBHOCTI XMapHUX CUCTEM KPUTUYHUX
iHdpacTpyKTyp

2. Methodological foundations and information technology for availability assurance of cloud systems of critical
infrastructures

Pedepar:

1. O6’eKT moCiIKeHHs — MTPOLECH OLiHIOBAaHHS i 3a6e3nedeHHs] TOTOBHOCTI, QyHKIiHOI Ta iHpopmaniitHoi
0€e3I1eYHOCTi XMapHUX CUCTEeM KpUTUYHUX iHPpacTPyKTyp. MeTa NoCiiKeHHs — MiBUILIEHHS TOTOBHOCTI XMapHUX
CHACTEM KPUTUYHUX iHPPACTPYKTYP LUISIXOM PO3PO0JIEHHS i BUKOPUCTAHHS METO/IB, TEXHOJIOT] OLIiHIOBaHHS i
BMOOPY BiIMOBOCTIMKMX apXiTEKTyp i XapaKT€pPUCTUK HAJiHOCTI, 6€3M€KU iXHiX iHTerpoOBaHMX (Pi3NYHUX i
BipTyaJsIbHMX KOMITOHEHTIB. [I7151 pO3B’s13yBaHHS HAyKOBOi TPO6JIEMU BUKOPUCTOBYBAJIMCSI METOI CUCTEMHOTO
aHasi3y, Teopii iMOBIpHOCTEN, CTOXaCTUYHI METOIHY OLiHIOBAHHS, METOJY HalliBMapPKOBCbKOIO MOJIEJIIOBAHHS,
METOJY NI0OY0BY CTPYKTPHUX CXEM HAJiTHOCTI, AepEB BiIMOB Ta aTak. OJlep:KaHO TEOPETUYHi pe3yJIbTaTH, a CaMe:
PO3p06JIEHO METOJ0JIOTIIO OLiHIOBAaHHSI TOTOBHOCTI Ta BUOOPY XapaKTEPUCTUK XMAPHUX CUCTEM KPUTUYHUX

indpacTpykTyp, iHdpOpMaLifiHy TEXHOJIOTIIO TECTYBAaHHS PEriOHaJIbHUX XMAPHUX CUCTEM; YAOCKOHAIEHO METO],



KOMIIApaTUBICTUYHOTO aHaJi3y aBapiil KpUTUYIHOI iHPPaCTPYKTypH, HaNliBMAPKOBChKi MOZEJIi TOTOBHOCTI XMapHOI
iHpacTpyKTYypH, MeTOT, OLIiHIOBaHHS QPYHKIiTHOI 6€311€YHOCTi KpUTUIHOI iIHPPaCTPYKTypU, METOJ, OL[iHKHU
eHeproe(eKTUBHOCTI XxMapHOi iHppacTpyKTypu, MeToH, BU60OPY XapaKTEPUCTUK XMapHUX CUCTEM KPUTHUYHOI
iH(ppaCTPYKTYypH; IiCTaB NOJAJIBIIOTO PO3BUTKY METOM, MOZEJIIOBAHHS Ta OLiHIOBAHHS TOTOBHOCTI KDUTUYHOI
iHppacTpykTypu. [IpakTUYHE 3HAYEHHS OJI€PKAHUX PE3YJIbTATIB IIOJISITA€ B TOMY, IO BOHU € MiAIPYHTSIM [IJIS
PO3po06JIeHHs Ta iMIIIeMeHTallii aropuTMiB, IporpaMHUX 3aco6iB, iHPOpMalLiliHOI TeXHOJIOTII TeCTyBaHHS pecypcy
XMapHUX NIPOBaiiZIePiB, SIKi 3aCTOCOBYIOTbCS [J151 3a0€3MeYeHHS 3arajIbHUX BUMOT JJO KPUTUYHUX iHPPaCTPYKTYP.
PesysibTaTu gucepTauitHoi po60TH BIPOBAIKEHO B HaBUaJIbHOMY ITpoleci HalioHaspHOro aepoKOCMIi4YHOTO
yHiBepcuTeTy imeHi M. €. J)KykoBcbkoro “XapkiBCbKui aBialliiiHUi iHCTUTYT” Ta HAa IPOMUCIIOBOMY PiBHI y
BiAITIIOBiHUX ycTaHOBax YKpaiHu. OfepikaHi HayKoBi pe3ysbTaTh MOXXyTb BUKOPUCTOBYBATUCS B cepi

3aCTOCYBaHHS KPUTUYHUX iHPPACTPYKTYP, XMAPHUX CUCTEM Ta TEXHOJIOTIH.

2. Object of the research is processes of assessing and ensuring of availability, safety and security of the cloud
systems for critical infrastructures. Purpose of the research is increasing of cloud systems’ availability of the
critical infrastructures by developing and applying methods, technologies for evaluating and choosing of
faulttolerant architectures and characteristics of the reliability and security for their integrated physical and
virtual components. The methods of system analysis, probability theory, stochastic estimation methods, Semi-
Markov modeling methods, methods for constructing structural reliability diagrams, fault trees analysis and
attacks were leveraged by author in order to solve the scientific problem. The practical significance of the obtained
results lies in the fact that they are the basis for the development and implementation of algorithms, software and
information technology for testing the resource of cloud providers, which use to meet general requirements for
critical infrastructures. Results of the thesis research were introduced in educational process of the National
Aerospace University “Kharkiv Aviation Institute” and at the industrial level in the relevant enterprise facilities of
Ukraine. The obtained scientific results can be used by developers in the application of critical infrastructures,
cloud systems and technologies.
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