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Kibeparak

2. Models and methods of increasing the bytecode-oriented software security of during cyberattacks

Pedepar:

1. Inceprauiiina po60Ta NpUCBIYeHa BUPIlIEHHIO aKTyaJIbHOI HAyKOBO-TEXHIUHOI IIp0o0JIeMHU MifBUIIeHHS 0€31eKU
IIPOrPaMHOT0 3a6€3MeYeHHs B yMOBax KibepaTak y KOMIT'IOTEPHUX CUCTEMAxX Ha OCHOBI pO3pO0OKU Mozesel Ta
MeToziB 06¢ycKallii TPOrpaMHOro Koay Ta CTBOPEHHS JIilleH3IHUX KIII0UiB 117151 3aXMUCTY aBTOPCbKUX NpaB. [J1s
BUpilI€HHS [10CTaBJIEHUX 3aBJaHb Y POOOTi: PO3p06IEHO METO], IIePEBiPKU JIOTIKO-CMHUCJIOBOI ITOAIGHOCTI
CTaHJAPTHUX TMOCJIiJOBHUX CXeM Iporpam; po3pobseHo GERT-Mozenb npouecy o6gyckallii mporpaMHuX MOAYJIIB,

10 peaJIisye INapagurMy BUKOPUCTAHHA MATEMATUYHOTO allapaTy raMMa—posno,u,ile y SIKOCTi KJIIOUOBOT'O Ha BCiX



eTarax MOZeJIIOBaHHS [IPOLeCy; YIOCKOHAJIEHO MeTo ] 06(dycKallii MporpaMHUX MOIYJIiB; pO3p06JIeHO KpuTepii
OLIiHKM SIKOCTi 06dyckarii [13; po3pobieHo Mozesns cucteMy 6e3reKu IIPorpaMHoOro 3abe3nedeHHs Ha OCHOBI
MaremaTu4Horo anapary mozemoBaHHsl GERT-mepex 3 BUKOPUCTaHHSM ollepalliil 6e311e4HOoro nepexony Ta
KOJlyBaHHS JIiLIeH3IHUX ieHTU()IKATOPiB; BIOCKOHAJIEHO MeTO, (pOpMyBaHHS LUQPPOBOro ineHTudikaropa
IIPOrPaMHOTO 3a6€3MeYeHHs 1J1 3aXUCTY il aBTOPChKUX NPaB. Pe3ysbTaTu JucepTaliiiHoi po60TH BIPOBAIKEHO B

LiSIZIbHICTh KOMEPLIMHYX MiAIPUEMCTB Ta HABUAJIbHUX 3aKJIaiaX YKpPAiHU.

2. The dissertation is devoted to solving the current scientific and technical problem of improving the security of
software during cyberattacks in computer systems based on the development the models and methods of software
code obfuscation and the license keys creation for copyright protection. A study and comparative analysis of
bytecode-oriented software models and methods security was conducted, which showed that the existing models
and methods of desktop software security at the system level of design do not fully eliminate the impact of threats
to the corresponding security threats. Therefore, the existing modules and methods of software protection do not
meet the quality requirements regulated by international standards and standards of Ukraine on software quality.
It is shown that increasing the security of software affects other indicators of software quality, namely: portability,
maintainability, performance. A method for checking the logical and semantic similarity of standard sequential
program schemes has been developed, which is based on finding the most similar in terms of thermal history paths
in the program. This method uses a graph of agreed program paths as a reference structure. The iterative
procedure that performs this calculation is the procedure for constructing the graph markup. The developed
method allowed to pass to polynomial calculations of thermal history ways search at a stage of the graph marking
for parallel calculations instead of existing exponential. This allowed to reduce the time of checking the code for
logical and semantic similarity to determine the impact of the code obfuscation developed method on its
correctness. A GERT-model of the obfuscation process of software modules has been developed, which is based on
the mathematical apparatus of the Gamma-distribution at all stages of modeling the obfuscation process. This
allowed to achieve the model unification in terms of the GERT-network modification. The results of the study
showed that for the developed mathematical model, when adding another obfuscation process, the variance of the
execution time increases by 12%, and when it is removed from the system, it decreases to 13%. The mathematical
expectation of execution time changes in a geometric progression - so, when removing 1 node there is a decrease
in mathematical expectation by 9%, and when increasing by 1 node - an increase in mathematical expectation by
26%. This shows the insignificance of changes in the studied indicators in terms of model modification and
confirms the hypothesis of model unification in terms of using the mathematical apparatus of the Gamma-
distribution as the main one. This reduces the time to decide on the feasibility of using the obfuscation process in
the use of flexible methodologies. The method of safe transition in GERT-networks used as a graph of the control
logic of the software product is developed. This logic is implemented depending on the identification or serial
number. The methodology of scaling of the developed mathematical model by its horizontal and vertical scaling is
developed. The expediency of using each type of scaling is shown taking into account the criticality of the
execution time of the software security check based on the license identifiers. Thus, with vertical scaling, due to
the use of a parallel data processing process, the data processing time has not changed. This gives the
prerequisites for the use of this type of scaling at the critical time of the process, as well as the need to
significantly increase the length of the license key on weak devices (e.g., embedded devices and Internet of
Things). When scaling horizontally, due to the use of additional sequential data processing processes, the
processing time increased significantly (3.43 times). However, the introduction of additional sequential actions
increases the analysis time of the behavior algorithm. This gives the prerequisites for the use of this type of scaling
when using application software, where the start time of the program is not critical.
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