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daxTopiB
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destructive factors

Pedepar:

1. Y nuceprauiiiniilt poboTi 3aIporoHOBaHa Ta BUpillleHa BaykKjIMBa HAYKOBO-TIPUKJIaiHA [Tpob6iemMa CTBOPEHHS
iHpokoMyHiKaliliHOI Mepe>KeBOi CUCTEMHU, CTINKOI [10 BIVIUBY [I€CTPYKTUBHUX (PaKTOPiB, LIJIIXOM (POPMYBaHHS
METOJI0JIOTii, METOIiB, MOZEJIEH, SIKi JIATJIM B OCHOBY IIPUKJIAAHOI iH(pOpMaLifHOI TEXHOJIOTIi pO3pPOOKU MEPEKEBOI
CHCTeMH, Ka PYHKIIOHY€E B YMOBaxX MiHJIMBOTO 30BHILIHBOIO CEpefoBULIA Ta 3arpo3. BUKOHAHO oIy, Ta aHami3
icHyl0uHMX IifxofiB 10 cTBOpeHHs iHdpoKoMyHiKaliiHuX MepexxeBux cucteM (IMC). 3 ypaxyBaHHSIM HOBU3HU
nnpo6aeMu cpOpMOBAHO METY Ta C(POPMYJIbOBAHI 3aBJIAaHHS OCIiIKEHHS. BucyHyTa HOBa mapaurma CTBOPEHHS
criiikoi IMC, ska cripaeTbcst Ha ¢(pOPMOBaHi KOHLENTYaIbHi IPUHLUIIM T2 HAYKOBO OOI'PYHTOBAHUI KOMILJIEKC

MeTogiB Ta Mmogesell. CTBOpeHO METO]L CHHTE3Y MepesKeBOi CUCTEeMU, SIKUI 03BOJIsI€ BUOPATH ONITUMAJIbHUI CKIIA],



CHCTEMMU 3 BUKOPUCTAHHSIM TUIIOBUX, & TAKOK HOBUX (IHHOBAIiliHNUX) KOMIIOHEHT. [IpoBejeHO TOTIOIOTiYHUI CUHTE3
apxXiTEKTypU pO3NOAiNEHOI MeEpPeKkeBOi cucTeMu. CTBOPEHI MOJIeJIi aHali3y [J1sl BUSBIECHHS KpUTUYHUX
Bpaz/IMBOCTEN iHPPACTPYKTYpX MEPEeKeBOi CUCTEMU [JIsl TIJIaHYBaHHS il oo ix MiHimMizauii Ta HelTpanizauii.
BupimeHo akTyasibHe 3aBIaHHSI, 3 BUKOPUCTAHHIM JIEKCUKOrpa(idyHOro yrnopsiiKyBaHHs BapiaHTiB Ta
1isoyncenbHOro (6yJ1€BOro) IpOrpamMmyBaHHs, AJis [IJIaHYBaHHS IIPEBEHTUBHUX il [J1sI BiHOBJIEHHS CTaHy
MepeKeBoi cCuCTeMU B yMOBax ii Jierpasaii Ta MomKOI KeHHS Bl BIJIMBY arpecuBHUX dakTopis. [IpoBeneHa
faraToKpuTepiasbHa ONTUMI3allisl BUTPAT, Yacy Ta PU3UKY NIPOEKTY BiTHOBJIEHHSI MepekeBoi cuctemu. CTBopeHa
iHTeJsIeKTyasbHa Mogeb 11 apganrayii IMC 1o 3MiH 30BHIIHBOTO CEPELOBUILA, LIJIIXOM YIIPABJIiHHS ii CTAaHOM.
Po3pobseHo mozesb MapiipyTy3alii nepenayi JaHux, sika BAKOPUCTOBYE MYJIbTHAreHTHE iMiTallifiHe MOJeJII0BaHHSI
Ta ypaxoBy€ PU3UKU BIUIUBY IeCTPYKTUBHUX (pakTOpiB. CTBOPEHA MOJEJIb YIIPaBJliHHS Nlepefayelo JaHuX 3
BUKOPUCTaHHSIM 6araTomapoBoi HEMPOHHOI MEPEeXKi Ta MAIIMHHOTO HaBYaHHS, KA 103BOJISIE ONEPAaTUBHO
pearyBaTH Ta alalTyBaTUCS 4O 3MiHU YMOB 30BHIIIHBOTO CEPEAOBUILA. Y pe3yyIbTaTi IPOBEAEHNX HAYKOBUX
IOCTiIKeHb CTBOPEHa NPUKJaAHa iHpopmaliiliHa TEXHOJIOTS yIIpaBiliHHS PO3POOKOI0 Ta (PYHKLIOHYBaHHIM
iHoxkoMyHiKaliliHO] Mepe>KeBOi cCTeMHU, CTIMKOI 10 BIUIUBY J€CTPYKTUBHUX (PAKTOPIB, KA BUKOPUCTOBYE
MyJIbTHAreHTHe cepenouile Ta xMapHi (CLOUD) TexHosorii. Pe3yabTaTi OCTiI>KEHDb IO CTBOPEHHIO CTiMKO]
iHoxoMyHiKaliliHOI cCTeMU BIIPOBA/I>KEHO B YIIPABJIiHHS BaHTAKOIIEPEBE3eHHIMY, 110 3abe3nedye epeKTUBHICTb
BMKOHAaHHSI IIJIaHY [1IepeBe3€Hb B yMOBAX BIIUBY 3arpo3, a TaK0XX B PO3POOKY CHCTEMU BipTyaslbHOTO PO3IO/IiIEHOTO
CKPUHIHTY MEIMYHOI JOKyMEHTAllil BifiCbKOBUX Ta Y HaBYJILHUI [TpoLieC Kadepy iHTeIeKTyalIbHUX KOMITIOTEPHUX

cucreM HTY «XIII» Ta kadenpu KOMITIOTEPHUX HayK i iHpopmauiitHux cuctem XHAJY.

2. The dissertation proposes and solves an important scientifically applied problem of creating an
infocommunication network system resistant to the influence of destructive factors, by forming a methodology,
methods, models, which formed the basis of applied information technology for developing a network system that
functions in a changing external environment. A review and analysis of existing approaches to creating
infocommunication network systems is carried out. Taking into account the novelty of the problem, the goal and
objectives of the study are formulated. A new paradigm for creating a sustainable INS has been put forward, which
is based on the established conceptual principles and a scientifically substantiated set of methods and models. A
method for synthesizing a network system has been created, which allows choosing the optimal composition of
the system using typical, as well as new (innovative) components. A topological synthesis of the architecture of a
distributed network system has been carried out. Analysis models have been created to identify critical
vulnerabilities of the network system infrastructure for planning actions to minimize and neutralize them. A
topical task has been solved, using lexicographic ordering of options and integer (Boolean) programming, for
planning preventive actions to restore the state of the network system in conditions of its degradation and damage
from the influence of aggressive factors. Multi-criteria optimization of costs, time and risk of the network system
restoration project has been carried out. An intelligent model has been created for adapting the INS to changes in
the external environment by managing its state. A data transmission routing model has been developed, which
uses agent simulation modeling and takes into account the risks of the influence of destructive factors. A
management model has been created using a multilayer neural network and machine learning, which allows for
rapid response and adaptation to changes in environmental conditions. As a result of the conducted scientific
research, an applied information technology for managing the development and operation of an
infocommunication network system that is resistant to the influence of destructive factors, which uses a multi-
agent environment and cloud (CLOUD) technologies, has been created. The results of research on the creation of a
stable infocommunication system have been implemented in freight transportation management, which ensures
the effectiveness of the transportation plan under the influence of threats, as well as in the development of a
system for virtual distributed medical screening of military medical documentation and in the educational process
of the Department of Computer Science and Information Systems of the Kharkiv National Automobile and Road
University.
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