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BIIPOBAI)KEHHS CTaHAAPTIB ayAUTY 3 Kibepoe3neKku

2. Methodology for increasing the security of critical infrastructure through the cross-implementation of the
cybersecurity standards

Pedepar:

1. Y paHiil pucepTauiiiHill poOOTi BUPIilI€HO BXXJIMBE HAYKOBO-TIPAKTUYHE 3aBIAHHS 3 MiJBUIIEHHS PiBHS
3axXUILIEHOCTI 06'eKTiB KPUTUYHOI iHPPACTPYKTYPH Bif Kibep3arpos 3a paxyHOK BUKOPHCTaHHSI METOJ0JIOTii
[IepexXpecHOro BIIPOBAKEHHS CTaHIapTiB ayAUTY 3 Kibepoesneku. Ll MmeTonos1oris nifgsuiye piBeHb
indopmauiitnoi 6esneku ta 3axuieHocTi OKI, a TakoX 3MEHIIye Yac i pecypcH IJ1s1 LOCSITHEHHS BifllIOBiIHOCTI
IeKiZIbKOM CTaHapTaM ayJguTy 3 Kibepbesneku ofHOYacHo. Briepiie po3po61eHO METOOJIOTII0 TPOBEIEHHS
[IepexXpeCcHOTro BIPOBAKEHHSI CTAaHIAPTIB ayAUTY 3 KibepOe3IeKku 3a paxyHOK BIIPOBaIKEHHS pO3po0JIeHOl Tabuii
3icTaByieHHsI KOHTPOJIiB 6€3eKy MPOBITHUX CTaHJAPTIB. Po3pobieHa MeTonoiorist 1o3BoJisie opraHizanism i OKI
yHi(iKyBaTH B3a€MO3B'I30K MiXK PI3HMMU CTaHJApTaMU ayJUTYy 3 KibepOe3eKu, BUSHAYNUTH CTYIIiHb KOsl iXHixX
CHCTEM YIPaBIIiHHS iHPOPMaIiiiHOI 6€311eK0I0 BUMOTraM BU3HAYEHUX CTAHIAPTiB, @ TAKOX OLiHUTHU BiATIOBiTHICTh

KOHTPOJIiB 6€3I1eKH, HeOOXiTHUX IJIsl JOCSTHEHHS BUMOT 10JJaTKOBOMY CTaHIAPTy 6e3IeKy, 110 Y CBOIO Yepry



niABUINYy€e KOMILJIEKCHICTh Ta epektrBHicTb 3axucTy OKI Bif Kibepaarpos. Bnepie po3pobiaeHo meton oninku CYIb
OKI nHa BignosigHicTe BUMOram ctanmapry 1SO 27001, mo rpyHTYeTbCSl Ha BUKOPUCTaHHI KOHTPOJIBHOTO CIIMCKA,
SIKUI MICTUTb JleTasbHUII Nepelik IepeBipOK [J1s1 BU3HAYEHHS CTaTyCy BiJIIOBiIHOCTI KOHTPOJISIM O6€3I1€KH, a TaKOX
nepeJliK JoKasiB i JOKYMEHTiB, HEOOXiIHUX 11 JOCSITHEHHS BifTIOBiIHOCTI. PO3po6sieHunii MeTog, 3abe3neuye
cucteMaTU4YHUH i yHidikoBaHuN migXiz 1o nposeneHHs ouiHku CYIB OKI, nOBHOTY OXOIIJIEHHSI KOHTPOJIiB 6e3IeKH,
CKOpOUYe 4yac Ha BIIPOBAKEHHs CTAaHJAPTY, i 3abe3neuye KoMIJIeKCHUH i Bcebiunuii 3axuct OKI Bif Kibepaarpos.
Briepie po3po6sieHO MeTO[I, 3iCTaBJIeHHSI KOHTPOJIiB 6e3IeKy MTPOBiJHNUX CTaHAAPTIB HA OCHOBI BCTAHOBJIEHHS
BiAITIOBiTHOCTI SIK M’k CAMMMM KOHTPOJISIMU 6€3I1eKH, TaK i JOJIaTKOBUMU PEKOMEHIALISIMU J1s1 BIPOBAIKEHHS
KOHKPETHUX KOHTPOJIIB i BUMOT. Po3pobsienuii meTtop niasuinye epektuBHicTb 3axucTty OKI 3a paxyHOK
KOMIIJIEKCHOTO OXOIIJIEHHSI KOHTPOJIiB 6e3reKku. Briepiie po3po6ieHo METOH0JI0TiI0 CTBOPEHHS! MOJIITUK
ingopmauiitnoi 6esnexku OKI Ha ocHOBI iHTerpallii 3seieHoi Tabu1j i3 3icTaBJIE€HHSIM KOHTPOJIIB 6€3MeK1
IIPOBiIHUX CTaHIApPTIB Kibepbesnexu. Ls meTonosoris nigsuimye ebexTuBHicTs 3axuimeHocTi OKI Bif 3arpo3 3a
PaxyHOK aBTOMaTu3alii i IpuIBUALIeHHS IPOLeCcy CTBOPEHHS MOJITUK iHpopmMalliiiHoi 6e3nexku 3 3a0e3MeYeHHSIM

IIOKPUTTS yCiX HAaBaXJIMBIIINX IOMEHIB i KOHTPOJIIB 6€3I1EeKH.

2. This dissertation solves an important scientific and practical task of increasing the level of protection of critical
infrastructure objects from cyber threats by using the methodology of cross-implementation of cyber security
audit standards. This methodology increases the level of information security and security of the CAI, and also
reduces time and resources to achieve compliance with several cybersecurity audit standards at the same time.
For the first time, a methodology for the cross-implementation of cyber security audit standards has been
developed through the implementation of a developed table comparing security controls of leading standards. The
developed methodology allows organizations and OKIs to unify the relationship between various cyber security
audit standards, determine the degree of correlation of their information security management systems with the
requirements of the specified standards, as well as assess the compliance of security controls necessary to meet
the requirements of the additional security standard, which in turn increases complexity and the effectiveness of
the OCI's protection against cyber threats. For the first time, a method was developed for assessing the ISO 27001
ISMS for compliance with the requirements of the ISO 27001 standard, which is based on the use of a checklist that
contains a detailed list of checks to determine the status of compliance with security controls, as well as a list of
evidence and documents necessary to achieve compliance. The developed method provides a systematic and
unified approach to the assessment of the ISMS of the OKI, complete coverage of security controls, shortens the
time for implementing the standard, and provides comprehensive and comprehensive protection of the OKI from
cyber threats. For the first time, a method of comparing security controls of leading standards has been developed
based on the establishment of compliance both between the security controls themselves and additional
recommendations for the implementation of specific controls and requirements. The developed method increases
the effectiveness of the protection of OKI due to the comprehensive coverage of security controls. For the first
time, a methodology for creating information security policies of the OKI was developed based on the integration
of a summary table with a comparison of security controls of the leading cyber security standards. This
methodology increases the effectiveness of the protection of OCI against threats by automating and speeding up
the process of creating information security policies with coverage of all the most important domains and security
controls.
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