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Pedepar:

1. B po6oTi BupimeHo BaykJIMBY HAYKOBO-TIPAKTUYHY [TpobJieMy, 10 [oJsirae y 3abesnedeHHi epeKTHBHOCTI poboTH
KPUIITO-CTeraHorpaivyHMx CUCTEM B PEKMMIi PEasIbHOTO Yacy Ha PeCypCOOOMEXKEHUX M1aTPOPMaX, LIJIIXOM
PO3PpOOKHU BifI0BiIHOI HAYKOBO OOI'PYHTOBAHOI METOMOJIOTII, OPi€HTOBAHOI HA YIIPaBJIiHHS BOYIOBYBaHHIM
KPUITO3aXUILEHOI J0JaTKOBOI iH(opMalii y IpocTOpoBiil 06s1acTi KOHTeNHepa. BiicyTHiCTh aHAIOrYHUX pillleHb B
YKkpaiHi Ta 32 KOpJJOHOM pOOUTD Pe3yJIbTaTH AOCiIKeHb IpiopuTeTHUMU. OTPHUMaHi HayKOBi pe3yJIbTaTy MalTh
dyHIaMeHTabHe (TEOPETUYHE) Ta IPUKJIAJHE (IPAKTUYHE) 3HAYEHHS JJ1s1 PO3BUTKY Ta BILOCKOHAJIEHHS KDUIITO-
creraHorpagivyHux cucreM. B po6oTi moby10BaHO TEOPETUYHNUI 6a3KUC OJ1s1 TOOYA0BY KPUIITO CTEraHOrpadiuHux
cucCTeM, KU HaZlae MOXJIMBICTh POPMYBAHHS HEOOXiHUX BJIACTUBOCTEN CTEraHOMOBIOMJIEHHS [IPU
BOylOBYBaHHI iH(opMallii y IpocTOpoBiit 0671aCTi 32 paxyHOK peasiszallii KoHLeI1ii KOJJOBOro yIpaBJliHHS
BOyIOBYBaHHSM iH(popMallii. B KOHTEKCTi NigBUIEHHSI KPUIIOCTIKOCTI KPUNTO-CTeraHorpaiyH1uX CUCTeM B POOOTi
IIPE/ICTaBIEHO TEOPETUYHNI 6a31C OLIHKMU Ta MiBUIIEHHS KpUNTorpadiuHoi SKocTi mu@piB HAa OCHOBI

MaTeMaTUYHOro arnapary QyHKLii 6araTo3Ha4yHOI JIOTIiKY, 1IJ0 € OCHOBOIO MiJIBUILEHHS! PiBHS iMIIIeMeHTAallii



mrdpamu gudysii Ta KOHQY3ii, NiIBUEHHS iX €(PEKTUBHOCTI Ta KPUIITOCTIMKOCTI, @ TAKOXK Y3rOIPKEHOCT]
KpurnrorpadiyHoi i creraHorpadiuHoi KOMIIOHEHTH KPUNITO-cTeraHorpadiyHux cucrem. Ha ocHOBI 1o6ymoBaHOro
TEOPETUYHOrO 6a3Kcy po3pobsieHO cTeraHorpadiyHi MeTOAU 3 KOJIOBUM YIIPaBJiHHSIM BOYZOBYBaHHSIM, a TAKOX
cIenianizoBaHi Wudpu 17151 3a6e31e4YeHHs y3roJKeHOCTi KpunrorpadiiyHoi Ta creranorpagiyHoi CKI1agoBoi KPUIITO
creraHorpadiYHuX CUCTEM. BCTaHOBIEHO IMPOCTOTY aJIrOPUTMIYHOI peasizallii npeicTaBlieHuX MeTO/iB, 10BEIeHO
MOXUIUBICTb POOOTU KPUITO-CTeraHorpadiyHoi cucTeMu Ha OCHOBI po3p06JieHOi MeTO0JIOTi] y peXkuMi peasbHOro

4acy Ha pecypCcoOOMeKeHMX I1aT@opmax.

2. An important scientific and practical problem of ensuring the effectiveness of crypto-steganographic systems in
real time on resource-limited platforms has been solved by developing an appropriate scientifically based
methodology, focused on code control of cryptographically protected additional information embedding in the
spatial domain of the container. In the dissertation relationship between the transformants of the two dimensional,
one-dimensional Walsh-Hadamard transform and the discrete cosine transform, as well as the components of the
singular value decomposition of the container block, is established, based on which formal sufficient conditions for
the given properties of the steganographic message are obtained, and the theoretical foundations for the
formation of steganographic methods with code control are developed. The theoretical basis for the synthesis of
effective codewords was formed, as well as indicators of energy and selectivity of the codeword were introduced
and researched, which made it possible to synthesize multi-level codewords, which ensure the effectiveness of
steganographic methods with code control developed on their basis. Two steganographic methods with code
control of additional information embedding using binary and multi-level codewords have been created, which
ensures their effectiveness, which exceeds modern analogs, in particular, in the conditions of a streaming
container. Using the developed theoretical basis, Reed-Solomon codes, and the developed codes of spatial
arrangements, two steganographic methods with multiple access are proposed, which allow, while preserving the
advantages of code control, to support the registration in the system of up to several thousand users and the
simultaneous operation of several tens of users. In the context of increasing the cryptographic strength of crypto-
steganographic systems, the theoretical basis for ensuring the cryptographic quality of many-valued logic
functions was built, which includes the following criteria: algebraic nonlinearity, distance nonlinearity, the
avalanche effect criterion, the criterion of output independence from input variables, which made it possible to
implement a justified choice of many-valued logic functions for the tasks of building specialized block symmetric
ciphers for encrypting the states list sequence when using the steganographic method with code control of the
additional information embedding. Based on the developed cryptographic quality criteria for many-valued logic
functions, the sets of S-boxes of practically valuable lengths have been synthesized that have the maximum
possible level of nonlinearity of both component Boolean functions and component many-valued logic functions,
satisfy the error propagation criterion of the highest orders, and are also optimal in terms of the criterion of
independence of the output of the component many-valued logic functions from their input variables, which
makes it possible to increase the cryptographic quality of cipher constructions used in crypto-steganographic
systems. Ready for practical implementation block symmetric cipher has been developed, the use of which allows
to accelerate the destruction of the statistics of the plaintext, which made it possible to reduce the number of
necessary iterations of the main step of cryptographic transformation, and, therefore, the computational costs for
the operation of preliminary encryption of additional information in the preliminary coder of the crypto-
steganographic system. The practical value of the manuscript consists in bringing the obtained scientific results to
specific methods and algorithms that can be applied in practical information protection systems, including those
that involve deployment on resource-limited platforms and require operation with streaming containers in real-
time mode. Algorithmic implementations of steganographic methods with code control of information embedding
are characterized by realization simplicity, as well as the flexibility of setting properties of steganographic message
by certain codewords choosing.

Jep>kaBHUH peecTpauiiiHuii Homep [IiP:

IIpiopuTeTHHI HaNIpSIM PO3BUTKY HayKH i TEXHIKH:



CrpareriyHui NpiopUTETHUI HAIIPSIM iHHOBaLilHOI AiSJIBHOCTI:
ITiZCcyMKH JOCTiI>KEeHHS:

ITy6sikamii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
Coria;iIbHO-€KOHOMIYHA CIIPSIMOBaHICTh:

OxopoHHi gokymeHTH Ha OIIIB:

BrnpoBaakeHHs pe3yJIbTaTiB AHCepTalii:

3B'S130K 3 HAYKOBHMH T€EMaMH:

VI. BizoMocTi mpo HayKOBOr0 KEPiBHUKA /KePiBHHUKIB (KOHCYJIbTAaHTA)

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Kobo3eBa Ansa AHatosiiBHa

2. Kobozeva Alla A.

KBasigikanis: 1.1, 05.13.21

InenTudikarop ORCID ID: He 3acrocosyetbcs
JopaTrkoBa iHdpopmamnist:

IloBHe HaiMEeHYBaHHS IOPHIHYHOI 0COOMH:
Kopg 3a €1PIIOY:

Micue3Haxoa KeHHSI:

dopma ByracHoCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

Baacwue IlpizBume Im'a Ilo-6aTbKOBI:
1. Ko6o3eBa Anna AHarosiiBHa

2. Kobozeva Alla A.

KBasidikanis: 1.1, 05.13.21

InenTudikarop ORCID ID: He 3acrocosyerncs
JoparkoBa iHpopmamist:

TloBHe HaliMEeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3Haxoa KeHHS:

dopma ByracHoOCTI:

Cdepa ynpasiriHHS:



InenTudikarop ROR: He zacrocosyerscs

VII. BizomocTi npo odiliiHUX OTIOHEHTIB Ta pelleH3€eHTiB
OdiuiiiHi OIOHEHTH
Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. lllenect Muxaino €BreHoOBUY

2. Shelest Mykhailo Ye.

KBasigikamis: 1. 1. 1., 05.13.21
InenTudikarop ORCID ID: He 3acrocosyerbcs
JoparkoBa iHdpopmamist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kopg 3a €1PIIOY:

Micue3HaxoaKeHHs:

dopma ByracHoCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs

BiacHe IIpizBuie Im'sa I1o-6aThKOBI:
1. Xopomko Bonogumup OJiekciiioBud

2. Khoroshko Volodymyr Oleksiiovych

KBasigikamis: 5.1.1., 05.13.13

Imentudikarop ORCID ID: He zacrocoyerbcs
JoparkoBa iHdpopmamist:

TloBHe HaliMeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma ByTacHOCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

BiacHe IIpizBume Im'sa I1o-6aTbKOBI:
1. Minos Osiekcangp BosogumupoBuy

2. Milov Oleksandr V

KBasigikanis: 1. 1. 1., 05.13.21

InenTudikarop ORCID ID: He 3acrocosyetses



JoparkoBa iHdpopmamnist:

IloBHEe HaHMEHYBaHHS IOPHIHYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma ByTacHOCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs

Penensentu

VIII. 3aKkJII04Hi BiZmoMOCTi
BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBI
TOJIOBH paju

ByiacHe Ilpi3Buiie Im's ITo-6aTbKOBI

TOJIOBYIOYOTO Ha 3acCiiaHHi

BignoBigasbHUMH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

Peectpartop

KepiBHuk Bigginy YKpIHTEI, mpo €
BiZIIIOBiZaJIbBHUM 32 peeCcTpallilo HayKOBOi

OisSIIBHOCTI

Hynukesud Banepiit borganosruy

Jynukesud Banepiit borganosrny

IOpuenko T.A.



