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Pedepar:

1. Incepranifina po60Ta IPUCBIYEHA PO3BSI3aHHIO aKTyaJIbHOI 3a/1a4i: aHaIi3y Ta po3poOLi METOMIB Ta MOJeJIeN ISl
IiIBUIIEHHS 3aXUIE€HOCTi aCUMETPUYHUX KPUNTOrpadivHMX CUCTEM Ha pemiTkax. MeTa i 3aBIaHHS JOCIiIKEeHHS.
Mertoto nocmimKeHHs € aHasli3 Ta po3po6ka MeTOiB Ta MOiesIell 1Jis MigBULIEeHHS 3aXUIEHOCTi aCUMEeTPUYHUX
Kpunrorpa@iyHux CUCTEM Ha pelliTKax BiJl iCHYI0UMX Ta NOTEHLiIHUX aTak. Y IepIIoMy po3fisi nucepTauii (AHasi3
Cy4YaCHHUX TE€HJIEHIli}1 y KBAaHTOBO—CTiliKill Kpuntorpadii) Ha OCHOBI MPOBEIEHOr0 aHai3y I0Ka3aHo, MO PO3BUTOK
KBAaHTOBUX aJITOPUTMiB OOYMOBJIEHNUI IBOMA TEXHIKaMM — KBAHTOBUM IIOIIYKOM Ta KBAaHTOBOIO BUGipKo1o Pyp’e.
O6rpyHTOBaHO, 10 Kpunrorpadis Ha pelliTKax € CTiKO0 J0 3aCTOCYBAaHHS LIUX T€XHiK. Po3KpuTi BuUMoru no
KBaHTOBO-CTilKOi Kpunrorpadii. Po3kpuTa CyTHICTb J0Ka30B0i 6e3nexku Ta mogeneit 6esnexu IND-CCA
(Indistinguishability under Adaptive Chosen Chiphertext Attack) nns mexaHnizamiB iHKancysauii kintodis Ta EUF-CMA
(Existentially unforgeable under adaptive chosen message attacks) nss esiekTpoHHuUX nignucis. HaBeneHo



BiZIOMOCTI 3 Teopii peiTok Ta Teopii KBAHTOBUX 00YMC/IEHDb. Y APYrOMY PO3[iii AucepTaLii (AHasi3 Ta NOPiBHSIHHS
Mogesiel pefyKuii pemiTok) o6rpyHTOBaHo, mo daxkrop Epmira Bifiirpae BaskyivBy poJib IIpu aHali3i mogesneil
penyKuii pewitok. [IpoBeieHo cepilo eKCIIEPUMEHTIB, 110 HAIlpaBJIeHi HA BUSHAYEHHS TOYHOCTI ICHYIOYMX
ACUMITOTUYHUX OLHOK (pakTopy Epmita Ha kKpunTorpagivHo 3HaYyMKX PO3MIPHOCTSX peliToK. [lokasaHo, Mo
icTuHHe 3HauYeHHs (pakTopy EpMiTa mBUIKO HAGAMKAETHCS 4O ACUMIITOTUYHUX OLHOK i Ha KpunrorpagiyHo
3HAYYLIMX PO3MIPHOCTSIX MOKJIMBO BBXKaTU IOMUJIKY anpokcumalii pakropy Epmita HesHauyHow. [IpoBeeHo
[IOPIiBHAJIbHUI aHAJIi3 iICHYIOYMX CUMYJIATOPIB PEAYKLUii peIiTOK. Ij1 MOPiBHAHHS CUMYJISTOPIB IIPOBELEHO PAL,
€KCIIepUMEHTIB Ha pelliTkax Masoi po3mipHocTi. [TokasaHo, mo cumyasTop Anbopexrta-Jli 1ae HaliMeHIy
CepeIHbOKBAAPATUYHY IOMUJIKY cepeq, yeix cumyasaTopis. [Iyig NTRU pemiTok po3KpUTO CYyTHICTb PO3PiIyKeHO1
nigpemitky. OTpUMaHO NEPIINY HAYKOBUH pe3ysbTaT: Bliepiie BUKOHAHO KiJIbKiCHE IIOPiBHAHHS TOYHOCTI MOJleJIEN
PeIyKLii pemiToK i3 3aCTOCYBaHHSIM METPUKHU CEPEHbOKBAIPAaTUYHOI NOMWIKY A1 Mmogeni GSA (Geometric Series
Assumption) Ta cuMyJIITOPiB penyKuii pemiTok. [TonepenHi nocnimkeHHs (POKyCyBalIuCs Ha SIKICHUX abo CyTO
TEOPETUYHUX OI[iHKAX SIKOCTi po60TH Mofesiel. OTpruMaHi OlIiHKU T03BOJISIIOTH KiJIbKICHO OIIiHIOBATH SIKiCTh POGOTU
CHUMYJIATOPIB B 3aJIEXKHOCTI Bifl TapamMeTpiB PELITOK 11 OLiHKU 3aXUILEHOCTI Bill KJIACUYHUX Ta KBAHTOBUX aTak. Y
TPETbOMY PO3#iJi aucepTauii (MeToau OLiHKY CKJIAIHOCTI KpUNTOrpadiyHuX 3a4ad 3 TEOPii PEeIIiTOK) HaBeIEHO
ki1acudikalilo iCHyl04UMX aTak Ha KpunrorpadiyHi nepeTBopeHHs Ha peluriTkax. [1j1s aTak BKIaeHHs Ta
JEeKO/IyBaHHS 3alIPOIIOHOBAHA yIOCKOHATIEHa MOJIEJIb OLiHKY CKJIaJIHOCTi aTaky, 0 6a3yeThCsl HA IIPOBEJIEHOMY Y
IpyroMy po3zini aHamisi. [lJ1s1 aTak JeKoyBaHHs 3alIPOIIOHOBAHUI METO[ BU3HAUYEHHS ONITUMAaJIbHUX I1apaMeTpiB
araky. YIOCKOHaJIEHO METOIVKY OLiHIOBaHHS CKJIAIHOCTI KpunrorpadidHoi 3agadi SIS (Shortest Integer Solution),
110 BiJIpi3HSIETHCS Bifl iCHYIOUMX TUM, 10 Y JaHill METOAMIi BpaXOBY€eThCs airedbpaiuHa CTPYKTypa PeLliToK Iif, yac
aHaJIi3y NMpoueciB peayKuii AJ1s1 OLiHKY [TapaMeTPiB Ta XapaKTEPUCTUK aTaK Ha X OCHOBI. Y YETBEPTOMY PO3JiJi
nucepTauii (OLiHKa 3aXUIEHOCTI MeXaHi3MiB iHKaIICyJIsLii KJII04iB Ha anreb6paiyHuX pelliTkax) yTOYHEHO OLiHKU
3aXUIIEeHOCTi MexaHi3MiB iHkancysaunii kmouiB JCTY 8961:2019 Ta Crystals-Kyber. [TokazaHo, 1110 BpaxyBaHHSI
CTPYKTypH anrebpaiyHux peliToK, 3TilHO 10 MeTOAY, 110 6yB po3pobyieHuil B po3[iii 3, nae 6iblili OLiHKY 6e3I1eKH,
HDK Kj1acnyHa mozesb GSA. Briepiie 6ys10 oTpuMaHo y3aranbHeHui goka3 IND-CCA 6e3nexku nepeTBOpeHb, 0
BUKOPUCTOBYIOThCS B cTanzapti JCTY 8961:2019, y Mozeli KBAHTOBOI'O BUIIQAKOBOIO opakyJa. [lonepenHi
nocuinxeHHs He BuByanu IND-CCA 6e3nexy nepersopens JCTY 8961:2019 y Mmozesti KBAaHTOBOTO BUIIAZKOBOTO
opakyza. Y maroMy po3gini guceprauii (OLjiHKa 3axUIEeHOCT] €J1eKTPOHHUX MiNKCIB Ha anredpaiyHuX peliTkax)
YTOYHEHO OLiHKM 3aXUILEHOCTi eJ1eKTpoHHUX nignucis Falcon Ta Crystals-Dilithium. ITokasaHo, 110 BpaxyBaHHSI
CTPYKTypH anrebpaiyHux periToK, 3TilHO 10 MeTOAY, 0 6yB po3pobyieHni B po3 i 3, nae 6isbli OLiHKY 6e3I1eKH,
HDK Ky1acuyHa moaesb GSA. Jljis esekTpoHHoro nignucy Falcon orpumanu nogansimmii po3BUTOK OOIPYHTYBAHHS
OLIiHKM aTaK¥ BiTHOBJIEHHS KJIIOYiB, 1[0 BUKOPUCTOBYE OOYMCIIEHHS 3 IJIaBAIOYOI0 KPAIKOIO, 171 aJITOPUTMIB
€JIEKTPOHHOTO TiJINKCY Ha OCHOBI PELIiTOK, 110 AAJI0 3MOT'Y MigBUIIUTY 6e3I1eKy eJIeKTPOHHUX IiAnuciB Ha

pelIiTKax.

2. The thesis is devoted to solving a relevant problem: the analysis and development of methods and models to
enhance the security of lattice-based asymmetric cryptographic systems. In the first chapter of the dissertation
(Analysis of Modern Trends in Quantum-Resistant Cryptography), the conducted analysis demonstrates that the
advancement of quantum algorithms is driven by two key techniques: quantum search and quantum Fourier
sampling. It is substantiated that lattice-based cryptography remains resistant to these techniques. The chapter
outlines the requirements for quantum-resistant cryptography and explores the concept of provable security,
along with security models such as IND-CCA (Indistinguishability under Adaptive Chosen Ciphertext Attack) for
key encapsulation mechanisms and EUF-CMA (Existential Unforgeability under Adaptive Chosen Message Attack)
for digital signatures. Additionally, fundamental concepts from lattice theory and quantum computing theory are
presented. In the second chapter of the dissertation (Analysis and Comparison of Lattice Reduction Models), it is
substantiated that the Hermite factor plays a crucial role in analyzing lattice reduction models. A series of
experiments was conducted to assess the accuracy of existing asymptotic estimates of the Hermite factor for
cryptographically significant lattice dimensions. The results demonstrate that the true value of the Hermite factor
quickly converges to its asymptotic estimates, and for cryptographically relevant dimensions, the approximation



error can be considered negligible. A comparative analysis of existing lattice reduction simulators was performed.
To evaluate these simulators, several experiments were conducted on low-dimensional lattices. The findings
indicate that the Albrecht-Lee simulator produces the lowest root-mean-square error among all tested
simulators. For NTRU lattices, the concept of a sparse sublattice is explored in detail. First Scientific Contribution:
For the first time, a quantitative comparison of the accuracy of lattice reduction models was performed using the
root-mean-square error metric for both the Geometric Series Assumption (GSA) model and lattice reduction
simulators. Previous studies primarily focused on qualitative or purely theoretical assessments of model accuracy.
The obtained estimates enable a quantitative evaluation of simulator performance based on lattice parameters,
contributing to the assessment of security against both classical and quantum attacks. In the third chapter of the
dissertation (Methods for Assessing the Complexity of Cryptographic Problems in Lattice Theory), a classification
of existing attacks on lattice-based cryptographic transformations is provided. For embedding and decoding
attacks, an enhanced complexity assessment model is proposed, based on the analysis conducted in the second
chapter. For decoding attacks, a method for determining optimal attack parameters is introduced. Additionally, the
evaluation methodology for the complexity of the Shortest Integer Solution (SIS) problem has been improved.
Unlike existing methods, this approach incorporates the algebraic structure of lattices when analyzing the
reduction processes used to estimate the parameters and characteristics of attacks based on SIS. In the fourth
chapter of the dissertation (Security Assessment of Key Encapsulation Mechanisms on Algebraic Lattices), the
security estimates of the DSTU 8961:2019 and CRYSTALS-Kyber key encapsulation mechanisms were refined. The
findings demonstrate that considering the structure of algebraic lattices, according to the method developed in
Chapter 3, results in higher security estimates compared to the classical Geometric Series Assumption (GSA)
model. First Scientific Contribution: For the first time, a generalized IND-CCA security proof for transformations
used in DSTU 8961:2019 was obtained within the Quantum Random Oracle Model (QROM). Previous studies had
not explored the IND-CCA security of DSTU 8961:2019 transformations in the QROM framework. In the fifth
chapter of the dissertation (Security Assessment of Digital Signatures on Algebraic Lattices), the security estimates
of the Falcon and CRYSTALS-Dilithium digital signature schemes were refined. The findings demonstrate that
considering the structure of algebraic lattices, according to the method developed in Chapter 3, results in higher
security estimates compared to the classical Geometric Series Assumption (GSA) model. For the Falcon digital
signature scheme, further development was made in justifying the evaluation of key recovery attacks that utilize
floating-point computations for lattice-based signature algorithms. This advancement has contributed to
enhancing the security of lattice-based digital signatures.
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