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Pedepar:

1. CyyacHu# eTan po3BUTKY I7106a1bHOrO iHGOpMaLiHOTO CYCIIiJIbCTBA Ta CTPiMKa 1M poBisalis MoJTUYHAX
IIPOLIECiB aKTyasi3yloTh Ipobyemy TpaHchopMallii CoLiaIbHUX MEPEX i3 KOMYHIKalilHUX MaiilaH4YMKiB Ha
NOTYKHUH iHCTPYMEHT BILJIMBY Ha IOJIITUYHY CTa6i/IbHICTh Ta 6€311E€Ky MDKHAPOJHUX 00’€IHaHb, 30KpEMa
€sporneiicbkoro Coody. 3o0kpeMa B po60Ti BU3BHaY€HO OCOGIMBOCTI «BearloHi3allii» (mepeTBopeHHs Ha 36poIo)
COLIiaJIbHUX MEPEX, 1110 HAaJla€ MOKJIUBICTh BIIOBHI PO3TJISIATH 3aTrPO3H, SIKi CTBOPIOIOTh aBTOPUTAPHI PEXKUMU 115
€BPOINENCHKOI 6€3MeKU Ta MOJITUYHOTO JIaZly, BAKOPUCTOBYI0UM IMPPOBUI IPOCTip. HeobxigHiCTh BUBUEHHS
MEXaHi3MiB BUKOPUCTaHHS COLiaJIbHUX Melia SIK 3aC00iB riopuaHOi BiiHY, Ae3iHpopmalii Ta MaHimysmii
IrPOMaJICBKOIO OYMKOIO € HarajbHOIO JJIs aHaJi3y CTIMKOCTI EMOKPAaTUYHUX CUCTEM Y CYy4aCHOMY T€OIOJIITUIHOMY
KOHTeKCTi. JlucepTaliist npucBsiyeHa [IEPEOCMUCIIEHHIO POJIi COLIiaJIbHUX MEPEX Y apXiTeKTypi 6e3rnexku
€spornericbkoro Cooay. B po60Ti KOHIENTYasiz0BaHO (eHOMEH «iH(PPACTPYKTYPHOI 3aMJIyTaHOCTI» SIK (paKTopa
obMeskeHHS 1MPOBOTO CyBepeHiTeTy gepxxaB €C y B3aeMofii 3 IpUBaTHUMU TEXHOJIOTIYHUMU TiraHTaMM.

PeTpocnekTuBHUI aHai3 I7106aIbHUX 3arpo3, ki nocraoTs nepey €C Ta noctynosa TpaHcdopmalis



€BPOINENCHKUX O€3MIEKOBUX CTPATETiN CBiTYUTh PO HEOOXiNHICTh IEPEOCMUCIIEHHS POJIi COL[iaIbBHUX MEPEX SIK
OJiHi€l 3 KJII0YOBUX TEXHOJIOTIH y 6e31eKOoBill chep. 3 ypaxyBaHHSIM [TIOBHOMACHITAGHOrO BTOPTrHEHHs Pocii B
Ykpainy Ta cucteMHOro iHopMauifHOro TUCKy 3 60Ky aBTOPUTapHUX CUCTEM Ha €Bponeicbkuil indpopmauiiiHuii
IIPOCTip 0CO6JIMBOI aKTyasIbHOCTI HabyBae MUTAaHHA 38aTHOCTI €C (POopMyBaTHU €IVHY MOJITUKY 3aXUCTY CBOTO
11(ppoBOro cyBepeHiTeTy. LIs HeoOXigHICTb aKTyaslidye Npo6IeMaTUKY CTIIKOCTI 4€MOKPAaTUYHUX iIHCTUTYTIB
BUTPUMYBATU aTaKU aJIrOPUTMIYHOI «111M(PPpOBOi 30p0oi» 6e3 yTpaTh OCHOBOIIOJIOKHUX IIiIHHOCTEMN, 30KpeMa CBOOOI1
cyioBa. i nuTaHHS NOTPe6YIOTh IEPEOCMHUCIIEHHS KJIACUYHUX TEOPiil MOCTiHAYCTPiaJIbHOTO CYCIIiJIbCTBA Yepe3
IIPU3MY HOBITHIX KOHLEITIB «TEXHOABTOPUTAPU3MY» Ta «MEPEXEBOi Baaau». Y poOOTi OBELEHO, WO TPAANLIiNHI
IiAXonM 0O BUBYEHHS COLiaJIbHUX MEPEX SIK 3aC06iB MixKOCOOMCTICHOI B3aeMOJii MaloTh OyTH [OMIOBHEH aHai3oM
ixHbOI poJii B MoGii3alii mporecTHUX PyXiB («Apabcbka BecHa», «Pesoutoliist I'igHOCTI», mpoTecTu B 'OHKOH3I, TOI10)
Ta y IOCTYIIOBOMY 3POCTaHHI iX BIUIMBY Ha NOJITUYHY cPepy. B nuceprauii po3risHyTi BUKJINKY Cy4aCHUX
aJITOPUTMIB COLIiaTIbBHUX MEPEX, sIKi POPMYIOTh «OyIbOALIKY Je3iH(popMallii», po3MUBaIOYM JOBIpY 10 O0DilliliHIX
IHCTUTYL Ta TpagULiHKUX Meia. OKPEMO BUCBITJIEHA POJIb HOBOI TEXHOJIOTIYHOI €JIITH Ta MOPaJIbHi IUJIEMU,
BUKJIMKAHI apxiTEKTOpaMy LIMX CUCTEM. B IrcepTrauiitHoMy LOCIIiIKEHHI ITPOaHali30BaHO OCHOBHI €Tallx
(opmyBaHHs 6e3neKkoBoi nosituku €C y uudposiit cepi: Bin 4o6POBIIBHNAX KPOKIB OKPEMUX KpaiH ujeHiB €C, y
perynaunii nux MeJiyMis, IO MOCTYIIOBOT O JKOPCTKOTO PETYJIIOBAHHS Ta CaHKLiMHUX MOJITYK, 30KpeMa Yepe3 AKT
npo uudposi nocayru (DSA). BusHaueHo 0CO6IMBOCTI HalliOHAZIbHUX MifX0[iB KpaiH-4JIeHIB 10 peryJIl0BaHHS
COLIMEPEX: Bif] 5JKOPCTKOTO I0puan4YHOro nprumycy B Himewunsi (3akoH NetzDG) Ta 3axucty Bu6opiB y OpaHuii 1o
CTpATeTiil «IICUXOJIOriYHOI 000POHN» Ta MeJliarpaMOTHOCTI B Kpainax Basrii, Koponictsa IlIBeuwii.
CucreMaTu3oBaHO TUNU «1UGPOBOi 36poi» (iHppacTpyKTypHa, ICUXOJIOTiUHA, aJITOPUTMIYHA, COllialbHA) Ta
[IPOaHasli30BaHO METOY iX 3aCTOCYBAaHHS B CyYaCHUX MDKAEP>KaBHUX KOHQJIIKTaX. YOCKOHAJIEHO PO3yMiHHS
TIOHSITTS «BEAIIOHI3allisl COLiaJIbHAX MEPEX» Y KOHTEKCTI KOHLEI|i «CTOBIIIB MinTpuMKu» JlxuHa Illapmna, mo
I03BOJIsIE po3rignaty indopMaLifiHi onepaii sk criocié pyiHyBaHHS JIETITUMHOCTI JeMOKPaTUYHUX PEXUMIB 6e3
IIPSIMOTO 3aCTOCYBaHHS BilICBKOBOI cuiu. Ha OCHOBI aHaJli3y OCBily HasIBHOTO OCBiNly €BPOIENCHKUX KPaiH
3aIPONIOHOBAHO MOJIEJb «IA(PPOBOi IPOMAISHCEKOI 000POHNY, sIKa Nepedadae HalpaloBaHHS CIIPOMOXKHOCTI
TPOMAJISIH «BiIMOBJISITH y CIIBIpalli» KaMIaHism 3 ge3iH@opMaliii B colianbHUX Mepekax. [IpakTuuHe 3Ha4eHHs
Pe3yJbTaTiB JOCIiKEHHS [0JIsirae y BU3HAUYE€HHi PaKTOPiB, 110 BIIJIMBAIOTh HA BPA3JIMBICTh 1€MOKPAaTUUYHUX CUCTEM
II0 30BHIiLHIX iH(popMaLiiHUX aTak, Ta po3pooLli peKOMeHallii AJ1s1 3MiIJHEHHSI CTpaTeriYyHMX KOMYHIKalliil y
KpaiHax, 110 epebyBaloTh Mif riopuaHUM TUCKOM. OTpHUMaHi pe3ysbTaTi HaJJaloTh MOXKJIMBOCTI ix iHTerpauii B
IIOJIITUKY OOOPOHHUX CTPATETil Ta IIpy Po3podbLii NoiTuK y cdepi iHPpopmariiiHoro 6e3neku. AKTyanbHICTb
IIPOBENIEHOTO AOCIIiI)KEHHS Bill[IOBila€ KPUTUYHUM BUKJIMKAM Cy4aCHOI IIOJITOJIOrIi Ta MDKHAPOJHUX BiJHOCKH B
YMOBax I7100aIbHOTO POTUCTOSIHHS EMOKPATUYHMX Ta aBTOPUTAPHUX CUCTEM. JlOCIIiIPKEHHS CTBOPIOE MiJI PYHTS
17151 pO3POOKM JOBIOCTPOKOBUX CTPATETiH 3aXUCTY JeMOKPaTii Bifj «rOCTpOi CMIM» aBTOKPATIll Ta Crpusie
(opMyBaHHIO HOBOT'O KOHLEINTY 1IM(POBOi 6e31eKH SIK HeBiJeMHOI CKJ1a0BOi HalliOHaIbHOI 6e3MeKy Cy4acHo]

Iep>KaBH.

2. The present stage of global information society development and the rapid digitalization of political processes
underscore the problem of social networks transforming from communication platforms into a powerful
instrument of influence on the political stability and security of international unions, particularly the European
Union. Specifically, this work identifies the features of the "weaponization" of social networks, which allows for a
comprehensive examination of the threats that authoritarian regimes pose to European security and political order
through the use of digital space. The necessity of studying the mechanisms of utilizing social media as tools of
hybrid warfare, disinformation, and public opinion manipulation is urgent for analyzing the resilience of
democratic systems in the contemporary geopolitical context. This dissertation is devoted to reimagining the role
of social networks within the European Union's security architecture. The work conceptualizes the phenomenon
of "infrastructural entanglement" as a factor limiting the digital sovereignty of EU member states in their
interaction with private technological giants. A retrospective analysis of the global threats facing the EU and the
gradual transformation of European security strategies demonstrate the need to redefine the role of social
networks as one of the key technologies in the security sphere. Given Russia's full-scale invasion of Ukraine and



the systemic informational pressure from authoritarian systems on the European information space, the question
of the EU's ability to form a unified policy for protecting its digital sovereignty becomes particularly relevant. This
necessity highlights the challenges of the resilience of democratic institutions to withstand attacks by algorithmic
"digital weapons" without losing fundamental values, notably freedom of speech. These issues require a
reassessment of classical theories of post-industrial society through the prism of modern concepts such as
"techno-authoritarianism" and "network power." The study proves that traditional approaches to social networks
as means of interpersonal interaction must be supplemented by an analysis of their role in mobilizing protest
movements (the Arab Spring, the Revolution of Dignity, the Hong Kong protests, etc.) and their increasing
influence on the political sphere. The dissertation examines the challenges posed by modern social media
algorithms that create "disinformation bubbles," eroding trust in official institutions and traditional media.
Furthermore, it highlights the role of the new technological elite and the moral dilemmas faced by the architects of
these systems. The research analyzes the primary stages of forming the EU's security policy in the digital sphere:
from voluntary steps by individual member states to regulate these mediums, to progressive stringent regulation
and sanction policies, specifically through the Digital Services Act (DSA). The study defines the peculiarities of
national approaches to social media regulation: from strict legal enforcement in Germany (NetzDG law) and
election protection in France to strategies of "psychological defense" and media literacy in the Baltic states and the
Kingdom of Sweden. Types of "digital weapons" (infrastructural, psychological, algorithmic, and social) are
systematized, and methods of their application in modern interstate conflicts are analyzed. The understanding of
the concept of "weaponization of social networks" is refined within the context of Gene Sharp's "pillars of support"
concept, which allows for the consideration of information operations as a method of undermining the legitimacy
of democratic regimes without the direct use of military force. Based on the existing experience of European
countries, a model of "digital civil defense" is proposed, which involves developing the capacity of citizens to
"refuse cooperation” with disinformation campaigns on social networks. The practical significance of the findings
lies in identifying the factors that influence the vulnerability of democratic systems to external information attacks
and developing recommendations for strengthening strategic communications in countries under hybrid pressure.
The results obtained provide opportunities for their integration into defense policy strategies and the
development of information security policies. The relevance of the conducted research corresponds to the critical
challenges of modern political science and international relations amidst the global confrontation between
democratic and authoritarian systems. The study establishes a foundation for developing long-term strategies to
protect democracy from the "sharp power" of autocracies and contributes to the formation of a new concept of
digital security as an integral component of a modern state's national security.
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Kopg 3a €APIIOY: 44470624

Micue3Haxoa>KeHHsI: By Kioro, Kuig, 02156, Vkpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH i HAyKu YKpaiHu

InenTudikarop ROR:

Baacwue IlpizBumie Im'a Ilo-6aTbKOBI:
1. 'yceBa Haranig IOpiiBHa

2. Nataliia Y. Husieva

KBasidikamis: . i. n., mouent, 07.00.02

InenTudgikarop ORCID ID: 0000-0002-6062-6406

JoparkoBa iHdpopmamuist:

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0CO0H: Jlep>kaBHUII TOPrOBEJIbHO-€KOHOMIYHUIl YHIBEPCUTET
Kopg 3a €APIIOY: 44470624

Micue3Haxoa KeHHS: By Kioro, Kuis, 02156, Ykpaina

dopma BracHOCTI: JlepxaBHa

Coepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZOMOCTi
Biacue Ipizsumie Im'st [To-6aTbKOBI Konpparenko Oser IOpiitoBuy

TOJIOBH pajgu



BaacHe IlpizBume Im's I10-6aTbKOBI Konpparenko Osner fOpifiosiy

TOJIOBYIOYOTO Ha 3acCiiaHHi

BigmoBimasabpHUI 3a Hi,ILI‘OTOBKy F'onyap Makcum BostoguMupoBuy
00JIiKOBUX JOKYMEHTIB

Peec'rpa'rop Opuenko TersiHa AHaToJIiBHA

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peEeCTpallilo HAayKOBOIi IOpuenko TeTsHa AHatosiiBHA

OisSIIBHOCTI




