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Pedepar:

1. InceprauiiiHy po60Ty IPUCBSIYE€HO BUPIIIEHHIO aKTyaJIbHOTO HAYKOBO-TMIPUKJIAHOTO 3aBJAHHS 3 PO3POOKU
METO/IiB 3a0€e3I1e4YeHHs! pe3UJIbeHTHOCT] OpraHisaliliHo-TexHIYHUX cucTeM Ta inTerpauii nux metonis B CYIBb (KC3I)
3377151 IXHbOTO BIOCKOHAJIEHHS AKTYaJIbHICTb JOCIIKEHHS 3yMOBJIEHA IapaZUIrMaJIbHOIO €BOJIIOLIIEI0 B
6€311EKOBOMY IEMEHI, 1110 TPU3BeJa JO 3aMiHU NOMiHYI040i KOHLIEMNIii - 3 3aXUCTY Ha PE3UJIbEHTHICTb.. 1114
PO3pOOKU METO[IiB 3abe31e4yeHHs pe3nIbeHTHOCTI OpraHi3aliliHO-TeXHIYHNUX CHCTEM BUKOHAHO aHaJli3 [1IepeayMoOB
BHMHUKHEHHS [1apaJrMU pe3UIbeHTHOCTI Ta (PaKTOPIB, SKi 3yMOBUJIN ii pO3BUTOK y 6€311€KOBOMY JIOMEHI.

Po3po6s1€HO MeTOM, BUOKPEMJIEHHS i paHXYBaHHSI KDUTUYHUX PU3MKIB (BKJIIOUHO 3i CTOXaCTUYHUAMU i



CHOPaJUYHUMU) LIJISIXOM 3aCTOCYBaHHS BaeciBCcbKOro migxomy, Kpurepito Basiba Ta xKalioHOro ajirOPUTMY, SIKUI
HaJJa€ MO>KJIMBICTb IIJIAaHYBaTU BUTPATU Ha 06POOKY B Mekax (ikcOBaHOro OI0pKeTapHOro ooMeskeHHs. CTBOpPEHO
OHTOJIOTiI0 Pe3MJIbEHTHOCTI OPraHi3alilHO-TEXHIYHUX CUCTEM. 3alIPOIIOHOBAHO MOJIEJb OL[iHKU PU3KKIB, SIKa
BigoOpakae KBaHTU(IKOBAHMI PU3UK-ANIETUT OpraHisalii i BMilllye BilpaHKOBaHY MOCJIiJOBHICTb yCixX
BUOKPEMJIEHVX PU3MKIB Ooprasisauii. PO3BUHYTO METOM, XaOC-iHXXUHIPUHTIY, AKWM [10JIATa€ K B LITYYHOMY
KOHTPOJIbOBAaHOMY iT€paTHBHOMY CTUMYJIIOBaHHI afanTaliiHuX MexaHi3aMiB iHpopMaLiiHUX CUCTEM 10 3MiH
oIepaliliHOTo cepefoBUILA, 30BHIIIHIX 3arpo3 i BHYTPIlIHIX 300iB, 1110 3a0e3Ieuye iXHe CIIPSIMyBaHHS HA BUSIBJIEHHS
[IPUXOBAHUX BPa3JMBOCTEN Ta OLIIHKY MEXaHi3MiB BilHOBJIEHHS (PYHKLIOHAJIbHOCTI CUCTEM MiCJISI IOTEHLIMHAX
iHIMIEHTIB, TaK i B epeBipLii AUBEPCHOCTI cr1oco6iB peaizalii ixHiX KpUTUIHUX QYHKLiN. Po3po6aeHo MeTox
BACOKOPIBHEBOI'O OLIiHIOBAHHS CTaHy PE3MJIbEHTHOCTI OpraHi3aliiHO-TEXHIYHUX CUCTEM. 3alIPOIIOHOBAHO METPUKY
IHIeKC pe3nJIbeHTHOCTI, sIKa HaJla€ MOXJIUBICTb OLiHIOBATU SIK €(DEKTUBHICTb (PiHAHCOBUX iHBECTULIN B O€3MEKY i
PE3MJIbLEHTHICTD, TAK i ONepalliiiHi pe3yabTaTH LUX iIHBECTHULINA. 3aIIPOIIOHOBAHO Bi3yaJIbHUN IHCTPYMEHT
npiopuTH3alii pu3uKiB B KOHTEKCTI pe3UJIbEHTHOCTI Y BUIJISLZ] TPUBUMIPHOI MaTpUIli, 30ATHOI arperyBaTu yCi TN
PU3UKiB. PeopraHizoBaHO KpUTMYHMI CErMEHT iHPPaCTPYKTypHU OopraHisaliliHO-TeXHi4HOi cuctemu , ii CYIB/KC3],
nobynoBaHoi 3a npuHuunamu ISO 27k ta Zero Trust. BupimeHnHs 0ux 3ajad CTBOPUJIO HAJIEKHI YMOBU [1JIs1
3a6e3ne4YeHHs PE3UIbEHTHOCTI i TPACTOCITPOMOYKHOCTI OpraHi3aliiHO-TeXHIYHUX CUCTEM BCiX TUITIB i piBHIB
iepapxii, msixom BgockoHaneHHs CYIB (KC3I). Kinto4oBsi ciioBa: pe3uyIbeHTHICTb, afialTallilHU [TOTeHLial,

VIPaBJliHHS PU3UKAMU, TPACTOCIIPOMOXKHICTb, CUCTEMHU 3aXUCTY iH(popMalLlii.

2. The paradigmatic shifts in the security domain, which have resulted in the replacement of the concept of
protecting organisations' information assets with the resilience of their critical functions, necessitate not only a
re-evaluation of the principles underlying the construction of information security management systems (ISMS)
and comprehensive information protection systems (CIPS), but also the development of a methodological
framework for ensuring resilience that would guarantee the successful integration of the latest concepts at all
levels of their applicability. The objective of this study is to develop methods for ensuring the resilience of
organisational and technical systems, as well as their integration into information security management systems
and comprehensive information protection systems. In order to achieve this objective, the following tasks were
completed. The conditions that led to the emergence of the resilience paradigm and the factors that contributed
to its development in the security domain were analysed. A method for identifying and ranking critical risks
(including stochastic and sporadic risks) was developed by applying the Bayesian approach, the Wald criterion, and
a greedy algorithm that allows planning processing costs within a fixed budget constraint. A risk assessment model
has been proposed that reflects the quantified risk appetite of an organisation and contains a ranked sequence of
all the identified risks of an organisation. This allows for the handling of different types of risks within a single
strategy. A method of chaos engineering has been developed, comprising two principal elements. The initial
element entails the intentional and repeated stimulation of information systems' adaptation mechanisms. The
second element comprises the identification of hitherto unidentified vulnerabilities and the assessment of
potential restoration mechanisms for system functionality following a potential incident. A method is proposed for
a comprehensive, longitudinal evaluation of the resilience of organisational and technical systems. A resilience
index metric is proposed for the assessment of both the effectiveness of financial investments in security and
resilience and the operational outcomes of these investments. A visual tool for prioritising risks in the context of
resilience, in the form of a three-dimensional matrix capable of aggregating all types of risks, including stochastic
and sporadic ones, has been proposed. Reorganisation of a critical segment of the infrastructure of the existing
organisational and technical system based on the principles of ISO 27000 and Zero Trust. The solution of these
tasks created the appropriate conditions for ensuring the resilience and trustworthiness of organisational and
technical systems of all types and hierarchical levels by improving the ISMS and CIPS. Keywords: resilience,
information security systems, risk management, trustworthiness, adaptation

Jep>kaBHUH peecTpauiiiHuii Homep [IiP:

IIpiopuTeTHHI HanpsIM PO3BUTKY HayKH i TeXHIKH: HaujonanbHa 6esneka i 060poHa



CrpareriyHuii NpiopUTETHUH HaNIPSIM iIHHOBALLiHHOI Ais1JIbHOCTI: OCBOECHHS HOBMX TEXHOJIOTIIA
BHCOKOTEXHOJIOTIYHOI'O PO3BUTKY TPAaHCIIOPTHOI CUCTEMHU, PaKeTHO-KOCMIYHOI rasysi, aBia- i cyiHOOyAyBaHHS,

030pO€EHHS Ta BilICbKOBOI TEXHIK1
ITizcyMKH JOCIiz>KeHHS: HoBe BUpIlEHHS aKTyalbHOTO HAYKOBOTO 3aBIaHHS

Iyo6sikaii:

e 1. Korobeynikov F. Building resilience through risk management: methodology and strategy. International
Science Journal of Engineering & Agriculture. 2024, Vol. 3, no. 4, P. 78-85, ISSN: 2720-6319 URL:
https://doi.org /10.46299 /j.isjea. 20240304.08 (EU)

¢ 2. Mokhor V., Korobeynikov F. Resilience and stability in security domain. Data Recording, Storage &
Processing, 2024. Vol. 26, No. 1, P. 113-120, ISSN 1560-9189 URL: https://doi.org/10.35681 /1560~
9189.2024.26.1.308655

¢ 3. Korobeynikov F. Developing a conceptual framework for resilience in information systems. Prombles in
programming, 2024. No. 1, P. 96-102, ISSN 1727-4907. URL:
https:/ /pp.isofts.kiev.ua/index.php/ojsl /article /download /611 /661

¢ 4. Korobeynikov F. O. Resilience in Focus: Rethinking the Risk Matrix. Electronic modeling, 2024. Vol. 46, no. 2,
P. 35-42, ISSN 0204-3572. URL: https://doi.org/10.15407 /emodel.46.02.035

« 5. Korobeynikov F. Ontology of Goals and Objectives for Organizational Resilience. Electronic Modeling, 2023,
Vol. 45, no. 5, P. 67-80, ISSN 0204-3572. URL: https:/ /doi.org /10.15407 /emodel.45.05.067

¢ 6. Korobeynikov F. Using the Wald Maximin Criterion for Risk Analysis of Hard-To-Predict Threats in the
Context of Resilience. Electronic Modeling, 2023. Vol. 45, no. 6, P. 31-40, ISSN 0204-3572. URL:
https://doi.org/10.15407/ emodel.45.06.031

o 7. Korobeynikov F., Bakalynskyi O. Defining of Goals in the Development of Cyber Resilient Systems According
to NIST. Theoretical and Applied Cybersecurity, 2023. Vol. 5, no. 1, ISSN 2664-2913. URL:
https://doi.org /10.20535 /tacs.2664-29132023.1.287751

¢ 8. Korobeynikov F., Bakalynskyi O. Defining the Sequence of Integrating Trustworthiness Components Into
Information Security Systems. Ukrainian Information Security Research Journal, 2023. Vol. 4, no. 25, P.
268-274, ISSN 2410-7840. URL: https:/ /jrnl.nau.edu.ua/index.php /Z1 /article /view /18233

¢ 9. Korobeynikov F. Resilience Paradigm Development In The Security Domain. Electronic Modeling, 2023. Vol.
45, no. 4, P. 88-111, ISSN 0204-3572. URL: https:/ /doi.org /10.15407 /emodel.45.04.088

¢ 10. Korobeynikov F., Bakalynskyi O. Establishing Goals in the Creation of Cyber-Resilient Systems. DESSERT,
IEEE Xplore, 2023. ISBN 979-8-3503-9611-9. URL:
https:/ /www.scopus.com /record /display.uri?origin=myalerts&eid=2-s2.0-85185837395 (Scopus, IEEE)

¢ 11. Kopo6eiinikos @. Llini kibepbesnexku Ta Kibeppe3uybeHTHOCTI: IOPiBHSIHHS CIIpsIMyBaHb. MaTtepianu
HayKOBO-TIIpakTM4HOi KoHpepeHLii «Kibepbesneka eHepreTukn», M. Kuis, 31 tpas. 2023 p. C. 78-81. URL:
https://ipme.kiev.ua/wp-content /uploads /2023 /06 /1-Marepianu-KBE-2023.pdf

¢ 12. Kopobeiinikos @. BusHaueHHs 1iiiell npyu po3pooii Kibeppe3uibeHTHUX CuCTeM. BeceykpaiHchbka HAyKOBO-
npaktruyHa KoHdepeH1is «Theoretical and Applied Cybersecurity» (TACS-2023) npucssiuena 100-piuHoMy
I0Bizneto akagemika B.M. I'nymkoBa, M. KuiB, 26 Tpas. 2023 p. C. 79-89. URL: https:/ /is.ipt.kpi.ua/pdf /TACS-
23.pdf

¢ 13. Korobeynikov F. Key Sybersecurity Risks 2023. Proceedings of the VI International Scientific and Practical
Conference «SCM IA», Amsterdam, Netherlands, 2023. URL: http:/ /dx.doi.org /10.13140 /RG.2.2.33022.80963

¢ 14. KopobeiinikoB @. Pe3usnbeHTHU NiAXin 10 Mo6ynoBy pO3MOAiIeHol cucTeMy 3a6e31e4eHHs
indopmauiitHoi 6e3nexku. Marepiany MbKHapOIHOI HayKOBO-TIPaKTUYHOI KOHpepeHLii «Survivability &
Resilience - 2023»), m. Kuis, 19 xoBT. 2023 p. C. 71-74. URL: https:/ /ipme.kiev.ua/wp-
content/uploads /2023 / 11/Marepianu_ koHbepeHuii_Survivability_and_Resilience-2023-4.pdf



¢ 15. Kopo6eiinikoB @. Ta iH. BTisieHHS napaiurMu pe3uybeHTHOCTI B 3a6e31eueHHs PyHKLiOHYBaHHSI KDUTUYHOI
indpacTpykTypu €C. MaTtepianu HayKOBO-TIPaKTHU4HOI KOHepeHIii «Pe3nuIbeHTHICT KPUTUYHOI
ingpactpykrypu — 2023», M. Kuis, 21 yeps. 2023 p. C. 48-51. URL: https://ipme.kiev.ua/wp-
content/uploads /2023 /06 /Marepianu-koHdepeHuii-Critical-Infrastructure-Resilience---2023.pdf

« 16. Kopob6eiinikoB ®. AHasi3 BU3Ha4eHb TEPMiHaA "pE3UJIbEHTHICTD" TA HIOTO iHTepIIpeTaliil y MiXKHapOJHUX
cTraHjapTax. 36ipHUK MaTtepiasniB XL HayKoBO-TexHiYHOI KOH(epeH1Llii MOJIoAuX BUeHUX IHCTUTYTY TpobieM
MogesoBaHHs B eHepretulli iMm. I.€. ITyxoBa HAH Ykpainu, m. Kuis, 17 Tpas. 2023 p. C. 145-149. URL:
https://ipme.kiev.ua/wp-content /uploads /2023 /05 /Matepianu-kondepenuii-2023.pdf

¢ 17. Korobeynikov F. Chaos engineering as a strategy for strengthening resilience. Proceedings of the IX
International Scientific and Practical Conference «Theoretical and practical aspects of the development of
science and education», Prague, Czech Republic, 5 March 2024. P. 312-315. URL:
https://doi.org/10.46299 /1SG.2024.1.9

« 18. Korobeynikov F. Artificial intelligence in cyber warfare. Proceedings of the X International Scientific and
Practical Conference «Problems and prospects of modern science», Stockholm, Sweden, 15 March 2024. P.
313-316. URL: https:/ /doi.org/10.46299 /1SG.2024.1.10.

¢ 19. Kopob6eiiHikoB ®. Pe3ansibeHTHICTb B KOHTEKCTI KOHLenii Tpianu 4acy. 36ipHuK maTtepiasniB XLII HaykoBO-
TexHiIYHOI KOHpepeHLii MoIoAuX BUeHUX IHCTUTYTY Ipo6sieM MOAe/I0OBaHHs B eHepreTulli im. I'.€. TTyxosa
HAH VYxpainu, m. Kuis, 15 Tpas. 2024 p. C. 7-10. URL: https://ipme.kiev.ua/wp-content /uploads /2024 /
05/Marepianu-koHpepenuii-2024-v-2.pdf

¢ 20. CBiZOLITBO IIPO peEeCTpallilo aBTOPCHKOTO MpaBa Ha KOMITIOTEPHY IIpOrpaMy «AJIrOpUTM 0O6pOOKU
Pe3WIbEHTHUX PU3UKIB JJIs1 KPUTUYHUX CUCTEM B paMKax MOOYAOBY CUCTEM 3aXUCTy iHpopmariii» : a. c. No
123657 Ykpaina. Omy6:1. 09.02.2024, Bros. N2 CR1959090224. URL: https:/ /sis.nipo.gov.ua

¢ 21. CBiOLITBO IIPO peecTpaliilo aBTOPChKOro IpaBa Ha HAyKOBUM TBip «AJITOPUTM O0OPOOKU pe3UJIbEHTHUX
PU3UKIB 11711 KpUTUYHUX CUCTEM B PaMKax I100yI0BU CACTEM 3aXUCTy iHpopmalii» : a. c. No 123658 YkpaiHa :
CR1972090224. Ony671. 09.02.2024. URL: https://sis.nipo.gov.ua

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILiS: nporpamui IPOAYyKTH, IPOrPAMHO-TEXHOJIONYHA JOKYMEHTALS;

aHaJITU4YHI Marepiann
ComniasibHO-€KOHOMIYHA CIIPSIMOBaHiCTh:

OxopoHHi gokymeHTH Ha OIIIB:

BrnpoBagkeHHs pe3yJIbTaTiB AHCEPTalii: BiposamkeHo

3B'130K 3 HAYKOBHMH TeMaMH: 0123U100909

VI. BizomocCTi Ipo HayKOBOr0 KEPiBHHKA /KEPiBHHUKIB (KOHCYJIbTAHTA)

Baacue IlpizBuuie Im's I1o-6aThKOBI:

1. Moxop Bonogumup BosoguMuposud

2. Vladymyr Mokhor

KBasigikamis: g.1.1., npodecop, 01.05.02
InenTudikarop ORCHID ID: He 3actocoByerscs
JopaTrkoBa indpopmanis:

IloBHe HaiMeHYBaHHSI IOPHUAHUYHOI OCOOH: [HCTUTYT IPO6IIEM MOJIEMIOBAHHS B eHepreTul im. T'. €.

[TyxoBa HanjionanbHoi akageMii HayK YKpaiHu



Kopg 3a €IPIIOY: 05516949

Micueanaxo,szeﬂﬂaz ByJ. ['enepasna Haymosa, 6yz. 15, Kuis, 03164, Ykpaina
dopma BaacHOCTI:

Cdepa ynpaBiiHHS: HaujoHanbHa akazeMist Hayk YKpaiHu
Imentudikarop ROR: He zacrocoyerbcs

CeKTop HayKH: AkafemivyHui1

VII. BizomocTi npo odiliiHuX OTIOHEHTIB Ta pelleH3€eHTiB
OdiuiiiHi OTIOHEHTH
Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. JTaxHO Banepiit AHaTONiIOBHY

2. Valerii A. Lakhno

KBasigikamis: 1. . u., npodecop, 05.13.21
InenTudikarop ORCHID ID: He sactocoyerbcs
JoparkoBa iHdpopmamnist:

IloBHe HaliMEeHYBaHHSI IOPHUAHUYHOI 0COOM: HaujoHanbHuil yHiBepcuTeT Giopecypcis i

IPUPOLOKOPUCTYBAHHS YKpaiHU

Kopg 3a €IPIIOY: 00493706

Micue3HaxoaKeHHS: By ['epois O60ponu, 6y, 15, Kuis, 03041, Vkpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu
InenTudikarop ROR:

CeKTOop HayKH:. YHIBEPCUTETCHKUIL

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Kopuenko AuHa OsekcaHgpiBHa

2. Anna O. Korchenko

KBasigikawis: n. 1. u., npodecop, 05.13.21
InenTudikarop ORCHID ID: He sactocoyerbcs
JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPUAHUYHOI 0COOM: HauioHanbHuil TexHiYHMI yHiBepCUTET "JIHIMPOBCHKA

MOJIITEXHIKA"
Kog, 3a €IPIIOY: 02070743
Micue3HaxoaKeHHS: npocnekt JImutpa SIBopHUIBKOTO, 6y1. 19, IHiNpo, [JHinpoBchkuii p-H., 49005, Ykpaina

dopma ByacHOCTI: Jlepxasna



Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu
InenTudikarop ROR:

CeKTOop HayKH: YHIBEPCUTETCHKUI

PeuenseHTu

VIII. 3aKkJII04Hi BiZoMOCTi
BaacHe IlpizBuime Im's [10-6aTbKOBI Moxop Bonoaumup Bononumnposnd
rOJIOBH pagu

BaacHe IlpizBuie Im's [10-6aTbKOBI Cayx Cepriii €BreHoBUY

rOJIOBYIOYOTO Ha 3aCilaHHi

BigmoBigasbHUH 32 MiATOTOBKY Hyme6a B.B.

00JIIKOBHX JJOKYMEHTIB

PeecTtpartop YkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZITIOBiJaJIbHUM 32 PEECTpalLilo HayKOBoOi IOpuenko TeTsHa AHaToiiBHA

OisSIIBHOCTI




