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1. Incepraniiiny po60Ty IPUCBSIYE€HO BUPIIIEHHIO aKTyaJIbHOrO HAayKOBO-TIPUKJIAAHOTO 3aBAAHHS 3 PO3POOKHU
METO/IiB 3a6€3e4eHHS Pe3UJIbEHTHOCTI OpraHi3alilHO-TeXHIYHUX cUCTeM Ta iHTerpauii uux meronis B CYIB (KC3I)
3377151 IXHbOTO BIOCKOHAJIEHHS AKTYaJIbHICTb JOCIIII)KEHHS 3yMOBJI€HA [IapaJrMaJIbHOIO €BOJIIOLIEI0 B
6€311eKOBOMY JIEMEHI, 110 PU3BeJIa A0 3aMiHU JOMIHYI04O0i KOHLENIi] - 3 3aXUCTy Ha PE€3UJIbEHTHICTb.. [171s1
PO3pOOKY METO/IB 3a0€3M€YEHHS PE3UIILEHTHOCTI OPraHi3aliiHO-TEXHIYHUX CCTEM BUKOHAHO aHasli3 [IepeIyMOB
BHMHUKHEHHS [1apaJurMu pe3nuJIbeHTHOCTI Ta HaKTOPIB, SKi 3yMOBUJIH ii pO3BUTOK y 6€3[1€KOBOMY [IOMEHI.
Po3po6s1eHO0 MeTO/, BUOKPEMJIEHHS | paHKyBaHHSI KDUTUYHUX PU3UKIB (BKJIIOUHO 3i CTOXaCTUYHUMU i
CIIOPaAUYHMMM) LIIJISIXOM 3aCTOCYBaHHs baeciBChKOro mifxony, KpUTepito Banbpaa Ta skaflibHOro alropuTMy, SIKUN
Ha/la€ MOXKJIMBICTD IIJIaHYBaTU BUTPATU Ha 0OPOOKY B MeKax (PiKCOBAHOrO 010[KETapHOTo 06MeKeHHs. CTBOPEHO

OHTOJIOTiI0 Pe3UJIbEHTHOCTI OPraHi3alilHO-TEXHIYHUX CUCTEM. 3alIPOIIOHOBAHO MOJIENb OL[iHKU PU3KKIB, SIKa



BigoOpakae KBaHTU(IKOBAHUI PU3UK-ANIETUT OpraHisallii i BMilllye BilpaHKOBaHy MOCJIiJOBHICTb yCixX
BUOKPEMJIEHUX PU3UKIB OpraHisaii. PO3BUHYTO METOM, XaOC-iHXXUHIPUHTY, SKUAN [10JITa€ 4K B IITYYHOMY
KOHTPOJIbOBAaHOMY iT€PaTMBHOMY CTMMYJIIOBaHHI afjanTaliliHuX MexaHi3aMiB iHpopMaLliiHUX CUCTEM 10 3MiH
ONepaLilfHOroO CEPefOBUILA, 30BHIIIHIX 3arpo3 i BHYTPIIIHIX 300iB, 110 3a0e3euye iXHe CIIPSIMyBaHHS HA BUSIBJIEHHS
IIPUXOBAHUX BPA3JIMBOCTEN Ta OLiHKY MEXaHi3MiB BiIHOBJIEHHS (YHKLIOHAJIBHOCTI CUCTEM MiCJIsl TOTEHLIHUX
iHIMIEHTIB, TaK i B mepeBipLii AUBEPCHOCTI c11oco6iB peanizallii ixHiXx KpUTUYHUX QYHKLiN. Po3pobaeHo meTox
BACOKOPIBHEBOI'O OLIIHIOBAHHS CTaHy PE3MJILEHTHOCTI OpraHi3aliiHO-TEXHIYHUX CUCTEM. 3alIPOIIOHOBAHO METPUKY
[HHEeKC pe3ansIbeHTHOCTI, SIKa HaJla€ MOKJIMBICTb OLIiHIOBATHU SIK €(PEKTUBHICTb (PiHAHCOBUX iHBECTULLill B 6€3MeKY i
PE3MJIbEHTHICTD, TAK i ONepallifiHi pe3ybTaTH LUX iHBECTULiN. 3alTPONIOHOBAHO Bi3yaJIbHUM iIHCTPYMEHT
npiopuTU3alii pu3uKiB B KOHTEKCTI PE3UJILEHTHOCTI Y BUIJISZ] TPUBUMIPHOI MaTpHUIi, 30ATHOI arperyBaTu yCi TUIIN
PU3UKiB. PeopraHisoBaHO KpUTUYHUI CETMEHT iHPPACTPYKTYypHU OpraHisalillHO-TeXHi4HOi cuctemu , ii CYIB/KC3],
no6ypoBaHoi 3a npuHuunamu ISO 27k ta Zero Trust. BupimeHHs nyx 3a7ja4 CTBOPUJIO HaJIEXKHI yMOBU 17151
3a6e31e4YeHHs Pe3UIbEHTHOCTI i TPACTOCITPOMOYKHOCTI OpraHi3aliiHO-TeXHIYHUX CUCTEM BCiX THUIIIB i piBHIB
iepapxii, masxom BrockoHaneHHs CYIBb (KC3I). Kiio4oBi ciioBa: pe3ubeHTHICTb, afaNTalitHUI TOTeHI1ial,

VIPAaBJiHHS PU3UKAMHU, TPACTOCIIPOMOXKHICTb, CUCTEMHU 3aXUCTY iH(popMalLlii.

2. The paradigmatic shifts in the security domain, which have resulted in the replacement of the concept of
protecting organisations' information assets with the resilience of their critical functions, necessitate not only a
re-evaluation of the principles underlying the construction of information security management systems (ISMS)
and comprehensive information protection systems (CIPS), but also the development of a methodological
framework for ensuring resilience that would guarantee the successful integration of the latest concepts at all
levels of their applicability. The objective of this study is to develop methods for ensuring the resilience of
organisational and technical systems, as well as their integration into information security management systems
and comprehensive information protection systems. In order to achieve this objective, the following tasks were
completed. The conditions that led to the emergence of the resilience paradigm and the factors that contributed
to its development in the security domain were analysed. A method for identifying and ranking critical risks
(including stochastic and sporadic risks) was developed by applying the Bayesian approach, the Wald criterion, and
a greedy algorithm that allows planning processing costs within a fixed budget constraint. A risk assessment model
has been proposed that reflects the quantified risk appetite of an organisation and contains a ranked sequence of
all the identified risks of an organisation. This allows for the handling of different types of risks within a single
strategy. A method of chaos engineering has been developed, comprising two principal elements. The initial
element entails the intentional and repeated stimulation of information systems' adaptation mechanisms. The
second element comprises the identification of hitherto unidentified vulnerabilities and the assessment of
potential restoration mechanisms for system functionality following a potential incident. A method is proposed for
a comprehensive, longitudinal evaluation of the resilience of organisational and technical systems. A resilience
index metric is proposed for the assessment of both the effectiveness of financial investments in security and
resilience and the operational outcomes of these investments. A visual tool for prioritising risks in the context of
resilience, in the form of a three-dimensional matrix capable of aggregating all types of risks, including stochastic
and sporadic ones, has been proposed. Reorganisation of a critical segment of the infrastructure of the existing
organisational and technical system based on the principles of ISO 27000 and Zero Trust. The solution of these
tasks created the appropriate conditions for ensuring the resilience and trustworthiness of organisational and
technical systems of all types and hierarchical levels by improving the ISMS and CIPS. Keywords: resilience,
information security systems, risk management, trustworthiness, adaptation
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