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2. Cyberattack models in the enterprise information security system based on the use of a freelance resource

Pedepar:

1. Inceprarist Ha 3KOOYTTSI HAYKOBOTO CTYIIEHS KAHIWATa TEXHIYHMX HayK 3a crenjanpHicTio 21.05.01
«InpopmarniiiHa 6e3neka gepxaBu». — Jlep>kaBHUM yHiBepCUTET TeslekoMyHikauii, Kuis, 2020. B po6oTi BupilieHo
aKTyaJlbHe HayKOBE 3aBJaHHS I0JI0 PO3POOKM HAyKOBO-METOAMYHOTO alapaTy BU3HAYEHHS 3B'sI3Ky MiXK piBHEM
KibeppU3MKy Ta 4aCTOTOIO ayAUTy, 0 JAa€ MOXKJINBICTb 3a6e3nednTy eeKTUBHY aBTOMATU3ALLiI0 IPOLECiB
Kibepbesneku MiIIpueEMCTBA, 10 3alyyae (pisaHC-pecypc. 3alIpOIIOHOBAHO METOAMKY BU3HAUEHHS! OIITUMAaJIbHOIO
4yacy IIPOBEJEHHS CIIELiaIbHOTO ayAUTYy 32 YMOBM €JIaCTUYHOCTI Ta YyTJIUBOCTI PYHKIii iHTEHCUBHOCTI Kibeparax,
sIKa BiJIPi3HSETbCS Bifl iCHYIOYMX TUM, IO (QYHKIIOHAIBHA 3QJIE5KHICTh IHTEHCMBHOCTI KibepaTak OIUCY€EThCS
HeJliHiHMM gudepeHLianbHUM PiBHSIHHAM BepHysi Ta miggsirae joricTuaHOMy 3aKOHY. OfiepskaHi pe3yibTaTtu
MaTeMaTU4YHOI'O MOJEJII0OBaHHS [IPOLIeCy YIIpaBJliHHS KibepprU3uKaMU Ha MiATIPUEMCTBI Ha OCHOBI psaiB Pyp'e
JAIOTh MOKJIMBICTb MiJIBUILIEHHS OOCTOBIPHOCTI IPUMHSTTS pillleHb CTOCOBHO Yacy ITPOBEIEHHS [IJIAHOBOTO ayIUTY
Ha 12 - 15 % 3a paxyHOK Iepexojly CUCTeMU ayIUTy Kibep3arpo3 MiinprueMcTBa Bijl AUCKPETHOTO O HETIEPEPBHOTO

aBTOMATM30BAHOTO MIPOLIECY Ay UTY.



2. Thesis for a Candidate Degree in Engineering, specialty 21.05.01 “Information Security of the State”. - State
University of Telecommunications, Kyiv, 2020. The article deals with the actual scientific problem of developing a
scientific and methodological apparatus for determining the connection between the level of cyber risk and the
frequency of audit, which makes it possible to provide effective automation of cyber security processes of an
enterprise that attracts a freelance resource. The technique of determining the optimal time for special audit
under the conditions of elasticity and sensitivity of the cyberattack intensity function is proposed, which differs
from the existing ones in that the functional dependence of the cyberattack intensity is described by a nonlinear
Bernoulli differential equation and is subject to the logistic law. The results of mathematical modeling of the
enterprise cyber risk management process based on Fourier series make it possible to increase the reliability of
decision making regarding the planned audit time by 12 - 15 % due to the transition of the enterprise cyber threats
audit system from a discrete to continuous automated audit process.

Jep>kaBHHHM peecTpaniiiHuii Homep JiP:

IIpiopuTeTHHH HANIPpSIM PO3BHTKY HayKH i TEXHIKH!
CrpareriyHuii npiopUTEeTHHH HaNIPSIM iIHHOBALLiHHOI Ais1JIbHOCTI:
ITizcyMKH BOCTiI>KEeHHS:

Iy6sikaii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
ConiasiIbHO-€KOHOMIYHA CIPSIMOBAaHICTh:

OxopoHHi gokymeHTH Ha OIIIB:

BrnpoBaa>KeHHS pe3yJIbTaTiB AHCEpPTaILii:

3B's130K 3 HAYKOBUMH T€MaMH.

VI. BizomocCTi Ipo HayKOBOr0 KepiBHHKA /KEPiBHUKIB (KOHCYJIbTaHTA)

Baacwue IlpizBume Im'a Ilo-6aTbKOBI:
1. Bapa6am Ozner BosogumupoBuy

2. Barabash Oleg V.

KBasidikamis: 1. 1. 1., 20.02.12
Imentudikarop ORCID ID: He zacrocosyerbcs
JoparkoBa iHdpopmamist:

TloBHe HaliMEeHYBaHHS IOPHIHYHOI 0COOH:
Kopg 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma ByracHOCTI:

Cdepa ynpasiriHHS:

InenTudikarop ROR: He zacrocosyerscs



VII. BigomocTi npo odinilfiHuX ONOHEHTIB Ta PELeH3€HTIB

OdiniiiHi OIOHEeHTH
Bsacue IlpizBuuie Im's I1o-6aThKOBI:

1. JIykoBa-Yyiiko Harais BikropiBHa

2. Lukova-Chuiko Natalia Viktorivna

KBasigikanis: n. 1. 1., 05.13.06
InenTudikarop ORCID ID: He 3acrocosyetscs
JoparkoBa inpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiiHHS:

ImenTudikarop ROR: He zacrocoyerbcs

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Mimenko Auapint BitaniioBuy

2. Mishchenko Andriy Vitalyevich

KBasigikamis: 1. 1. 1., 21.05.01
InenTudikarop ORCID ID: He 3acrocosyerbcs
JopaTrkoBa iHdpopmamist:

IloBHe HaliMEeHYBaHHS IOPUAHYHOI 0COOH:
Kopg 3a €1PIIOY:

Micue3HaxoAKeHHS:

dopma ByracHoCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs

PeuenseHTu

VIII. 3akr04Hi BimoMocTi
BiiacHe IIpi3Buine Im'sa ITo-6aTbKOBI

TrOJIOBH pajgu

BiiacHe IIpi3Buie Im'sa ITo-6aTbKOBi

rOJIOBYIOYOTO Ha 3aCiflaHHi

Bapa6am Oner Bosogumnposndy

Bapa6am Osner Bosogumnposuy



BigmoBigasbHUH 32 MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

PeecTpaTop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 3a pEeECTpallil0 HayKOBOi IOpuenko T.A.

OisIIBHOCTI




