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1. Metonu igeHTrikanii Ta OLiHIOBaHHS CTaHy KibepOe3neKku 00'eKTiB KpUTUYHOI iHpopMaLiiiHOI iHppacTpyKTypu
aBialinHOI ranysi

2. Methods for critical information infrastructure objects identification and cybersecurity assessment in aviation

Pedepar:

1. Incepranifina po60Ta IpUCBIYEHA PO3BSI3aHHIO aKTyaIbHOI HAYKOBO-TEXHIYHOI 3a7ja4i pO3pO6JIEHHS METOiB
inenTudikauii Ta ouiHIOBaHHA cTaHy Kibepbesneku (KB) 06’ekTiB KpuTn4HOi iHpopMmauiiiHoi iHppacTpykTypu (KII)
aBialifiHoi ramysi. Y poboTi mpoBesieHo aHaji3 cydacHuX niaxomniB no inenTudikauii Ta oniHoBaHHA cTany Kb
o0’exTiB KII nepskaBy, 1110 4,03BOJIMB BU3HAYMTH iX HELLOJIKM i popMartizyBaTH 3aBJaHHS HayKOBOI'O AOCIIiIKEHHs
100 PO3POOKH i BILOCKOHAJIEHHSI MeTO/iB ineHTu(ikalii Ta oniHoBaHHA ctaHy Kb o6’ekris KII aBianiiinoi ramysi.
Po3pob6ieHo yHipikoBaHy MOJieJb JAHUX, KA 403BoJIsLe (popManidyBaTu mpolec (popMyBaHHS nepeiky 06'exTis KII
Ilep’KaBy Ta BU3HAYMUTH iX 3B'I3HICTb (CHiBBiIHOIMEHHS q-3B's13KiB MHOXXUH Kibepaarpo3s (K3) Ta KputuyHux
asianifiHux indpopmauiitaux cucrem (KAIC)). Kpim Toro, CTBOpeHO METOMKY, sIKa 4,03B0OJIsie GOPMYBATU MEPEJIiK
o6'exTiB KII neBHoi ranysi Ta Ha 3araJlbHOAEP>KaBHOMY piBHi. Po3pobsieHo meTop ineHTudikauii, axuil gae
MO>KJIMBICTb BUBHAUUTU eneMeHTH ranysi KlI, ix B3aeMOBIIMB Ta BIJIMB HA PyHKLioHaNbHI onepaii KAIC. Takox,

PO3p06JIEHO i BIIPOBAPKEHO CIIelliaIbHUM IPOrPaMHUM 3aCTOCYHOK, SIKUH MO>KHa BUKOPHUCTOBYBATH IJIsl



inenTu@ikauii enemenTis KII Ta BU3Hau€HHs iX BIJIMBY Ha (QyHKLIOHAJIBHI onepalii. Y0CKOHAJIEHO METOJ,
BM3HAYEHHS PiBHS BaXKJIMBOCTI, SIKUH J103BOJISIE OLiHIOBATH KpUTUYHICTh 00’ekTiB KII aBianiiiHoi ranysi ta
PaHXXyBaTH iX [7151 aleKBaTHOTO 3aCTOCYBaHHSI KOPUT'YBaJIbHUX 3aX0/1iB. Po3po6sieno metoy, ouiHoBaHHS piBHS KB,
SAKW Jla€ MOKJIMBICTb PO3PaxXyBaTH KiJIbKiCHI ITapaMeTpH, SKi XapaKTepU3yIOTh 3aXUILIEHICTb [1eBHOI ranysi yu KIl
Iep>kaBU B LisoMy. Ha OCHOBI 3a11poroHOBaHOI METOIMKY T2 PO3POOJIEHOTO CIIELiali30BaHOTO IPOrPAMHOr0O
3aCTOCYHKY [IPOBEJI€HO eKCIIepUMEeHTaJIbHEe JOCiIKeHHs i Bepu(diKoBaHO OTpUMaHi y poboTi METOAU Ta MOZEJb.
PesynbraTtu guceprauii BIpOBaXeHi i BUKOPUCTOBYIOTbCA Yy AistnbHOCTI TOB «AkcconcodT», JepxHII
Cneuss'sa3ky, I[TIME im. I'.€. [TyxoBa HAH Ykpainu, a TakoxX y HaB4aJabHOMY Npoueci kadenpu 6e3nexku

iHpopmaniitHux TexHosorii HAY nns minBuieHHs edeKTUBHOCTI minroroBku daxisiis 3 KBb.

2. This thesis is devoted to solving actual scientific and technical problem of developing methods for critical
information infrastructure (CII) objects identification and cybersecurity (CS) assessment. In this work modern
approaches to CII objects identification and CS assessment was analyzed, it allowed to identify their shortcomings
and formalize scientific tasks of the research, regarding to development and improvement of methods for CII
objects identification and CS assessment. A unified data model is developed, that allows formalizing the process of
creating a CII objects list for the state, and determine their connectivity (the ratio of g-bonds of cyber threats and
the critical aviation information system (CAIS) sets). In addition, a technique was developed, which allows creating
a CII objects list both for particular sphere and national level. Method for identification was developed, and it
allows identifying CII sphere elements, their influence on functional CAIS operations. Also, a special software
application has been developed and implemented, which can be used to identify CII elements and determining
their influence on functional operations. Method for determining importance level was improved, which allows
evaluating the CII objects criticality in aviation, and rank them for corrective measures adequate use. Method for
CS assesment was developed, it gives opportunity to calculate the quantitative parameters, which characterize the
security of a particular sphere or CII of the state as a whole. Based on proposed research technique and developed
software application, an experimental study was carried out and verified developed methods and model. The
results of the thesis were implemented and used in the activity of following companies: AxxsonSoft, State Service
of Special Communications and Information Protection of Ukraine, Pukhov Institute for Modelling in Energy
Engineering of National Academy of Sciences of Ukraine, and also at IT-Security Academic Department of National
Aviation University in educational process to increase the efficiency of training specialists in CS.
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