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1. AnMiHiCTpaTUBHO-TIPaBOBe 3a6€3Me4eHHs KibepOe3neKu JII0INHY.

2. Administrative and legal support of the person’s cyber security.

Pedepar:

1. Incepraniiiia po60Ta € KOMIIJIEKCHUM HayKOBUM JOCJIKEHHSIM MEXaHi3My aIMiHiCTPaTHBHO-IIPAaBOBOTO
3a6e3reyeHHs KibepHETMYHOI 6€3MeKN JII0JMHY, Y IKOMY Ha MiJiCTaBi CyKynHOCTi (PinocoPChKuX, 3aralbHOHAYKOBUX
i crieniabHUX METO/IIB HAYKOBOTO Mi3HAHHS, TPAaBOBOi JOKTPMHU Ta NTPAaBO3aCTOCOBHOI JisILHOCTI IPOaHali30BaHO
CYTHICTb IIOHSITTS T2 OKPECJIEHO OCHOBHI €J1eMEHTU MexXaHi3My aJMiHiCTPaTUBHO-TIPABOBOT0 3a0€3I1€UEeHHS
KibepHeTUYHOi 6e3neKu MoauHU. Y aucepralii KibepHeTHYHa 6e3reKa JI0IMHU PO3IJISAAETHCS SIK 00 EKT
agMiHICTPaTMBHO-TIPABOBOrO 3a6e3Ie4eHHs, 30KpeMa BUCBITIIOIOTHCS ii IOHSITTSI, CTPYKTypa Ta COLiaJIbHO-
IOPUIMYHE 3HAUEHHS. ABTOPKOIO OOI'PYHTOBAaHO HEOOXiIHICTb 3MillleHHS aKLIeHTIB y HalliOHaJIbHUX 6€3I1€KOBUX
cTparerisx, 30kpema y Ctparerii KibepHeTHYHOi 6e311eku YKpaiHy, BiJl iHTepeciB Aep>kaBy Jo iHTepeciB i pas
OKpEeMUX JIIofeld, ajike KibepHeTryHa 6e3IeKa 3aIMIIaeThCS OHIEI0 i3 IepuIoYeproBrx MNoTped cy4acHoi JII0AHH.
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BaXKJIMBUX iHTEpECiB Cy0’eKTiB Pi3HUX PiBHIB — JIIOVHY, CYCIIiIbCTBA Ta AEPXKaBU y KibEPHETUYHOMY IIPOCTOPI;
KOHKpeTU3allii B OCHOBHUX iHCTUTYLIIIHUX HOPMAaTUBHO-IIPABOBUX aKTax iHTEPECIB JIIOJVUHMU MiJl 4aC BUKOPUCTAHHS
KiGEepHETUYHOTO IIPOCTOPY, [/ HAaJIEXKHOTO PO3MEXKYBaHHS iX 3 iHTepecaMu iHIIMX Cy0’eKTiB, 30KpeMa Jep>KaBy;
pO3IIMPEHHS NepeliKy CyO eKTIB, BiJOBifaIbHUX 32 3a06e3Me4eHHs KibepHeTUYHOI 6e31eKu yepes AesleryBaHHs
Bi/INIOBiIHMX TOBHOBAXXEHb HEJIEP>)KABHUM CY0'€KTaM; CTBOPEHHSI YMOB J1J11 CAMOPETYJ/II0OBaHHS Liiei cepu.
JJoBeneHo, 110 CTPYKTypa KibepHeTUYHOI 6e31eKu JII0IUHU MOXKe OyTH BUpakeHa Yyepe3 CYKYIHICTb MyOsIiYHuX
Cy0’eKTUBHUX IIPaB, HAJIEJKHI OXOPOHA Ta 3aXUCT SIKUX MAIOTh OYTH BaXKJIMBUM HAIPSIMOM JIisJIbHOCTI CyO' €KTIB

ny6s1iyHOi agMiHiCTpalii, BifnoBiganbHUX 3a 3a6e3re4eHHs KibepHEeTUYHOI 6€3MeKu JI0IUHU.

2. The dissertation deals with the problem of studying the administrative and legal support of a person’s
cybersecurity mechanism, in which the nature of concept is analysed and the main elements of mechanism of
administrative and legal support of person’s cybersecurity are outlined on the basis of a set of philosophical,
general and special methods of scientific knowledge, legal doctrine and law enforcement practice. In this
dissertation, person’s cyber security is considered as an object of administrative and legal support, particularly, its
concepts, structure and socio-legal significance are highlighted. The author substantiates the need to shift the
emphasis in national security strategies, particularly, in the Cyber Security Strategy of Ukraine, from the interests
of the state to the interests and rights of persons, because cybersecurity remains one of the primary needs of
modern human. The author also gives arguments to solve the problem of vital interests ratio of subjects of
different levels - person, society and the state in cyberspace; for concretization of person’s interests in the main
institutional normative legal acts during the use of cyberspace; for proper separation of person’s interests from the
interests of other subjects, the state, particularly; expanding the list of responsible for cybersecurity subjects
through the delegation of relevant proxies to non-state subjects; creating conditions for self-regulation of this
area. It is proved that the structure of person’s cyber security can be expressed through a set of public rights, the
proper protection and defence of which should be an important area of activity of public administration subjects,
responsible for person’s cybersecurity. The author analyses and improves doctrinal approaches to determining the
list of subjects, responsible for person’s cybersecurity, therefore, it is proposed to expand the national
cybersecurity system in practice through the involvement of the public and individuals, experts in cyber security
(including white and grey hackers). The dissertation also provides the author’s approach to understanding person’s
cybersecurity and the mechanism of its administrative and legal support, it is emphasized, particularly, that this
concept is characterized by dynamism and variability. Thus, the mechanism of administrative and legal support of
person’s cybersecurity should take into account the patterns of development of society, science and technology, in
order to be effective and able to satisfy, protect and defend vital interests, human rights and freedoms during use
of cyberspace.
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