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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. MeTtopn cuHTe3y onepaliil IOTOKOBOro mMuU(pPyBaHHs 3 TOYHICTIO O [1€PECTAaHOBKU

2. Methods and tools for synthesizing streaming encryption operations to within a permutation

Pedepar:

1. Inceprarifina po60Ta IpUCBIYEHA MiABUILEHHIO SIKOCTi CHCTEM ITI0TOKOBOrO MUQpyBaHHS KOHQiAEHIIHO]
iHopmallii 3a paxyHOK NiABULIIEHHS CTIMKOCTI Ta HaJifHOCTi I1IepeTBOPEHHS HA OCHOBI BUKOPUCTAHHS
MoaupikoBaHUX ollepaliil JoJaBaHHS 32 MOAYJIEM [1Ba 3 TOYHICTIO [0 EPECTAaHOBKU. [171s1 IbOro PO3pPO6IIEHO
MEeTOJ] CUHTe3y MoauGiKOBaHUX ONepaliil JoJaBaHHS 32 MOJLyJIeM [1Ba 3 TOYHICTIO [10 IIEPECTAaHOBKY HA OCHOBI
€KCIIEPUMEHTAJIbHUX JOCIIIKEHb HJISIXOM MTO€IHAHHS MAaTPUYHUX KPUNITOUITOPUTMIB 3 I€PECTAHOBKAMU
oIepaHiB i pe3yJsbTaTiB BUKOHAHHS onepaliil. CUHTe30BaHO CUMETPUYHI Ta HeCUMeTpUYHi Mogudikauii onepauii
Kpunrorpa@iyHoro nogaBaHHY 3a MOLyJieM 1Ba. CHHTE30BaHO Ta AOCJIIPKEHO [TOBHY I'PYyIly MOAM(IKOBAHUX
ornepatiii kpunrorpadivHOro AOIaBaHHS 10 MOAYJIIO JBa 3 TOYHICTIO [IO0 IepeCcTaHOBKY Ha OCHOBI orlepalin
IIOLABAaHHS 32 MOJYJIEM J1BA 3 TOYHICTIO 1O NI€PECTAHOBKHU ONEPAHIB, LIJIIXOM IO€NHAHHSI MAaTPUYHUX
KPUINTOAJITOPUTMIB 3 IEPECTAHOBKAMU PE3YyJIbTaTiB BUKOHAHHS olepaliil. Po3po6seHo MeTo, MiiBUILEHHS
CTiMIKOCTIi Ta HaAiMHOCTI IOTOKOBOrO IM(PYBaHHS HAa OCHOBI 3aCTOCYBaHHS I'PYNX MOAM(IKOBAHUX OlepaLii

IOIABaHHS 32 MOZYJIEM /1Ba 3 TOUYHICTIO [0 [T€PECTaHOBKY LIISIXOM BUKOPUCTAaHHS JOATKOBOI raMyo4oi



IIOCJIiOBHOCTI 17151 BUOOPY omnepaliiil Ha KOKHOMY eTari mu@pyBaHHS

2. The dissertation is devoted to the improvement of the quality of the systems of streaming encryption of
confidential information at the expense of increasing the stability and reliability of the transformation based on the
use of modified addition operations by the module two to within a permutation. For this purpose, symmetric and
asymmetric modifications of cryptographic addition operations by the module two have been synthesized on the
basis of experimental studies by combining matrix cryptographic algorithms with permutations of operands in
operations. The complete group of modified operations of cryptographic addition by the module two to within a
permutation on the basis of addition operations by the module two to within a permutation of operands, by
combining matrix cryptographic algorithms with permutations of results of operations execution, has been
synthesized and investigated. A method for increasing the stability and reliability of streaming encryption based on
the application of the group of modified addition operations by the module two to within the permutation by the
use of additional subdued sequence for the selection of operations at each stage of encryption has been developed.
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