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Mero1o fucepTaliiiHoi po60TH € PO3B’sI3aHHS aKTyaJIbHOI HAyKOBO-TIPMKJIANHOI 3a4a4i MifiBUILEHHS €(EeKTUBHOCTI
BUSIBJIEHHS aTaK i pO3Mi3HAaBaHHS iX TUIIB y KOMITIOTEPHUX MEPesKax LISIXOM PO3pobieHHs iHpopmaLiitHO]
TEXHOJIOTIi iHTeJIeKTya/IbHOrO MOHITOPUHTY TpadiKy KOMITIOTEPHOI Mepexi AJ1s1 cucteM BusiBiieHHs aTak (CBA), mo
0a3yeThCs Ha METOJaX MAIIMHHOIO HaBYaHHS Ta 3abe3neuye QyHKIiOHyBaHHS B 6iHApHOMY i 6araTokj1acoBOMy
peXrMMax aHasizy. AKTyaJIbHICTb TEMM 3yMOBJIEHA 3pOCTAHHSIM KiJIbKOCTI Ta CKJIQAHOCTI Kibep3arpos, 30i1b1eHHIM
06csriB mepesxxeBoro Tpadiky, ZUHAMIYHICTIO HOTO XapaKTEPUCTHUK, a TAKOK OOMEXKEHICTIO TpaguLiiHNX

CHUTHAaTyPHUX METO/IB Iif 4ac BUSIBJIEHHS] HOBUX, MOAU(IKOBAaHUX i MAJIONIOMKUPEHUX aTak. Y 3B'I3KY 3 [IUM



Ba)KJIMBOT'O 3HAYEHHS HabyBa€ 3aCTOCYBaHHS METOiB MAIIMHHOTO HAaBYaHHY, SIKi Jal0Th 3MOTY BUSIBJISITU
CTaTUCTUYHi 3aKOHOMIpHOCTI B MepeskeBomy Tpadiky Ta GopMyBaTy pillieHHS 1070 HAsIBHOCTI aTaKyBaJIbHOI
aKTUBHOCTI i TUITy BUSIBJIEHO]I 3arpo3u. Y BCTYIli OOIPYHTOBAHO aKTyaJbHICTh TEMU AUCEPTALIIHOTO NOCJIiIKEeHHS,
c(OpMYIbOBAHO METY i 3aBIaHHS POOOTH, BUBHAYEHO 00'€KT, IPpeIMeT i MeTOIX AOCIiIKEHHS, PO3KPUTO HAYKOBY
HOBU3HY Ta [IPaKTUYHE 3HAYEHHA OJEPKaHUX PE3YJbTATIB. Y IIepUIOMY PO31iji MpoaHali30BaHO Cy4yacHi METOOM Ta
3ac00M MOHITOPMHIY MepexxeBOro Tpadiky 1 BUSIBJIEHHS aTak, po3rysiHyTo kiacudikanio cucrem IDS /1PS,
0CO6JIMBOCTi CUTHATYPHUX, RHOMAJIbHUX i TiOPUIHUX METOLiB BUSIBJIEHHS 3arpo3. Y3araJabHEHO 0COOJINBOCTI
3aCTOCYBAaHHS METO/IiB MALIMHHOTO HABYAHHS B 33[1a4ax aHaJi3y MepeskeBoro Tpadiky, 0xapakTepu30BaHO Cy4acCHi
HaboOpU JAaHUX [J1 JOCHiIKEHHSs cUcTeM BusiBjieHHs aTak (CBA) ta o6rpyHTOBaHO Bubip Habopy CICIDS2017 sk
perpe3eHTaTUBHOI OCHOBU [1J151 IPOBEAEHHS BiITBOPIOBAHOIO €KCIIEPUMEHTAJILHOIO AOCIiIKeHHs. [TokaszaHo, 1o
e(eKTUBHICTb iHTeJIEKTyaIbHOTO BUSIBJIEHHS aTaK BU3HAYAETHCS HE JIMIe BUOOPOM MOJesli MAIIMHHOTO HaBYaHHS,
a ¥ SKIiCTIO MiITOTOBKY AaHUX, KOPEKTHICTIO (POPMYBaHHS 03HAKOBOT'O IIPOCTOPY Ta OOI'PYHTOBAHICTIO CUCTEMU
OLIiHIOBaHHS Pe3yJIbTaTiB. ¥ Apyromy po3nisi cpopMyIbOBaHO [IOCTAHOBKY 3a/1a4i iHTe/IeKTyaJlbHOTO BUSIBJIEHHS
aTak y MepekeBomy Tpadiky Ta BUBHaY€HO METOANYHI 3acany ii po3B’a3aHHS B MeKax 33/1a4 MAIMHHOTO HaBYaHHSI.
3amady JoCiIKeHHS PO3IJISIHYTO y JBOX B3a€MOIIOB 13aHMX IIOCTAHOBKAX: OiHapHil Kiacudikalii, cipsMoBaHiil Ha
BiZJOKpEeMJIEHHSI HOPMaJIbHOTO MepekeBOro Tpadiky Bif aTaKyBaJbHOTO, Ta 6araTokyiacosiil Kinacudikarii,
OpieHTOBaHI Ha po3Mi3HaBaHHS KOHKPETHUX TUIIiB aTak. OxapakTepru3oBaHo Habip gaHux CIC-IDS2017 sk
€KCIIepUMEHTaJIbHY OCHOBY JIOCJIiJPKEHHSI, BUBHAYE€HO HOro CTPYKTYPY, 0COGIMBOCTI K1aciB Tpadiky Ta miAxoqu 10
dbopmyBaHHS BUOIPOK /1J1s TOAABLIOrO HABYaHHS 1 TECTYBaHHS MoJiesiell. Po3po6eHO MEeTO, IIiATOTOBKY JaHUX,
xiiacudikauii Ta oliHIOBaHHS MepeskeBoro Tpadiky IJjisl CUCTEM BUSIBJIEHHS aTak. Y MeXKax MeTofy rnependoadeHo
IIOCJIiIOBHE BUKOHAHHS IPOLIeIyp OUMIIEHHS, YHigiKallii Ta cTaHgapTU3allii JaHUX, aHaJi3y O3HaK i 3BHMKEHHS
PO3MipHOCTI IpoCTOPY AaHuX, GOpMyBaHHS Ta 6ajlaHCYBaHHS BUOIPOK 11714 6iHApHOI i 6araTokyacoBoi Knacudikarii.
O6rpyHTOBaHO BUOip MOJiesiell MAalIMHHOTO HaBYaHHS [JIs1 3a/1a4 BUSIBJIEHHSI aTak i po3Mi3HaBaHHS iX TUIIIB, a TAKOX
BA3HAYE€HO CUCTEMY METPUK OLIIHIOBAHHS SIKOCTI MOJIeJIeN i MOPSAOK OpraHisallii eKCriepuMeHTaIbHOrO
IOCiIKeHHs. 3alPOIIOHOBAHO y3araJlbHEHUI aJlTOPUTM METOLY, SIKUI (POpMaJlidye MOCifOBHICTb €TamiB 06po6KU
MepexeBoro Tpadiky, nobymosu kinacudikaliiiHux Mofesel Ta OLiHIOBaHHS iX €(PeKTUBHOCTI, 1110 CTBOPIOE
MEeTOJUYHY OCHOBY IJIs1 I0JaJIbII0] pO3pOo0OKY iHPOpMaLifiHOI TEXHOJIOT] iHTeIeKTyaJIbHOTO MOHITOPUHTY Tpadiky
KOMITIOTEepHOI Mepexi Ay CBA.

2. Dissertation for the degree of Doctor of Philosophy in the specialty 122 Computer Science, field of knowledge 12
Information Technology. - Dnipro University of Technology, Dnipro, 2026. The aim of this dissertation is to
address a pressing scientific-applied problem of improving the efficiency of attack detection and classification in
computer networks by developing an information technology for intelligent monitoring of computer network
traffic for attack detection systems (ADS), based on machine learning methods and capable of operating in both
binary and multi-class analysis modes. The relevance of this topic stems from the growing number and complexity
of cyber threats, the increase in network traffic volumes, the dynamic nature of its characteristics, and the
limitations of traditional signature-based methods in detecting new, modified, and rare attacks. In this regard, the
use of machine learning methods becomes crucial, as they enable the identification of statistical patterns in
network traffic and the formulation of decisions regarding the presence of attack activity and the type of detected
threat. The introduction justifies the relevance of the dissertation topic, formulates the purpose and objectives of
the study, defines the object, subject, and methods of the research, and highlights the scientific novelty and
practical significance of the findings. The first chapter analyzes modern methods and tools for monitoring network
traffic and detecting attacks, and examines the classification of IDS /IPS systems, as well as the characteristics of
signature-based, anomaly-based, and hybrid threat detection methods. It summarizes the features of applying
machine learning methods to network traffic analysis tasks, describes modern datasets for studying intrusion
detection systems (IDS), and justifies the selection of the CIC-IDS2017 dataset as a representative basis for
conducting a reproducible experimental study. It is shown that the effectiveness of intelligent attack detection is
determined not only by the choice of a machine learning model, but also by the quality of data preparation, the
correctness of feature space formation, and the soundness of the result evaluation system. The second chapter



formulates the problem of intelligent attack detection in network traffic and defines the methodological
foundations for solving it within the framework of machine learning. The research problem is considered in two
interrelated formulations: binary classification, aimed at distinguishing normal network traffic from attack traffic,
and multi-class classification, focused on recognizing specific types of attacks. The CIC-IDS2017 dataset is
characterized as the experimental basis of the study; its structure, the characteristics of traffic classes, and
approaches to forming samples for subsequent training and testing of models are defined. A method for data
preparation, classification, and evaluation of network traffic for attack detection systems has been developed. The
method involves the sequential execution of procedures for data cleaning, unification, and standardization; feature
analysis and dimensionality reduction of the data space; and the formation and balancing of samples for binary and
multi-class classification. The selection of machine learning models for attack detection and type recognition tasks
is justified, and a system of metrics for evaluating model quality and the procedure for organizing experimental
research are defined. A generalized algorithm for the method is proposed, which formalizes the sequence of steps
involved in processing network traffic, building classification models, and evaluating their effectiveness, thereby
establishing a methodological foundation for the further development of information technology for intelligent
monitoring of computer network traffic for IDS.
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