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Pedepar:

1. Inceprartist Ha 3M06YTTSI HAYKOBOTO CTYIEHs KaHAMAaTa TEXHIYHUX HayK 3a creljanbHicTio 05.13.05 -
“KoMI'toTepHi CUCTeMU Ta KOMIIOHEHTH . — BikpUTnii MbDKHapO[IHUI YHIBEPCUTET PO3BUTKY JIIOAUHU «YKpaiHa»; M.
Kuis, 2020. Y guceprauiiiHiil po60Ti BupilleHa akTyajbHa HAyKOBO-TIPUKJIaiHA 334a4a YI,OCKOHAJIEeHHS METOiB
KOMOIHOBaHOT'O MOHITOPUHTY Kibep3axullleHOoCTi iHpopMaLifiHOI CUCTEMH CIELiaJIbHOTO IPU3HAYEHHS, PO3PAXYHKY
[IOKa3HMKIB Ki6e€PCTINKOCTI, 10 YBIMLIIM B OCHOBY METOY MOHITOPUHTY KibepCTiMKOCTi iHpOpMaLiliHOI cucTeMU
CIIeLiaJIbHOTO MPU3Ha4YeHHs. Y JucepTalifiHOMY JOCiIKEHHI BUSBJIEHO IPOTUPIYYS MDK: 00’€KTUBHOIO [TOTPEOOI0
CIlelliaJIbHAX KOPUCTYBauiB y iHpopMaliiHUX cucTemax clelialbHoro pu3HaueHHs IPUCTOCOBAHUX 10 POOOTH B
KiGepIpoCTOpi; MOCTIMHOI BPa3/IMUBICTIO | HE3axXUIEHICTIO iHPOPMaLiiHUX CUCTEM CIIELiaIbHOTO IPU3HAYEHHS Bif
3arpo3u HYJIbOBOTO JHS, 1O IIPOSIBJISIETHCS B Hellepen6auyeHOoCTi KibepCTiKOCTi; BiICyTHICTIO afileKBaTHUX METOIiB

MOHITOpUHTY KibepcTilikocTi iHpopmaliiiHoi cucTemMu creniaabHOro pru3HadYeHHs. BusHaveHi cyniepevyHocTi, a



TaKOX [IPAKTUYHA 3HAYYIIiCTh MOHITOPUHIY KiGEPCTIMKOCTI iH(pOpMaLIiIHOI CUCTEMHU CIIELialbHOTO TPU3HAYEHHS],
MepexX Ta iXx KOMIIOHEHTiB, 00YMOBUJIM HEOOXiAHICTh Y METOZaX KOHTPOJIIO, BU3HAUYEHH] [1apaMeTpiB KOMITIOTEPHUX
CHCTEM Ta MEPEX, iX IPUCTPOIB Ta KOMIIOHEHTIB i 3yMOBUJI PO3B’s13aHHSI HAYKOBO-IIPUKJIAHO]I 3a1ay4i Ta BUOGip
TE€MHU JOCIiIKEeHHS — “YI0CKOHAJIEHHS] METOLiB MOHITOPUHTY KibepCTiMKOCTi iHpopMaLiliHOI cucTeMU
CIIeniajIbHOro MpU3HaYeHHs , SIKa BifIoBizae HayKoBii crieniasbHOCTi 05.13.05 - “KoMT'ioTepHi cuctemu Ta
KOMITIOHeHTH . Hali6inbIll BaoKJIMBI HAYKOBi pe3yJibTaTH, OTPUMaHi B guceprallii, Taki: 1. Y 0CKOHaseHo MeTog,
MOHITOPUHTY KibepcTiKoCTi iHpopMalLiliHOI CUCTEMU CIIELiaJIbHOTO NPU3HAYEHHS. BifMiHHICTb LILOTO METOLY Bif
iCHyI04MX, [10JIITa€ B TOMY, 11J0 B OCHOBY METOJy MOKJIQIEHO MPOLENypU JEeKOMI03ullil iHpopMalliliHOI cucTeMu Ha
KOMITIOHEHTH 32 KPUTEPieM BPa3IMBOCTi IO NeCTPYKTUBHUX iHPOpMaLIiiHUX BIIJIMBIB. 3aCTOCOBAHO €Talu
I17IaHOBOTO /T103aIlJIAHOBOT'O IIACUBHOI'O M aKTMBHOTO MOHITOPUHTY KiGep3axUIeHOCTi Ta aHaMiTUYHI po3paxyHKU
PU3UKYy Kibepbe3neku. MeTo, 103B0JIsI€ PO3Pax0OBYBATU KiOEPCTiMKiCTh KOMIIOHEHTIB CUCTEMH Ta HAIABATU
IIPOTHO3 MO>KJIMBOTO PU3KMKY KibepOesneKku 3 MeTO MiHiMmizalii iHnpopmaLiiHUX BTpAT KOPUCTYBayiB. 2.
YI0CKOHasIeHO METOJ, pO3paxyHKy IIOKa3HUKIB KibepcTilikocTi iHpopmalliiiHoOi cucTeMu creliaabHOro
[IpU3Ha4YeHHS. BiIMIHHICTb LIbOTO METOLY Bif] ICHYIOYMX, [10JISITA€ B TOMY, 110 B 1IOr0 OCHOBY METOY IOKJIaZEHO
AQHAJIITUYHI 064K CIIEHHS KiOePCTINKOCTI JEKOMITO30BAaHNX KOMIIOHEHTIB iH(OPMaLifHOI CUCTEMU Ta CUCTEMMU B
L[iTOMY, BUXiJHi JaHi SKAX OJE€P>KyIOTbCS 32 PE3YAbTATOM 3aCTOCYBAHHS METO/IIB [TIACUBHOTO T4 aKTUBHOTO
MOHITOPUHTY iHpOpMaLiliHOI cucTeMU. MeToJ, 103BOJIsI€ pO3paxyBaTy IOKa3HUKU KiGePCTIMKOCTI cucTeMu
[IPOTSITOM IIEBHOTO MOMEHTY 4acy. 3. YIOCKOHAJIE€HO METOJ, KOMOIHOBAaHOTO MOHITOPMHIY KiO€pP3axUI€HOCTI
indopmaniitHoi cuctemu creliaabHOro IpU3HAYeHHS. BigMiHHICTD LIbOrO METOAY Bif, iCHYIOUUX, IIOJIATa€ B TOMY,
1110 B IOr0 OCHOBY I10KJIaZleHO KOMOiHYBaHHS [IaCUBHOTO ¥ aKTUBHOT'O MOHITOPUHTY Kibep3axXuIlleHOCTi
iHpopmaLiitHOi cucTeMu Ta aHAJIITUYHI BUPa3y, 110 BPaXOBYIOTh Koe(illieHTH (PYyHKLiOHAIbHOI IIpale31aTHOCTI
KOMIIOHEHTIB CUCTEMH, 5IKi UyT/IMBi 4O NeCTPYKTUBHUX iH(GOPMaLiliHMX BIIJIMBIB. MeTom, 03BOJIsIE OfEP>KaTU
4UCJIOBi 3HaUEHHS! Kibep3axuleHocTi iHdpopMaLiiiHOI cucTeMy Ha AesSKUI MOMEHT 4Yacy IIPH BiJICyTHOCTI Ta
HasIBHOCTI J€CTPYKTUBHUX BIIMBIB. TakuM 4YMHOM, IIOCTaBJIE€HI HAyKOBi 3a/1a4i BUPIlI€HO B IOBHOMY 00CSs13i, METH
IOCJiIKEHHS OCATHYTO, a CaMe: MiABUIIUTHU KibepCTilKicTb iH(pOpMaLifHOI CUCTEMH CIIELiaJIbHOTO IPU3HAYEHHS
B Kib€pPHETUYHOMY ITPOCTOPi B yMOBAaxX BUIIAIKOBHUX il 30BHILIHIX AECTPYKTUBHUX iHPOPMaLiHUX BILJIUBIB. Y
3B'SI3KY 3 BUCOKOIO JMHaMIYHICTIO pO3LMIMPEHHS ITpeIMeTHOI cdhepu NOLiIbHO CIIPSIMyBaTU JOCTIIKEHHS Ha
POBLINPEHHSI MOHITOPUHIY TIAPaMETPIB, SIKi BIVIMBAIOTb HA MiABUILIEHHS KibepOe3reKku KOMIIOHEHTIB iH(popmaliitHoi
CHCTEMHU CIleLiaJIbHOTO Npr3HadYeHHs. KimouoBi cioBa: MeTo1, MOHITOPUHT, KiGepCTiliKicTb, KibepHailiHiCTb,
Kibep>KMBYUiCTh, Kibep3axuiieHicTp, iHpopmMauiiiHa cucTema CreLiajJbHOTO IPpU3HAYeHHS, KibepIpocCTip.

2. Dissertation for obtaining the degree of the Candidate of Technical Sciences in the specialty 05.13.05 -
"Computer systems and components”. - Open International University of Human Development "Ukraine"; Kyiv,
2020. In this dissertation it is solved a relevant scientific task - improvement of methods for monitoring the cyber
stability of a special-purpose information system, calculating cyber resilience that became the basis for a method
of monitoring cyber resilience of a special-purpose information system. In the dissertation study it is revealed a
contradiction between the objective need of special users in a special-purpose information system adapted to
operate in cyberspace; constant vulnerability and insecurity of a special-purpose information system from zero-
day threats that appears in unpredictability of cyber resilience; the lack of adequate methods of monitoring cyber
resilience of a special-purpose information system. Identified contradictions and practical importance of
monitoring of cyber resilience of a special-purpose information system, networks and components caused the
necessity in control methods, determination of parameters of computer systems and networks, their devices and
components led to the solution of a scientific problem and choice of research topic - “Improvement of methods
for monitoring the cyber stability of a special-purpose information system", which corresponds to the scientific
specialty 05.13.05 - "Computer systems and components". The most important scientific results obtained in the
dissertation are: 1. The method of monitoring the cyber stability of a special-purpose information system has been
improved. The difference between this method and existing ones is that the method is based on procedures for
decomposing an information system into components based on the criterion of vulnerability to destructive
information impacts. The stages of planned / unplanned passive and active monitoring of cyber security and



analytical calculations of cyber security risk are applied. The method allows to calculate the cyber stability of
system components and to predict the possible risk of cyber security in order to minimize losses of user
information. 2. The method of calculating the cyber stability indicators of a special-purpose information system
has been improved. The difference between this method and the existing ones is that the method is based on
analytical calculations of cyber stability of decomposed components of the information system and the system as a
whole, the initial data of which is extracted as a result of using methods of passive and active monitoring of the
information system. This method allows you to calculate the system's cyber stability indicators for a certain time
period. 3. The method of combined monitoring of cyber security of a special-purpose information system has been
improved. The difference between this method and the existing ones is that it is based on a combination of passive
and active monitoring of cyber security of the information system and analytical expressions that take into
account the coefficients of functional performance of system components that are sensitive to destructive
information impacts. The method allows you to get numerical values of cyber security of the information system at
a certain time in the absence and presence of destructive influences. The set of scientific provisions formulated
and justified in the dissertation work is a solution to the current scientific problem of improvement of methods for
combined monitoring of cyber security, calculating indicators of cyber stability, which are the basis of the method
for monitoring the cyber stability of a special-purpose information system. Thus, the set scientific tasks have been
solved in full, the research goal has been achieved, namely, to increase the cyber stability of the special-purpose
information system in cybernetic space in the conditions of accidental actions of external destructive information
influences. Due to the high dynamics of the subject area expansion, it is advisable to direct the research to expand
the monitoring of parameters that affect the increase of cybersecurity of special-purpose information system
components. Keywords: method, monitoring, cyber stability, cyber reliability, cyber survivability, cybersecurity,
special-purpose information system, cyberspace.

Jep>kaBHHH peecTpaniliHuil Homep JiP:

IIpiopuTeTHHI HanIpSIM PO3BUTKY HayKH i TEXHIKH:
CrpareriyHuii npiopUTEeTHUH HaNIPSIM iIHHOBALLiMHOI AisJIBHOCTI:
ITizcyMKH BOCTiI>KEeHHS:

Iy6sikaii:

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis:
ConiasiIbHO-€KOHOMIYHA CIIPSIMOBAaHICTh:

OxoponHi gokymeHTH Ha OIIIB:

BrnpoBaaykeHHs pe3yJIbTaTiB AHcepTalii:

3B'A130K 3 HAYKOBHMH TEMaMH:

VI. BizomocCTi Ipo HayKOBOr0 KepPiBHHKA /KEPiBHUKIB (KOHCYJIbTaHTA)

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Xnanonin IOpiit IBaHoBUY

2. Khlaponin Yurii

KBasigikamis: g. 1. 1., 05.12.02

InenTudikarop ORCID ID: He 3acrocosyerncs



JoparkoBa iHdpopmamnist:

TloBHe HaliMEeHYBaHHS IOPHIHYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma ByTacHOCTI:

Cdepa ynpassriHHS:

InenTudikarop ROR: He zacrocosyerscs

VII. BizmomocTi npo odiliiHUX OTIOHEHTIB Ta pelleH3€eHTiB
OdiuiiiHi OIOHEHTH
Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. MesibHUK BikTOp AHATOJIOBUY

2. Melnyk Viktor Anatoliiovych

KBasigikamis: n. 1. 1., 05.13.05
InenTudikarop ORCID ID: He 3acrocosyetbcs
JopaTrkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH:
Kopg 3a €1PIIOY:

Micue3Haxoa KeHHSI:

dopma ByracHoCTI:

Cdepa ynpasiiHHS:

InenTudikarop ROR: He zacrocosyerscs

Baacwue IlpizBume Im'a Ilo-6aTbKOBI:
1. llupmoBchka Hapis 'ennaniiBHa

2. Shyrmovska Nadiia Hennadiivna
KBasigikamis: . . u., 05.13.05
InenTudgikarop ORCID ID: He 3acrocosyerbcs
JoparkoBa iHpopmamist:

TloBHe HaliMEeHYBaHHS IOPHIHYHOI 0COOH:
Kop 3a €IPIIOY:

Micue3Haxoa KeHHS:

dopma ByracHoOCTI:

Cdepa ynpasiriHHS:



InenTudikarop ROR: He zacrocosyerscs

Penensentu

VIII. 3ak1104Hi BiZOMOCTI
BaacHe IlpizBuiie Im's ITo-6aTbKOBI
TOJIOBH pagu

Biiacue IIpizBuie Im's I1o-6aTbKOBi
TOJIOBYIOYOTO Ha 3acCiiaHHi
BignoBigasibHUI 3a MiATOTOBKY

00JIiIKOBHX JOKYMEHTIB

PeecTpaTtop

KepiBHuk Bigainy YKpIHTEI, mpo €
BiZINOBiZaJIbHUM 32 peeCcTpallilo HayKOBOi

OisSIIBHOCTI

BysoBcbkuii Osier BosioguMupoBuy

Bysoscbkuii Osier BosioguMuposud

IOpuenko T.A.



