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Pedepar:

1. ¥V nuceprauii BU3HaY€Hi KpUMIHOJIOTIYHI 3acany 3arob6iranHs 3JI04MHHOCTI y cdepi iHpopMaLiiiHUX TEXHOJIOTIH B
YkpaiHi. JJocigKeHo reHes3y Ta iCTOPUYHUI PO3BUTOK 3aI1006iraHHs 3/104MHHOCTI y cdepi iHpopmMauiiHux
TEXHOJIOTi!. BCTaHOBJIEHO, 110 OCHOBHMMH PMCAaMU [TOYATKY PO3BUTKY KiG€P3JI0UMHHOCTI €: 1) epii BUNagku
KpUMiHa/JIbHUX [TPAaBOIIOPYIIEHb, BUNHEH] 3 BUKOPHUCTAHHSIM €JIEKTPOHHUX O0YMCIIIOBATIbHUX MAIIVH, CBiIYaTh PO
II0YaTOK 11bOTO SIBULA Ta 3pOCTAHHSI iHTEpeCy 10 KOMITIOTEPHOI Ta MEPeXXeBOi HisI/IbHOCTI SIK 3aCO0Y /1151 BYNHEHHS
KpUMiHaJIbHUX NIPAaBOIOPYIIEHb; 2) GOPMYBaHHS OPraHi30BaHUX 3JI0UMHHUX I'PYIL, SIKi BUKOPHUCTOBYBAJIU CBOI
3HAHHS 1J151 HE3aKOHHOTO 30ara4yeHHs Ta [OPYLIEHHSI BCTAHOBJIEHOTO IIOPSIKY, CBITUATD IIPO €BOJIOLI0 LIbOTO
SIBUILA BiJl OKPEMUX BUIAIKIB O OPTaHi30BaHOI AisyIbHOCTI; 3) Ha I[bOMY eTarli BiZICyTHiCTh e(PeKTUBHUX
iHCTPYMEHTIB IIPAaBOBOTO PETYJI0BAaHHS 60POTHOM 3 KiGEP3JI0UMHHICTIO CTasia 3HaYyIIUM OOMEXEHHSIM Y
3ano6iraHHi IMM KpUMiHaJIbHUM IIPABONOPYLIEHHSIM; 4) iCHyBasa BiICyTHICTb BUMIAJKiB [IOKaPaHHSI KOMITIOTEPHUX
3JIOYMHLB 3a iX IPOTUNPABHY AisJIbHICTb, OCKIJIbKY ITpaBOBa 6a3a 1151 LbOro 0yJia HeJOCTaTHbO PO3BUHEHOIO.

Po3ry1iHyTO METOJ0JI0Ti10 KPUMIHOJIOTTYHOTO [IOCIiI>KEHHS 3JI0YMHHOCTI y cdepi iHpopMaLiiHUX TEXHOJIOTI.



37n04uHHIcTh ¥ cdepi iHbopMaLiliHUX TeXHOJIOTIH Ta ii 3anobiranH y ii moegHaHHI TMHAMI3MY i CTaTUYHOCTI,
MiHJIUBICTb, CTPYKTYPOBaHiCThb, 6araTOIJIaHOBICTb 3yMOBJIIOIOTS i BiZITIOBIIHY CTPYKTYPY METOHOJIOri] ii
JOCJIiIPKEHHS, 10 CKJIaae€ThCs 3 TAKMX YaCTUH: JOMiHYIOYOTO CBIiTOIJISIZY, TUILy HAYKOBOTO MUCJIEHHH,
(dinocopcrKux 3acall, HAYKOBUX NTAPaUrM, METOIOJIOTIYHUX MiXOMiB Ta HAYKOBUX METOAIB. l0 OCHOBHMX ACIIEKTIB
METO/0JI0Tii HOCTiIKEeHHS 37I04MHHOCTI y cdepi iHpopMaLiliHMX TEXHOJIOTi BiiHeceHO: 1)
MYJIbTUIUCLUATIIIHAPHUN MiAXiN: TOCIiIKeHHs 37I04MHHOCTI y cdepi iHpopMaLiliHuX TeXHOJIOTIl BUMarae
CHiBIIpali MiX pi3HMMHU Trajy3siMUA HayKU Ta iHAYCTPi€lo, BKIIOYA0YM [1PAaBO3HABLiB, KOMITIOTEPHUX (axiBLIiB,
IICMXOJIOTIB, COLII0JIOTIB i 6araTbox iHMMX. MyIbTUAUCHUIIIIHAPHUI NiAXi[ 103BOJIsIE GLIBII IOBHO PO3YMITH i
aHasi3yBaTU 3JI0YMHHICTh y cdepi iHpopMaLiliHUX TeXHOJIOTIH; 2) BUBYEHHS TEXHOJIOTIl: 3pOCTaHHS 3JI0YMHHOCTI y
cdepi iHpopmaliiHUX TEXHOJIOTIH YaCTO NOB'sI3aHe 3 BUKOPUCTaHHSIM HOBITHIX T€XHOJIOTii. JJoCHiIHUKY TOBUHHI
CJIiIKYBATH 32 OCTaHHIMU PO3BUTKaMU y cpepi iHpopmaLiiHUX TEXHOJIOTIH i Kibepbe3neky; 3) 36ip Ta aHali3 JaHUX:
36ip i aHai3 3HAYHUX OOCHTIB JaHUX MOXKE IOTIOMOTTH BUSIBUTY NIATEPHU Ta TPEHIU B Kibep3s04uHHOCTI. MeTonu
aHasizy JaHUX, Taki K MallMHHE HaBYaHHS I aHasli3 3HAYHUX JJaHUX, CTAIOTh yce Oilbll BasKJIMBUMU B Ll ranysi; 4)
€TUYHi aCclleKTH: BpaxyBaHHsI €TUYHUX ACIEKTIB JOCIIIPKEHHS 3JI04MHHOCTI Y cdepi iHpopMalliflHUX TEXHOJIOTIH,
TaKuX SIK IPUBATHICTD i 6e3MeKa JaHUX, TAKOXK Mae BeJIMKe 3HA4€HHS]; 5) IpaBoBa CKJIAZJ0BA: aHAJIi3 IPAaBOBOTO
PeryIoBaHHS i KpUMiHANIBHOIO NIepeclifyBaHHs 3JI0YMHHOCTI y cdepi iHPpopMaliliHUX TEXHOJIOTIH € BasKIMBOIO
CKJIaJIOBOIO JIOCJIiIKeHHSI; 6) coliabHi aCleKTH: pO3yMiHHSI COLIiaJIbHMX aCIleKTiB 3JI0YMHHOCTI y cepi
iH(popMaLiIHUX TEXHOJIOTi, BKIIOYA0YM MOTUBY Ta HACJIiIKY KiG€P3JI04MHIIIB, TAKOXK € BOKIJIMBUAM; 7) METOOU
HoTnepeKeHHs i pearyBaHHs: pO3po0Ka METO/IB i CTpaTeriii AJ1s NoNepeiKeHHs Ta pearyBaHHs Ha 37I04MHHICTb Y
cdepi iHpopMaliliHMX TEXHOJIOTiH TAKOX € BaXKJIMBOIO YAaCTUHOIO OCIiI>KEHHSI. BUOKpeMJIeHO Irpyny MOTHUBIB
BUMHEHHS KiOEP3JIOUMHIB: pallioHaIbHi MOTUBHU (MOXKYTb BXOJUTH KOPUCJIUBI, IIOJITUYHI MOTUBH, PEJIriiiHi
MOTHBH); EMOLiiHi MOTVMBHY (MOTUB IIOMCTH, MOTUB I'PH); MOPaJibHi MOTUBH (XyJIIraHCbKi MOTHUBU, MOTHUB
CIIpaBeJINBOCTI); 3MillIaHi MOTHBY (JOCUTH YaCTO IOENHYIOTHCS €MOLIiiiHI 3 MOPaJIbHUMU MOTUBAMN).
[Ipencrasneno knacudikalliro ocid, 1110 BYMHSIOTh KPUMIHAJIbHI IpaBONOPYIIEHHs y cdepi iHpopmaliiiHux
TEXHOJIOTIN: 1) KpUMiHa/IbHI TPAaBONOPYLIEHHS, 10 MOPYIIYIOTh JOCTYINHICTb, KOH(IAEHIIHICTS i LiNiCHICTb
KOMITIOTEPHUX JIAHUX i CUCTeM (HE3aKOHHMUIA JOCTYII, HE3aKOHHE [1ePEXOIJIEHHS], BTPyYaHHs B CUCTEMY Ta JIaHi); 2)
KpUMiHaJ/IbHI IPaBOIOPYLIEHHS, 1I0B513aHi 3 BUKOPUCTaHHSIM KOMITIOTEpa SIK iHCTpyMeHTa [J1s1 BUNHEHHS
KpUMiHa/JIbHUX [IPABONIOPYILIEHDb (MaHiNyssLii 3 iHpopMalii€lo), Taki sIK KOMITIOTEPHE MifpOOJIeHHS Ta KOMITIOTEPHE
1IaXpaiiCcTBO; 3) KpMMiHa/IbHI IPABONOPYIIE€HHS, II0B’$13aHi 3 KOHTEHTOM, 30KPeMa 3 BMiCTOM JJAaHUX Y KOMITIOTEPHUX
Mmepexax (0co6IMBO PO3NOBCIOIKEeHI KpUMiHaJIbHI IIPABONIOPYIIEHHS, [10B'513aHi 3 TUTA4Y010 opHOrpadieo); 4)
NIOPYLIEHHS aBTOPCHKOTO N1PaBa i CyMiDKHUX MPaB (BU3HAHHS [IOPYLIEHD, [T0B'SI3aHMX 3 aBTOPCbKUM IIPABOM,
KOMIIETEHIi€l0 HalliOHaIIbHMX 3aKOHOJABCTB KPaiH); 5) aKTU pacuamMy Ta KceHodo6ii, BANHEH] 3a JOMTOMOTOI0
KOMITIOTEPHUX Mepex; 6) KibepTepopusM (KibepBiiiHn).

2. The dissertation defines the criminological principles of crime prevention in the field of information technology
in Ukraine. The genesis and historical development of crime prevention in the field of information technology are
investigated. It is established that the main features of the beginning of the development of cybercrime are: 1) the
first cases of criminal offences committed with the use of electronic computers indicate the beginning of this
phenomenon and the growing interest in computer and network activities as a means of committing criminal
offences; 2) the formation of organised criminal groups which used their knowledge for illicit enrichment and
violation of the established order indicates the evolution of this phenomenon from individual cases to organised
activities; 3) at this stage, the lack of effective legal instruments to regulate. The dissertation considers the
methodology of criminological research of crime in the field of information technology. Crime in the field of
information technology and its prevention in its combination of dynamism and static, variability, structuredness,
and versatility determine the corresponding structure of the methodology for its study, which consists of the
following components: the dominant worldview, type of scientific thinking, philosophical foundations, scientific
paradigms, methodological approaches and scientific methods. The main aspects of the methodology for studying
crime in the field of information technology include: 1) a multidisciplinary approach: the study of crime in the field
of information technology requires cooperation between various fields of science and industry, including lawyers,



computer specialists, psychologists, sociologists and many others. A multidisciplinary approach allows for a more
complete understanding and analysis of cybercrime; 2) study of technology: the growth of cybercrime is often
associated with the use of new technologies. Researchers should keep abreast of the latest developments in
information technology and cybersecurity; 3) data collection and analysis: collecting and analysing large amounts
of data can help identify patterns and trends in cybercrime. Data mining techniques such as machine learning and
big data analysis are becoming increasingly important in this area; 4) ethical aspects: considering the ethical
aspects of researching cybercrime, such as data privacy and security, is also important; 5) legal aspects: analysing
the legal regulation and prosecution of cybercrime is an important part of the research; 6) social aspects:
understanding the social aspects of cybercrime, including the motive; 7) methods of prevention and response:
development of methods and strategies for prevention and response to crime in the field of information
technology is also an important part of the study. The author identifies groups of motives for committing
cybercrime: rational motives (these may include mercenary, political, and religious motives); emotional motives
(revenge motive, game motive); moral motives (hooliganism, justice); mixed motives (very often emotional and
moral motives are combined). The author's classification of persons committing criminal offences in the field of
information technology is presented: 1) criminal offences that violate the availability, confidentiality and integrity
of computer data and systems (illegal access, illegal interception, interference with the system and data); 2)
criminal offences related to the use of a computer as a tool for committing criminal offences (information
manipulation), such as computer forgery and computer fraud; 3) criminal offences related to content, in particular,
to the content of data in computer networks (criminal offences related to child pornography are particularly
widespread); 4) infringement of copyright and related rights (recognition of copyright-related offences as the
competence of national legislation); 5) acts of racism and xenophobia committed through computer networks; 6)
cyberterrorism (cyberwarfare).
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Micuesﬂaxo,rm(eHHﬂ: ByJL. JIbBiBCEKa, OyH. 11, TepHomninb, TepHoninbChbKuil p-H., 46009, Vkpaina
dopma BiracHOCTI: JlepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

Baacue IlpizBumie Im's Ilo-6aTbKOBI:

1. FOsikoBa Haranig CemeniBHa

2. Natalia Yuzikova

KBasigikamis: 1. 1. ., npodpecop, 12.00.08
Imentudikarop ORCID ID: He zacrocosyerbes
JoparkoBa iHdpopmamnist:

IloBHE HaliMeHYBaHHS IOPUAHYHOL 0CO0H: J[HINMPOBCHKMIi HalliOHAbHUI yHiBEpcUTeT imeHi Osecs

['oHuapa



Kog 3a €IPIIOY: 02066747

Micue3Haxoa>KeHHS: npocrnekr [arapina, 6y, 72, IHinpo, [IHinpoBcbkuii p-H., 49045, Ykpaina
dopma ByacHOCTI: Jlepxkasna

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH | HayKK YKpaiHu

InenTudikarop ROR:

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. TonoBkiH borman MukonanioBu4

2. Bohdan Holovkin

KBasigikamis: 1. 1. ., npodpecop, 12.00.08
InenTudikarop ORCID ID: He 3acrocosyerbes
JoparkoBa iHdpopmamnist:

IloBHe HaiMeHYBaHHSI IOPHUAHUYHOI 0COOH: HaujoHnanbHuil opuavYHuil yHiBepeuTeT imeHi SIpociasa
Mygporo

Kopg 3a €IPIIOY: 02071139

Micue3Haxoa>KeHHS: By [TymkiHcebka, 6y, 77, Xapki, XapkiBcbkuii p-H., 61024, Vkpaina
dopma ByacHOCTI: [lepxasna

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH | HayKK YKpaiHu

InenTudikarop ROR:

PeuenseHTu

Bsacue IlpizBuuie Im's I1o-6aThKOBI:
1. Kon6 Onekcannp I'puroposud

2. Oleksandr Kolb

KBasigikamis: 1. 1. ., npodecop, 12.00.08

InenTudikarop ORCID ID: He 3acrocosyetses

JoparkoBa indpopmamnist:

TloBHe HaiMeHYBaHHSI IOPHUAHUYHOI OCOOH: [lepkaBHUII [I0aTKOBUII YHiBEpCUTET
Kopg 3a €IPIIOY: 44550814

Micuesnaxo;perHﬂ: ByJI. YHiBepcUTeTChKa, Oy, 31, Ipnins, 08201, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MinicrepcTso dinaHcis Ykpainu

Inentudikarop ROR:

Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. Hikitin FOpiit BikropoBuy



2. Yurij Nikitin

KBasigikamis: 1. . ., npodecop, 12.00.08

ImenTudikarop ORCID ID: He zactocoyerbcs

JoparkoBa iHdopmamist:

IToBHE HaﬁMeHyBaHHﬂ IOPUIHUYHOL 0CO0H: Jlep>KaBHMIA IOIATKOBUIA YHIBEPCUTET
Kopg 3a €IPIIOY: 44550814

MicueSHaxo,vieHHﬂ: ByJI. VHiBepcureTcoka, 6ya. 31, Ipminb, 08201, Vkpaina

dopma BiracHOCTI: /lepxasHa

Cdepa ynpaBitiHHS: Minicrepctso dinaHcis Ykpainu

InenTudikarop ROR:

Baacue IlpizBuuie Im's I1o-6aTbKOBI:

1. linkiBcbka 'anuHa BacuniBHa

2. Halyna Didkivska

KBasigikamnis: 1. . ., npodecop, 12.00.08

InenTudikarop ORCID ID: He 3acrocosyetscs

JopaTrkoBa indpopmanis:

IloBHe HafIMeHYBaHHH IOPUIUYHOL 0CO0H: Jlep>KaBHMIA T10/IaTKOBUIA YHiBEpCUTET
Kopg 3a €IPIIOY: 44550814

Micue3HaxoaKeHHS: By/1. VHiBepcuTeTChKa, 6y, 31, Ipninb, 08201, Ykpaina
dopma ByacHOCTI: [lepxkasna

Cdepa ynpaBiriHHS: MinicrepcTso dinaHcis Ykpainu

InmenTudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi

Biiacue IlpisBume Im's ITo-6aThKOBI Tormyiit Bacusp Bacumbosny

roJIOBH pagu

Biacue IlpizBume Im's ITo-6aThKOBI Toryi#t Bacnib BacniboBuy

roJIOBYIOYOroO Ha 3aciJaHHi

BigmoBizasibHU 32 MiATOTOBKY I'pugox Irop BacumboBud

00JIIKOBHX JOKYMEHTIB

PeecTparop

VKpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




