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V. BimoMocTi npo gucepraniio
MoBga gucepraiiii:
Koau TemaTHYHHX PYOPHK: 20.54

Tema gucepranii:
1. MeToy KOMILJIEKCYBaHHS IPOLIElyP OLiHIOBaHH Ta 3abe3ne4eHHs (PyHKLiOHAIbHOI 6e3neKku iHpopmaliiiHo-
KEPYIOYMX CUCTEM

2. Methods of information and control systems safety assessment and ensuring procedures complexation

Pedepar:

1. O6’eKT mocCiIKeHHs — KpUTHUYHI iHpopMaLlifiHO-KepyioUi CUCTEMU Ta NPOLIECH OLIiHIOBAHHS iX HAZIiMHOCTI Ta
6e3MeKky; MeTa JOCiIKeHHS — NMiJBUIEeHHS PyHKUioHaIbHOI 6e3neky IKC 3a paxyHOK KOMIIJIEKCYBaHHS ITPOLIEAYP
ii oLliHIOBaHHS Ta 3206€3ME€YEHHS; METOAU NOCII)KEHHS — MeTOIU Teopii rpadis, MeTOIU Teopii HaZiHOCTI Ta
pexoHdirypatii, MeToau Teopii IMOBIpHOCTE! Ta MaPKOBChKUX BUIAIKOBUX IIPOLECIB 3 AUCKPETHUMU CTaHAMU i
0e3repepBHUM YaCOM; Pe3yJIbTaTH — MEeTOIM iHpOpMalliliHOi TeXHOJIOTii KOMJIEKCYBaHHSI IIPOLElyP OLiHIOBaHHS Ta

3abe3neyeHHs PyHKUioOHaMbHOI 6e3neku IKC, mo g03BoISI0Th NigBUIINATY (PyHKLiOHANBHY 6e3neKy IKC 3a paxyHOK



3HIDKEHHS PU3UKiB Hebe3neyHux BiiMoB IKC muIsIxom BIPOBAIKEHHS MIePEepO3NOIiTy HaAMIPHOCTI KaHaJIiB MixX
nizcucTeMamMu HOpMaJIbHOI eKCILTyaTallii Ta yrpaBJsiiHHS 6€311eK0I0 /aBapiliHOTO 3aXUCTY, a TAKOX 32 PaxyHOK
3HWKEHHSI PUBUKIB HETOYHOCTI OIIiHIOBaHHS IIOKa3HUKY (QYHKIiOHA/IbHOI 6€3M1eKU ITPY BUKOPUCTAHHI KiJIbKOX
IIpoLieAyP OLiHIOBAaHHS; HOBU3HA — BIIEPILE 3alIpPOIIOHOBAHO METOJI, IPOLeAYPHO-TPpadOBOro aHasli3y HallifHOCTI Ta
(yHKILiOHaNbHOI 6€3MeKH, SIKUI Ha BiIMiHY BiJ] BiToMUX 6a3yeTbCsl HA (POPMATIbBHOMY ONUCI Ta KOMILJIEKCYBAaHHI
npolenyp ix oLjiHIOBaHHS y BUITISLi MeTaoprpady, a TakoXX reHepaliii Ta paH>KyBaHHI KOMOiHalliil mpouenyp Ha
IiiCTaBi BifHOLIIEHHS [lepeBary, 110 403BoJIse 3ilICHIOBaTH BUOip HAbOpy NpoLenyp AJ1s1 3abe3rneyeHHst HalilHOCTI
Ta 6e3nexku Ha etani npoektyBaHHs IKC; ynockoHaneHo MeToq nigBuineHHs QyHKLioHanbHOI 6e3nexku [KC migxom
ypaxyBaHHS HEHAMIIMHOCTI MiXKIIApOBUX KOMYHiKalliil i Nepepo3nominy pecypciB A4 MifTPUMKHU MTPaLe3naTHOCTI
abo 3abe3nedyeHHs IPOTUABAPIMHOIO 3aXUCTY 3aJI€KHO Bif, KiJIbKOCTI Ta BUJIiB BiZIMOB, 1110 JO3BOJIsIE 3HU3UTHU
JIMOBIPHICTb [1IepeX0/ly CUCTEM Y HEOE3MEYHNI CTaH; [iCTaau NOJAJbIIOTO PO3BUTKY MAapPKOBCBHKi MOJEI AJIs
OLIiHIOBaHHS TOTOBHOCTI iH(GOPMaLifHO-KEPYIOYMX CUCTEM Ha OCHOBI BpaxyBaHHSI Pi3HMX BapiaHTIiB pe3epByBaHHH,
BiZTHOBJIEHHSI | HEPIBHOHAIITHOCTi KOMITOHEHTIB, 1110 JO3BOJISE€ MiIBUIIUTYA TOYHICTh OLIIHKY i 30iiCHUTH BUOIp
palioHaJIbHOTO BapiaHTy CTPYKTYPH i IapaMeTpiB TEXHIYHOrO OOCIYrOBYBaHHS 3 ypaXyBaHHSIM BUMOT 10
HaJiMHOCTI CUCTEM; CTYIiHb YIIPOBaIKEHHS —BIIpoBagkeHo y TOB «Xapremn», 11 «[IpomaBTOMaTnKa-XapKiB»,
HanjionansHnii aepokocmiyHui yHiBepcureT iM. M.€. JKyKOBCbKOT0 «XapKiBCbKUI aBialiiHuil iHCTUTYT», TOB

«Inpa-CodT»; ranysb — CUCTEMU KPUTUYHOTO 3aCTOCYBAaHHS

2. Object of research - critical information and control systems and their reliability and safety assessment
processes; the aim of research - to increase the functional safety of the I&CS by complexation of its assessment
and ensuring procedures; research methods — methods of graph theory, methods of reliability and reconfiguration
theory, methods of probability theory and Markov random processes with discrete states and continuous time;
results - methods of functional safety assessment and ensuring information technology that allow to enhance
functional safety of I&CS by reducing the risk of hazardous ICS failures through implementing the redistribution of
channel redundancy etween subsystems of normal operation and safety / emergency protection management, as
well as by reducing the risk of inaccuracy in the functional safety assessment when using several assessment
procedures; novelty - for the first time, a method of procedural graph analysis of reliability and functional safety
was proposed, which, unlike known ones, is based on a formal description and complexation of assessment
procedures in the form of a meta-oriented graph, and generation and ranking their combinations based on the
preference relationship, which allows selecting set of procedures for information and control systems reliability
and safety ensuring at the design stage; improved the method of increasing the functional safety by taking into
account the unreliability of the interlayer communications and the redistribution of resources to maintain the
operability or provide emergency protection, basing on number and type of failures, which reduces the probability
of the transition of systems to a hazardous state; the Markov models of information and control systems
availability assessment have been further developed on the basis of accounting for various options of redundancy,
recovery, and unequal reliability of components, which makes it possible to improve the accuracy of the
assessment and to select a rational version of the structure and maintenance parameters, taking into account
requirements to system reliability; the degree of implementation - the results were implemented at the Khartep
Ltd, PE Promavtomatika-Kharkiv, National Aerospace University “Kharkiv Aviation Institute”, Ipra-Soft Ltd;
industry - critical systems
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