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Pedepar:

1. Incepraniiina po60Ta IPUCBIYEHA BUPIIEHHIO aKTyaJbHOI HAYKOBO-TIPUKJIAIHOI TPO6IeMH, sIKa [10B’s13aHa 3
PO3pOOKOI0 MeTOB ifeHTHPikalii aHOMaIbHUX CTaHIB /1711 CUCTEM BUsBJIeHHs BTOprHeHb (CBB). B po6oTi
IIPOBEIEHO aHaili3 cyyacHux CBB BifHOCHO 6a30BMX XapaKTEPUCTHUK, sIK-OT «Kiac KibepaTak», «AIalTUBHICTbY,
«BigkpuTicTh», «MeTonV BUSBIEHH», «YTIPABIiHHS CUCTEMOIO», «MaciuTaboBaHiCcTh», «PiBeHb CIIOCTEpEsKeHH»,
«Peaxk1iis Ha KibepaTaky», «3axuieHicTby Ta «IligTpumka OC». lle HaZlae MOKIIMBOCTI pO3pOOHUKAM i
KOpHCTyBauaM 06MpaTy HeOoOXigHi METOM Ta BiflIOBiAHE NporpaMmue 3a6esneuenHs (I13) nns 3axucry
ingopmauiitnux cucrem (IC) i 6ymyBaTu BifnoBifHi cucTemu 6e3neku. Ha 0CHOBI IbOTO, PO3PO6IEHO KOPTEKHY
mogesib GOpMYBaHHS aTaKyIO4NX CEPEIOBUIL, KA 103BOJIsIE CPOPMYBaTH HAbip YaCTKOBUX KOPTEXIB, IS
CUMYJIALII TPOLIEeCY BUSBJIEHHSI aHOMAJIBHOTO CTaHy B M-BUMiIPHOMY r€eT€POr€HHOMY ITapaMEeTPUYHOMY
CepeloBUlIli, yTBOPEHOTO BiATIOBIIHUM aTaKylOUMM CEPEOBUIIEM Y 3aJaHNI 4aCOBUM POMDKOK. Takox
po3po6JieHniT MeTo (GPOPMYBaHHS €TaIOHIB, A1 popmaidalii Ipouecy OTPUMaHHS €TaJIOHHUX CepelOBULL, SIKi

MICTSATh MHOXKVHM 3Ha4eHb (iKCOBaHUX I1apaMeTPiB 3alaHUX I'PYII JIIHIBICTUYHUX 3MIHHUX, 1110 XapaKTepU3YIOTh



KOHKDETHE €TaJIOHHE MiJicepefoBule. 3arponoHoBani meronu ¢dasudikauii Ta nedasudikauii napamerpis, sKi
I03BOJIMIM GopMaisyBaTy Mpolec NepeTBOPeHHs 3HaueHb [1apaMeTpiB M-BUMIPHUX IIOTOYHUX CEPENOBUIL AJIs iX
[IO/IQJIBIIOTO 3aCTOCYBAHHS Y BUSIBJIEHHI aHOMaJIbHOTO CTaHy Ta BiloOpa3uTy apaMeTpu AEeTeKLiHOro
cepenoBalla, o XapaKTePU3yIOTh Y UACJIOBiN (OpPMi piBeHb YIIEBHEHOCTI €KCIIepTa BiTHOCHO HOT0 CYIKEHb 00
MOYJIMBHX Kibepartak. Po3pob6yienuii Mmeton 0-piBHEBOI HOMiHAaIi3allii HEUITKUX YKCeJ], SKUH 03BOJIMB 31iCHUTU
rpadiuHy iHTepnpeTaliio HeuiTKMX BeJIMYMH Ta BU3HAUYEHHS ileHTUDIKyIOUMX TePMIB, 1110 BinoOpakaloTh y 3aiaHuI
MOMEHT 4acy 3Ha4€HHS €TaJIOHHUX Ta [NIOTOYHUX MifcepenoByIL, SIKi XapaKTepHIi AJ1s peasisalii IEBHUX TUILB
KibepaTak Ha pecypcu IC. 3anponoHOBaHMM METO, BUBHAYEHHS iIeHTU(IKYI0YMX TEPMIB, AJIs [IOMYKY B 3aJaHUX
JIIHTBICTUYHUX 3MIHHUX, iIeHTH(DIKyI0UMX [TepeTBOPEHUX €TaJIOHHUX TEPMIB, 32 SIKUMU 32 LOIIOMOTOIO IeTeKL[iHUX
BMPAa3iB, BUBHAYAIOTbCS PiBHI aHOMaJIbHUX CTaHiB. PO3po6ieHui meTor, GOpMyBaHHS AETEKLIMHOIO cepeoBUIIa
17151 T00YLOBY HEOOXiIHOI MHOKVHM IEeTEKLiTHUX IIPaBuUJl, 1[0 BUKOPUCTOBYIOTbCS IIPY BU3HAYEHHI IIOTOYHOTO
piBHSI aHOMAJIbHOTO CTaHY, XapaKTE€PHOTO Aii BU3BHAYEHOro TUIly KibepaTak B M-BUMiPHOMY e T€pOT€HHOMY
napaMeTpuyHOMY cepenoBuili. Ha nmifncrasi 3alIponoHOBaHUX METO/IB i MOJiesli po3p0o6JIeHO METO0JIO 0
11o6yJOBY CUCTEM BUSIBJIEHHS aHOMAJIil, IOPOKEHUX KibepaTakaMHy, sKa BUKOPUCTOBYETbCS J151 BUBHAYEHHS
PiBHSI aHOMaJIBHOTO CTaHy B M-BUMiPHOMY reTepOreHHOMY ITapaMeTPUYHOMY cepenoBulli. Po3pobieHo
CTPYKTypHE pillleHHs 00YMCIIIOBaJIbHOI CUCTEMH BUSBJIEHHS KibepaTak, 110 JJ03BOJIsIE 32 JOTIOMOT0I0 BU3HAYEHHS
PiBHSI aHOMaJIbBHOTO CTaHY, XapaKT€pHOI 0 BIVIMBY IEBHOTO TUITY KibepaTak, pO3MUPUTH (PYHKLIOHATbHI
MOXJIMBOCTI cyyacHUx CBB. Takosk, Ha 6a3i 3alpOIIOHOBaHOI METOLOJIOTII Ta BifjlIOBiIHOTO CTPYKTYPHOTO PillleHHS
PO3pO6JIEHO aNrOPUTMiYHE 3a6e3Te9eHHs Ta IPOrpaMHa MOJieJib CUCTEMH, SIKa MOXKE BUKOPHCTOBYBATHUCS
aBTOHOMHO 260 6yTU po3uMpIoBauYeM (PYHKLIOHAJIbHUX MOXJINBOCTel cydacHux CBB. IIpoBeneHi
eKCIIepUMEHTAJbHI LOCHiIKeHHS MigTBePAUIM TOCTOBIPHICTh TEOPETUYHUX I10JI0KEHDb Ta TPAKTUYHUX PO3POOOK

JUCEePTALIMHOIO LOCIIiI)KEHHSL.

2. The functionality of modern intrusion detection and blocking systems depends to a great extent on their
capabilities to detect new cyberattacks in real time. Systems for countering cyberattacks are well developed, but
their effective operation requires appropriate information that is supposed to be helpful in detecting attack
actions. As a rule, such data is formed post facto and requires certain time. So, detection and blocking of new
cyberattacks are characterized by the conflict between the readiness of cyberattack counteraction systems to
immediately respond to an intrusion and the lack of readiness of detection tools to appropriately inform the
counteraction functional. In order to deal with this problem, it is necessary to design specific tools that would
enable enlarged functional capabilities of modern intrusion detection systems through the a priori formation of
information about anomalous states in information systems caused by certain cyberattack types. For this purpose,
the most effective approach consists in using the expert knowledge, which, as a rule, is represented in the form of
the expert’s judgments about the parameters abnormality level caused by the effect of new types of threats. The
dissertation deals with a pressing applied scientific problem related to detection of new kinds of cyberattacks
within the shortest possible time by designing an appropriate methodology of creating systems for detecting
anomalous states caused by new types of threats. The methodology is supposed to focus on creation of tools that
would enlarge the functionality of modern intrusion detection systems. Also, on the basis of the proposed
methodology and the corresponding structural solution, an algorithmic support and a software model of a system
for detecting anomalous states created by cyberattacks are designed. The model can be used either autonomously
or to expand the functionality of modern intrusion detection systems. The conducted experiments confirmed the
reliability of the theoretical principles and practical developments of the dissertation. The results of the study have
been adopted by the Saifer BIS Ltd Company. They are also used in the educational process at the Department of
Data Protection Computerized Systems of the National Aviation University, at the Information Security
Department of the Institute of Information and Telecommunications Technologies of K.I. Satbayev Kazakh
National Research Technical University and at the Department of Computer Science and Automatics of the
University (Technical-Humanistic Academy) of Bielsko-Biala, Poland.
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