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Pedepar:

1. Incepraujiiina po60Ta IpUCBIY€HA BUPIlIEHHIO aKTyaJbHOI HAyKOBO-TIPUKJIAIHOI IPO6IeMH, sIKa [T0B’s13aHa 3
PO3POOKOI0 METOAIB ifeHTUPiKalLii aHOMaJIbHMX CTaHIB [1J11 CUCTEM BUSIBJIEHHS BTOPrHeHb (CBB). B po6oTi
IIpoBefieHo aHaili3 cyyacHux CBB BimHOCHO 6a30BUX XapaKTEPUCTHK, K-OT «Kiac KibepaTak», «AIanTUBHICTbY,
«BimkpuTicTe», «MeTonu BUSBJIEHHS», «YTIPaBIiHHS CUCTEMOI0», «MaciTaboBaHiCTh», «PiBeHb ClIOCTepeXeHHS»,
«Peakuis Ha KibepaTaky», «3axueHicTby» Ta «IligTpumka OC». lle Hafae MOKJIMBOCTI pO3POOHUKAM i
KOPHUCTyBauaM 0O0MpaTy HeOOXifHI MeTOAM Ta BifIloBigHe porpamue 3abesnedeHHs ([13) ans 3axucty
indopmaniitnux cucrem (IC) i 6ymyBaTu BifoBinHi cucremu 6e3nexky. Ha oCHOBI 11bOT0, PO3PO6IEHO KOPTEKHY
Mogesib GOPMYBaHHS aTaKylUUX CEPEIOBULL, KA 03BOJIsIE CPOPMYBATH Habip YaCTKOBUX KOPTEXIB, 1S

CI/IMYJIﬂI_Lﬁ MponeECy BUABJIIEHHA dHOMAJIBHOTO CTAHY B Hl—BI/IMipHOMy reTeporecHHOMY I1apaMEe€TpniHOMY



CEpenoBUIIi, YTBOPEHOTO Bif[IOBIIHMM aTAKyIOYMM CEPELOBUILEM Y 3aJaHNI YaCOBUM IIPOMIKOK. Takox
po3pobieHuil metor, GOpMyBaHHS €TaJIOHIB, A popmanizaliii mpouecy OTpruMaHHS €TaJIOHHUX CEePEelOBUIL, SIKi
MiCTSTh MHOXXMHU 3Ha4eHb (PiKCOBAaHUX NMapaMeTPiB 33JaHUX I'PYII JIIHIBICTUYHUX 3MiHHUX, 110 XapaKTepU3YIOTh
KOHKPETHE €TaJIOHHE MificepefoBule. 3arponoHoBani Meronu ¢asudikauii Ta nedasudikauii napamerpis, sKi
I03BOJIMIM (HOPMaJIi3yBaTy MPOLEC IEPETBOPEHHS 3HAa4E€Hb [IADAMETPIB M-BUMiPHUX IIOTOYHUX CEPEOBUIL AJIS iX
[I0/IQJIBIIOTO 3aCTOCYBAHHS Y BUSIBJIEHHI aHOMaJIbHOTO CTaHy Ta BioOpasuTy apameTpu AeTeKLiiHOro
cepenoBalla, 0 XapaKTePU3yI0Th Y UACIIOBIiN (OpMi piBeHb yIIEBHEHOCTI €KCIIepTa BiTHOCHO HOT0 CYyIKEeHb L1010
MOYKJIMBHX KibepaTtak. Po3pob6yieHuii MmeTon 0-piBHEBOI HOMiHAaI3a1lii HEUiTKUX YKCesl, IKUH 03BOJIUB 31iCHUTU
rpadiuHy iHTepnpeTaliio HeYiTKUX BeJIMYMH Ta BU3HAUYEHHS ineHTUDIKyI0UrX TepPMIB, 110 BinoOpakaloTh y 3aiaHUI
MOMEHT 4acCy 3Ha4€HHS €TaJIOHHUX Ta [IOTOYHUX MifcepeNoOBUIL, SIKi XapaKTepHi 1715 peasisallii IEBHUX TUILB
KibepaTak Ha pecypcu IC. 3aniponoHOBaHMM METOJ, BUBHAUEHHS! iIeHTU(IKYI0YMX TEPMIB, AJIs [IOIIYKY B 3aJaHUX
JIIHTBICTUYHUX 3MIHHUX, iIeHTH(DIKyI0UnX [TepeTBOPEHNX €TAJIOHHUX TEPMIB, 32 SIKMU 32 IOIIOMOTOIO 1€ TeKL[iHHUX
BMpAa3iB, BUBHAYAIOThCS PiBHI aHOMaJIbHUX CTaHiB. Po3pobiieHui meTo, GOpMyBaHHS AETEKLiHHOro cepeoBUIIa
17151 106Y,0BY HEOOXiAHOI MHOXKVHM € TEKLiTHUX IIPaBuUJl, 1[0 BUKOPUCTOBYIOTbCS IIPY BU3HAYEHHI [IOTOYHOTO
PiBHSI aHOMaJILHOTO CTaHY, XapaKTEePHOTO [lii BU3HAYEHOrO TUITy KibepaTak B m-BUMipHOMY r€TEPOT€HHOMY
napaMeTpuyHOMY cepenoBuini. Ha mifncrasi 3alIpoNoHOBaHUX METO/IB i MOJiesli po3p0o6JIeHO METO0JI0ri0
11o0yJOBY CUCTEM BUSIBJIEHHS aHOMAaJIil, IOPOKEHUX KibepaTakaMy, s5Ka BUKOPUCTOBYETHCS 1J151 BUBHAYEHHS
PiBHSI aHOMAJIbHOTO CTaHy B M-BUMiPHOMY reTepOreéHHOMY IapaMEeTPUYHOMY cepenoBulli. Po3apobsieHo
CTPYKTypHE pilleHHs 00YMCIII0BAJIbHOI CCTEMH BUSIBJIEHHS KibepaTak, 1o J03BOJIsIE 32 JOTIOMOIOI0 BUBHAUYEHHS
PiBHSI aHOMaJIBHOTO CTaHy, XapaKT€pHOT 0 BIUIMBY IIEBHOT'O TUITY KibepaTak, po3MUpUTH PYHKLIOHAbHI
MOXJIMBOCTI cyyacHUx CBB. Takosx, Ha 6a3i 3alpoIIOHOBaHOI METOLOJIOTII Ta BifjIIOBiIHOTO CTPYKTYPHOTO pillleHHS
PO3pO6JIEHO aNTOPUTMiYHE 3a6e3TeYeHHs Ta IPOrpaMHa MOJieJib CUCTEMH, SIKa MOXKE BUKOPUCTOBYBATHUCS
aBTOHOMHO 260 6yTU po3HMpoBaYeM PYHKLIOHAJIBHUX MOXKINBOCTel cydacHux CBB. IIpoBezeHi
eKCIlepUMEeHTAaJbHI JOCiIKeHHs MigTBePAUIN TOCTOBIPHICTh TEOPETUYHUX I10JI0KEHDb Ta MTPAKTUYHUX PO3POOOK

JVCEePTALIHOIO JOCIiI)KEHHSI.

2. The functionality of modern intrusion detection and blocking systems depends to a great extent on their
capabilities to detect new cyberattacks in real time. Systems for countering cyberattacks are well developed, but
their effective operation requires appropriate information that is supposed to be helpful in detecting attack
actions. As a rule, such data is formed post facto and requires certain time. So, detection and blocking of new
cyberattacks are characterized by the conflict between the readiness of cyberattack counteraction systems to
immediately respond to an intrusion and the lack of readiness of detection tools to appropriately inform the
counteraction functional. In order to deal with this problem, it is necessary to design specific tools that would
enable enlarged functional capabilities of modern intrusion detection systems through the a priori formation of
information about anomalous states in information systems caused by certain cyberattack types. For this purpose,
the most effective approach consists in using the expert knowledge, which, as a rule, is represented in the form of
the expert’s judgments about the parameters abnormality level caused by the effect of new types of threats. The
dissertation deals with a pressing applied scientific problem related to detection of new kinds of cyberattacks
within the shortest possible time by designing an appropriate methodology of creating systems for detecting
anomalous states caused by new types of threats. The methodology is supposed to focus on creation of tools that
would enlarge the functionality of modern intrusion detection systems. Also, on the basis of the proposed
methodology and the corresponding structural solution, an algorithmic support and a software model of a system
for detecting anomalous states created by cyberattacks are designed. The model can be used either autonomously
or to expand the functionality of modern intrusion detection systems. The conducted experiments confirmed the
reliability of the theoretical principles and practical developments of the dissertation. The results of the study have
been adopted by the Saifer BIS Ltd Company. They are also used in the educational process at the Department of
Data Protection Computerized Systems of the National Aviation University, at the Information Security
Department of the Institute of Information and Telecommunications Technologies of K.I. Satbayev Kazakh
National Research Technical University and at the Department of Computer Science and Automatics of the
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