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Pedepar:

1. AHoTaist. Aceesa JI.A. VripaBniHHS iHdOpMaIliliHOO 6€3MeKOI0 MiAITPUEMCTBA 3 BUKOPHUCTAaHHSIM METOJIiB
MaIlIMHHOTO HaBYaHH Ta HEYiTKOi Jioriku. — KBamigikaniliHa HayKoBa IIpalsl Ha IpaBax pyKonucy. Jlucepratis Ha
3100yTTSI HAYKOBOTO CTYIEHS AOKTOpa ¢inocodii B ramysi 3HaHb 12 - [HdopMalifiHi TeXHOJIOrII 3a CreliaabHICTIO
125 - Kibepo6esmneka. - [lepskaBHuil yHiBepcUTeT iHPopMaliliHO-KOMYHiKaLiliHuX TexHosorii, Kuis, 2023. Cyyachi
IiANpUeEMCTBA aKTUBHO BUKOPUCTOBYIOTh iHQOpPMalIiliHi cUCTeMH i TeXHOJIOTII B CBOIl [1isSIbHOCTI, BOHU CTaJIU

HEeBi/l'eMHOIO YaCTUHOIO 6i3HECY Ta MOBCIKIEHHOTO KUTTSI, TOMY 3a0€311e4eHHS HaJitHOCTi Ta 6€3MeKU LIMX CUCTEM



€ Iy>Ke BaKJIMBUM 3aBAaHHAM. OOHUMHU 3 OCHOBHUX CKJIaJIOBUX MTOOYIOBU Ta BUKOPUCTAHHS CUCTEM KiGep3axUCTy €
OI[iHKa PU3UKiB iHPpOpPMaILifiHOI 6e31eKu Ta BUSIBIEHHSI MEPesKeBUX BTOPTHEHb. J[lucepralliiiHa po6oTa IMpuCcBsSYeHa
BUPIII€HHIO aKTyaJIbHOrO HAayKOBOTO 3aBJAHHS 3 PO3POOKU MOJieieil, METO/IiB Ta aIFTOPUTMIB CUCTEMU YIIPABJIiHHS
iH(popmMaLiitHOIO 6e3neKo0 Y cKiazi iHpopMaLifiHOi CUCTEMU MiAIIPUEMCTBA HA OCHOBI MiAX0/1iB MAIMHHOTO
HaBYaHHS Ta HEUiTKOI JIoTiKK. MeTolo nucepTaniiiHoi po6oTH € 36inbleHHs WBUIKOLIl i TouHOCTI po6oTr
aHaJIiITUYHOrO OJIOKY CMCTEeMU YIPaBiliHHS iHPopMaliiiHoO 6e311eKol0 y ckiafi iHpopmaliiiiHoi cucremu
IiANpUEMCTBA 32 PaXyHOK PO3POOKH BiAIIOBIIHNUX MOZEJIeil, METO/IIB Ta aJIFOPUTMIB Ha OCHOBI MiIX0OJiB MAIIMHHOTO
HaBYaHHS Ta HEUiTKOI JIOTiKu. [I71s1 JOCSITHEeHHS 3a3HaueHOoi MeTH 6yJI0 BUKOHAHO HACTYIIHI YaCTKOBI 3aBIAHHS:
OTJIS17, iCHYIOUHMX MMiZXO0/iB O YIIpaBiiHHs iHpopMaLifiHO0 6e3I1eKOl0 MiIpUeMCTBA Ta 3a6e3e4eHHs
Kibepbe3neKy; CTBOPEHHsI MOZeJIi OL[iHKY PU3HKIB iH(popMaLiiiHOi 6e31eKn JOKYMEHTIB IiATpUeEMCTBA Ha OCHOBI
HEYITKOIi JIOTIKM i MeTOAy aHali3y iepapxiil; po3po6Ka riopuIHOrO METOY BUSIBJIEHHS] BTOPTHEHb Ha OCHOBI MOJI€JIi
aHCaM0J1eBOTr0 HaBYaHHS 3 BUKOPUCTAHHSIM aJIFOPUTMIB HEUiTKO] JIOTiKY; po3p0o6Ka METOLYy OOpaHHs Habopy O3HaK
IIJIs1 HABYaHHS Mojiesielt kiacudikallii BToprHeHb 3 BAKOPUCTaHHSIM aJTOPUTMIiB MAaIIMHHOTO HABYaHHSI i HEYiTKO1
JIOTiKM; OCiTKeHHs e(eKTUBHOCTI 3aIIPOTIOHOBAHUX METOJIiB BUSBJIEHHSI BTOPTHEHb Ta PO3pPOOKa peKoMeHAalii
1070 iX 3aCTOCYBaHHS B CUCTEMI yIIpaBJliHHS iHpOpMalliliHOIO 6e3MeKolo mignpremcTsa. HaykoBa HOBU3HA
OTPUMAaHUX Pe3yJbTaTiB JOCJIIPKEHHS II0JISITa€ B HACTYITHOMY. Briepiie po3po6sieHo riopuaHUI METO, BUSBJIEHHS
BTOPTHEHb [0 KOPIIOPATUBHOI MepesKi, HOBU3HA SKOTO I0JIsIrae y BUKOPMCTaHHI aHCaMb1eBOTo Migxoay Ha 6asi
aJITOPUTMIB HEYITKOI JIOTIKY 1J151 IO€IHAHHS pe3yJIbTaTiB Kiacu@ikalii JaHUX OKPEMUMHU MOZEJSIMA MAIIMHHOTO
HaBYaHH4, 110 3a0€31e4nsIo 6ibll BUCOKY TOYHICTb y NOPIBHSIHHI 3 iCHYI0UMMU MeTogamMu. OTpUMaB MOAAJIbIINI
PO3BUTOK MeTOJ, 0OpaHHs HabOpPy O3HAK [1J1 HaBYaHHs KylacuQikaTopiB BTOPTrHEHbD, IKUM Ha BiIMiHY Bifl iHIINX
6a3yeTbCs Ha aHCaMObJ1€BOMY IIiAXO[li 3 BUKOPMCTAaHHSM HEUiTKOI JIOTiKY [1J1s1 OL[iHKY BaXXKJIMBOCTI O3HAKH, 110 JAJI0
MOXJIMBICTb MiABUIIATA HAZLIMHICTh Ta 3MEHIINUTH PO3MIPHICTh HA60pY 03HaK. OTprMasa MNOAANIbIINI PO3BUTOK
MOJeJIb OLiIHKY PU3UKIB iHpopMaliliHoi 6e3Iexky LOKyMeHTIB MigIIPUEMCTBA 32 paxyHOK gopmadizarii ix
CTPYKTYpH, olepaliil HaJ, HUMU Ta (PaKTOpiB NOPYLIEHHS iX 11iNiCHOCTI, KOHPiIEeHIIHOCTi Ta JOCTYIHOCTI Ha
OCHOBI HEUITKOI JIOTIKM 1 METOAY aHaJIi3y iepapxill, 0 Jajio MOKJIUBICTb BpaxyBaTy HEBU3HAYEHICTb Ta PO3MUTICTD
indopmauii mono cknangosux Hebesneku. [IpakTUyHe 3HaUEHHS OJlepKaHUX Pe3yJIbTaTiB M0JIAra€e B 30ibIIEHH]
IIBUJIKOZI] Ta TOYHOCTi POGOTH aHAJIITUYHOrO 6JI0KY CUCTEMMU YIIPaBJiHHS iHpopmMalliiiHO 6e3MeKo0 Y CKiami
iHopmaliitHOi cucTemMu NigIIPUEMCTBA. 3aCTOCYBaHHS 3alIPOIIOHOBAHOTO METOY OOPaHHS Habopy O3HaK sl
HaBYaHHSA Mogesel Kiacudikanii BTOprHeHb J03BOJIMIIO 3MEHIINTY Yac HaByaHHS Ha 50-60% Ta ckopoTuTy 4ac
BUSIBJIEHHSI MOKJIMBOTO BTOPrHEHHS Ha 30-40% 3a paXyHOK MiJIBUILIEHHS HAIiMHOCTI Ta 3MEHIIEHHS PO3MipHOCTI
HabOpy O3HaK. BUKOpUCTaHHS pe3yJbTaTiB AOCIIIPKEHHS LO3BOJISIE 30i/IbIIUTH TOYHICTb BUSIBJIEHHS BTOPTHEHD 1O
KOPIOPAaTUBHOI MepeXi MiANpUeMCTBA y NIOPiBHSIHHI 3 iCHYI0UMMU MeTofamu Ha 3-5%. Pe3ysibTaTu AucepTauiiiHoi
po60TH NpUitHATO 10 BripoBaaxeHHs B TOB "Xyaseii Ykpaina“, B TOB "PEHTCO®T", B HaB4asbHOMY NpoLeci
Jep>kaBHOTO yHiBepcuTeTy iHpopMaLiiHO-KOMYHIKalliHUX TeXHOJIOri!. BupieHne B JaHOMY AucepTaLiiHOMY
IOCJiI)KeHHI HayKOBE 3aB/IaHHS Ma€ iCTOTHE 3HAU€HHSI /1J11 TEOPETUYHUX | MPUKIIAHUX OCHOB OLIiHKY PU3UKIB
iHpopmaLiitHOi 6e3neKn Ta NOOYLOBU CUCTEM BUSIBJIEHHSI BTOPTHEHD IIPU YIIPABJIiHHI iIHPOPMAaLiIHOIO 6€3I1EKOI0
nignpuemcts. KiouoBi cioBa: iHpopmariiiHa 6e3rneka, iHpopmaliiiHa TEXHOJIOTisI, MAlIMHHE HAaBYaHHSI, HEeYiTKa
Jiorika, cUCTeMa BUSIBJIEHHS aTakK, HailiHiCTh PO3Mi3HaBaHHS MOJil, HeHoJIiKu 6e3neky Mepexi, Kibepboesrexa,
VIPaBJliHHS PU3UKAMU KibepOe3neKku, MOZEeJb, BPas3IMBOCTI iHPOpMaLiliHUX CUCTEM, aHCaMbJjleBe HaBYaHHS,

iHpopMmallist, MOXKJIMBICTb IPABUIBHOTO BUSIBJIEHHS, 0OPAHHSI O3HAK.

2. Anotation. Aseeva L.A. Management of information security of the enterprise using methods of machine learning
and fuzzy logic. - Qualifying scientific work on manuscript rights. Dissertation for obtaining the scientific degree
of Doctor of Philosophy in the field of knowledge 12 - Information technologies in the specialty 125 -
Cybersecurity. - State University of Information and Communication Technologies, Kyiv, 2023. Modern enterprises
actively use information systems and technologies in their activities, they have become an integral part of business
and everyday life, therefore ensuring the reliability and security of these systems is a very important task. One of
the main components of the construction and use of cyber protection systems is the assessment of information
security risks and the detection of network intrusions. The dissertation work is devoted to the solution of the



actual scientific task of developing models, methods and algorithms of the information security management
system as part of the information system of the enterprise based on the approaches of machine learning and fuzzy
logic. The purpose of the dissertation is to increase the speed and accuracy of the analytical unit of the
information security management system as part of the company's information system due to the development of
appropriate models, methods and algorithms based on machine learning approaches and fuzzy logic. To achieve
the specified goal, the following partial tasks were performed: review of existing approaches to managing
information security of the enterprise and ensuring cyber security; creation of a risk assessment model for
information security of enterprise documents based on fuzzy logic and the method of analyzing hierarchies;
development of a hybrid intrusion detection method based on an ensemble learning model using fuzzy logic
algorithms; development of a method for selecting a set of features for training intrusion classification models
using machine learning algorithms and fuzzy logic; study of the effectiveness of proposed intrusion detection
methods and development of recommendations for their application in the information security management
system of the enterprise. The scientific novelty of the research results is as follows. For the first time, a hybrid
method of detecting intrusions into the corporate network was developed, the novelty of which is the use of an
ensemble approach based on fuzzy logic algorithms to combine the results of data classification by separate
machine learning models, which ensured higher accuracy compared to existing methods. The method of selecting
a set of features for training intrusion classifiers received further development, which, unlike others, is based on an
ensemble approach using fuzzy logic to evaluate the importance of a feature, which made it possible to increase
reliability and reduce the dimensionality of the set of features. The information security risk assessment model of
the company's documents received further development due to the formalization of their structure, operations on
them and factors of violation of their integrity, confidentiality and availability based on fuzzy logic and the method
of analysis of hierarchies, which made it possible to take into account the uncertainty and blurring of information
about the components of danger. The practical significance of the obtained results lies in increasing the speed and
accuracy of the analytical unit of the information security management system as part of the company's
information system. The application of the proposed method of selecting a set of features for training intrusion
classification models made it possible to reduce the training time by 50-60% and reduce the time to detect a
possible intrusion by 30-40% due to increasing reliability and reducing the dimensionality of the set of features.
The use of research results allows to increase the accuracy of detection of intrusions into the company's corporate
network by 3-5% compared to existing methods. The results of the dissertation work have been accepted for
implementation in Huawei Ukraine LLC, in RENTSOFT LLC, in the educational process of the State University of
Information and Communication Technologies. The scientific task solved in this dissertation study is of significant
importance for the theoretical and applied foundations of information security risk assessment and the
construction of intrusion detection systems in the management of information security of enterprises. Keywords:
information security, information technology, machine learning, fuzzy logic, attack detection system, reliability of
event recognition, network security flaws, cyber security, cyber security risk management, model, vulnerabilities
of information systems, ensemble learning, information, possibility of correct detection, feature selection.
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