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Pedepar:

1. Anoranis. Aceesa JLA. YripaBiiHHS iHOPMaLiiiHOIO 6€31E€KOI0 MiAIIPUEMCTBA 3 BUKOPUCTAHHSIM METOZIB
MalIHHOTO HaBYaHHs Ta HediTKoi jioriky. — Keasnidikanifina HaykoBa npalis Ha [paBax pykonucy. Jluceprauis Ha
300y TTsI HAYKOBOTO CTYyIIeHs AOKTOpa ¢inocodii B ranmysi 3HaHb 12 - IHpopmaliiiHi TexHoJIOorii 32 creljiaabHICTIO
125 - Kibepb6esneka. - [lep>kaBHUil yHiBEpCUTET iHpOpMaliiiHO-KOMYHIiKaliliHuX TexHoorii, Kuis, 2023. Cyyachi
HiANpreMCTBA aKTUBHO BUKOPUCTOBYIOTh iHPOPMaIIiliHi cucTeMH i TeXHOJIOTII B CBOIl [isJIbHOCTI, BOHU CTaJIN
HEBiJ'€eMHOIO YaCTUHOIO Oi3HECY Ta IMOBCSIKIEHHOIO XXUTTSI, TOMY 3a0e3I1eYeHHs HallilHOCTi Ta 6€3M1eKU LIUX CUCTEM
€ Iy>)K€ BKJIMBYM 3aBAaHHAM. OJHUMHU 3 OCHOBHUX CKJIQJIOBUX [TOOYJOBU Ta BUKOPUCTAHHS CUCTEM KiOEP3axUCTy €
OLIiHKA pU3MKiB iH(pOpMaliliHOi 6e311eKU Ta BUSBJIEHHS] MEPEKEBUX BTOPTHEHb. JlucepTaliiiHa po6oTa MpUCBsSYeHa

BUPIIIEHHIO aKTyaJIbHOTO HAYKOBOTO 3aBJAHHS 3 PO3POOKU MOJiesiell, MeTO/IiB Ta aIFOPUTMIB CUCTEMU YIIPABJIiHHS



iH(popMaLiiiHO0 6€3MeKOoI0 Y CKiIazi iHpopMaLifiHOI CUCTEMU MiAIIPUEMCTBA HA OCHOBI MiAXO01iB MAIMHHOTO
HaBYaHHS Ta HEYIiTKOi Jloriku. MeTolo qucepTaniiHoi po60TH € 301/IbIIIEeHHS IBUIKOIIi i TOYHOCTI po60TU
aHaJIITUYHOrO 6JIOKY CMCTEMU YIPaBJliHHS iHPopMaliliHoO 6e3I1eKoI0 y ckiafi iHpopmaliiiHoi cucremu
HiANPUEMCTBA 32 PaXyHOK PO3POOKU BiAIIOBIIHNX MOZEJIE, METO/IIB Ta aJIFOPUTMIB HA OCHOBI MiIXOJiB MAIIMHHOTO
HaBYaHHS Ta HEUiTKOI JIOTiKu. [I71s1 HOCSITHEeHHS 3a3HaueHOi MeTH 0yJI0 BUKOHAHO HACTYIIHI YaCTKOBI 3aBLAHHS:
OTJIS17, iICHYIOUHMX MiXO/iB [0 YIIpaBiiHHs iHpopMaLiliHO 6e3M1eKO0l0 MiIpUeMCTBA Ta 3a6e31eYeHHs
Kibepbe3neKky; CTBOPEHHS MOZEJIi OL[iHKY PU3UKIB iH(POpMaLiifiHOi 6e31eKn JOKYMEHTIB IiATIpUEMCTBA HA OCHOBI
HEYiTKO] JIOTiKY i MeToAy aHami3y iepapxiii; po3po6Ka riopuiHOro MeTOYy BUSIBJIEHHS BTOPTHEHb HAa OCHOBI MOJieJli
aHcam06J1eBOro HaBYaHHS 3 BUKOPUCTAHHSIM aJIFOPUTMIB HEYITKOI JIOTiKY; po3po6Ka MeToAy OOpaHHs Habopy O3HaK
IIJIs1 HABYaHHS MoJiesielt kiacudikallii BTOprHeHb 3 BAKOPUCTaHHSIM aJTOPUTMIB MaIIMHHOTO HABYaHHSI i HEYiTKOI
JIOTiKY; NOCIIiIPKEHHS €(PEKTUBHOCTI 3alIPONIOHOBAHUX METO/IIB BUSIBJIEHHSI BTOPTHEHB Ta PO3P0OOKA PEKOMEH AN
1[0/10 iX 3aCTOCYBaHHS B CUCTEMI yPaBJliHHA iH(popMaliiiHO 6e31eKolo nignpuemMcTsa. Haykosa HoBU3HA
OTPUMAaHUX Pe3yJbTaTiB JOCJIIPKEHHS II0JISITa€ B HACTYITHOMY. Briepiie po3po6sieHo riopuiHUi METO, BUSBJIEHHS
BTOPTHEHb [0 KOPIIOPATUBHOI MEPesKi, HOBU3HA SKOTO IMOJIsIra€ y BUKOPUCTaHHI aHCaMbJIeBOTO Migxoay Ha 6asi
aJITOPUTMIB HEYITKOI JIOTIKY 1J1s1 IO€IHAHHS Pe3yJIbTaTiB Kiacu@ikalii JaHUX OKPEMUMHU MOZEJISIMA MAIIMHHOTO
HaBYaHHS, 110 3a6e31e4nsio 6ibLI BUCOKY TOYHICTb Y IIOPIiBHSHHI 3 icHylounMy MetogaMu. OTpUMaB MOJAJIbIINH
PO3BUTOK METOJ, 0OpaHHs HabOpy O3HAK /11 HaBYaHHs KyacugikaTopiB BTOPTrHEHb, IKUI Ha BiIMiHY Bif| iHIINX
6a3yeTbCs Ha aHCaMOJI€BOMY IIiAXO[li 3 BAKOPMCTAaHHSM HEUiTKOI JIOTiKY [1J11 OL[iHKY BaXXKJIMBOCTI O3HAKY, 1O [AJI0
MO>KJIMBICTb MiIBUIIUTY HAAiMHICTh Ta 3BMEHIINTH PO3MIPHICTb Ha60py 03HaK. OTprMasa MoAaabIni PO3BUTOK
MOZeJIb OLiHKY PU3UKIB iHpopMaliiiHOi 6e3reKu TOKyMeHTIB MiJIIPUEMCTBA 32 paxyHOK gopmaiizanii ix
CTPYKTYpH, ollepaliil HaJ, HUMU Ta (PaKTOPiB NOPYLIEHHS iX 11iNiCHOCTI, KOHPiIEeHLIHOCTI Ta JOCTYITHOCTI Ha
OCHOBI HEUITKOI JIOTIKM i METOAY aHai3y iepapxii, 0 Jajio MOKJIUBICTb BpaXyBaTy HEBU3HAYEHICTb Ta PO3MUTICTD
indopmauii momo cknagoBux Hebesneku. [I[pakTuyHe 3HaAUEHHS! OJlepKaHUX Pe3yJsIbTaTiB MOJISITa€e B 30iJIbIIEHHI
IIBUJIKOZi] Ta TOYHOCTi POGOTH aHAJIITUYHOrO 6JI0KY CUCTEMMU YIIPaBJliHHS iHpopmMalliiiHOO 6€3MeKoI0 Y CKiami
inpopmauinHoi cucTeMU NiAIIPUEMCTBA. 3aCTOCYBaHHS 3alIPpOIIOHOBAHOTO METOY OOPaHHS HabOpy O3HAK sl
HaBYaHHS Mogesel Kiaacudikalii BToprHeHb J03BOINIIO 3MEHIINTH Yac HaB4yaHHS Ha 50-60% Ta CKOpPOTUTH 4Yac
BUSIBJIEHHSI MOKJIMBOTO BTOPrHEHHS Ha 30-40% 3a paXyHOK MiJIBUILIEHHS HAIiMHOCTI Ta 3MEHIIEHHS PO3MipPHOCTI
HaboOpy O3HaK. BUKOpUCTaHHS Pe3yJbTaTiB AOCIIIPKEHHS LO3BOJISIE 301IbIIUTY TOYHICTb BUSIBJIEHHS BTOPTHEHD 1O
KOPIOPaTUBHOI MEPEeXi MiAIIpUeMCTBA y IOPIBHSIHHI 3 iCHyIouMMHU MeToIaMu Ha 3-5%. PesysbTaTu gucepTauiitHoi
poboTu npuitHATO N0 BripoBamkeHHs B TOB "Xyageit Ykpaina", B TOB "PEHTCO®T", B HaBYaIbHOMY IIpOLieci
JepxaBHOTO yHiBepcuTeTy iHpopMaLiflHO-KOMYHIKalliHUX TeXHOJIOT. BupieHne B JaHOMY AucepTaLiilHOMY
IOCJiIKEeHHI HayKOBE 3aBJAHHS Ma€ iCTOTHE 3HAUY€HHSI /1J11 TEOPETUYHUX i MPUKJIAHUX OCHOB OLIiHKM PU3UKIB
inpopmaliitHoi 6e3neku Ta Mo6yL0BM CUCTEM BUSIBJIEHHS] BTOPTHEHbD IIPY YIIPABJIiHHI iHpOpMaLiiiHOIO 6€3M1E€KOI0
nignpuemcTs. KiouyoBi cioBa: iHpopmarliiiHa 6e3mneka, iHpopmaliiiiHa TEXHOJIOTisI, MalllMHHE HaBYaHHSI, HevYiTKa
Jiorika, cUCcTeMa BUSBJIEHHS aTakK, HaAilHICTh pO3Mi3HaBaHHS MOZil, HEHOJiKU 6e3neKy Mepexi, Kibepoesrexa,
yIIpaBJIiHHS PU3UKAMU KibepOe3neKu, MOZeb, Bpa3InBOCTi iHpOpMaLifiHUX CUCTEM, aHCAaMOJleBe HaBYaHHS],

iHopmarisi, MOKIIMBICTh IIPABUIIBHOTO BUSIBIIEHHS, OOpPaHHS O3HaK.

2. Anotation. Aseeva L.A. Management of information security of the enterprise using methods of machine learning
and fuzzy logic. - Qualifying scientific work on manuscript rights. Dissertation for obtaining the scientific degree
of Doctor of Philosophy in the field of knowledge 12 - Information technologies in the specialty 125 -
Cybersecurity. - State University of Information and Communication Technologies, Kyiv, 2023. Modern enterprises
actively use information systems and technologies in their activities, they have become an integral part of business
and everyday life, therefore ensuring the reliability and security of these systems is a very important task. One of
the main components of the construction and use of cyber protection systems is the assessment of information
security risks and the detection of network intrusions. The dissertation work is devoted to the solution of the
actual scientific task of developing models, methods and algorithms of the information security management
system as part of the information system of the enterprise based on the approaches of machine learning and fuzzy
logic. The purpose of the dissertation is to increase the speed and accuracy of the analytical unit of the



information security management system as part of the company's information system due to the development of
appropriate models, methods and algorithms based on machine learning approaches and fuzzy logic. To achieve
the specified goal, the following partial tasks were performed: review of existing approaches to managing
information security of the enterprise and ensuring cyber security; creation of a risk assessment model for
information security of enterprise documents based on fuzzy logic and the method of analyzing hierarchies;
development of a hybrid intrusion detection method based on an ensemble learning model using fuzzy logic
algorithms; development of a method for selecting a set of features for training intrusion classification models
using machine learning algorithms and fuzzy logic; study of the effectiveness of proposed intrusion detection
methods and development of recommendations for their application in the information security management
system of the enterprise. The scientific novelty of the research results is as follows. For the first time, a hybrid
method of detecting intrusions into the corporate network was developed, the novelty of which is the use of an
ensemble approach based on fuzzy logic algorithms to combine the results of data classification by separate
machine learning models, which ensured higher accuracy compared to existing methods. The method of selecting
a set of features for training intrusion classifiers received further development, which, unlike others, is based on an
ensemble approach using fuzzy logic to evaluate the importance of a feature, which made it possible to increase
reliability and reduce the dimensionality of the set of features. The information security risk assessment model of
the company's documents received further development due to the formalization of their structure, operations on
them and factors of violation of their integrity, confidentiality and availability based on fuzzy logic and the method
of analysis of hierarchies, which made it possible to take into account the uncertainty and blurring of information
about the components of danger. The practical significance of the obtained results lies in increasing the speed and
accuracy of the analytical unit of the information security management system as part of the company's
information system. The application of the proposed method of selecting a set of features for training intrusion
classification models made it possible to reduce the training time by 50-60% and reduce the time to detect a
possible intrusion by 30-40% due to increasing reliability and reducing the dimensionality of the set of features.
The use of research results allows to increase the accuracy of detection of intrusions into the company's corporate
network by 3-5% compared to existing methods. The results of the dissertation work have been accepted for
implementation in Huawei Ukraine LLC, in RENTSOFT LLC, in the educational process of the State University of
Information and Communication Technologies. The scientific task solved in this dissertation study is of significant
importance for the theoretical and applied foundations of information security risk assessment and the
construction of intrusion detection systems in the management of information security of enterprises. Keywords:
information security, information technology, machine learning, fuzzy logic, attack detection system, reliability of
event recognition, network security flaws, cyber security, cyber security risk management, model, vulnerabilities
of information systems, ensemble learning, information, possibility of correct detection, feature selection.
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