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1. 3abe3neyeHHs KPUMiHOJIOTIYHOI 6€3MeKU Ta 3aM00iraHHs 3JI0Y4MHHOCTI y cepi BUKOPUCTaHHS LU(PPOBUX
TEXHOJIOTIN B YKpaiHi

2. Ensuring criminological security and crime prevention in the field of digital technology use in Ukraine

Pedepar:

1. Incepralist pucBsY€Ha KOMILJIEKCHOMY [OCJIiIPDKEHHIO KPUMiHOJIOriYHOi 6e3neku y cepi BUKOPUCTaHHS
M(pPOBUX TEXHOJIOTIN B YKpaiHi, a TaKOXK aHajli3y HaIlpsIMiB 3al106iraHHs 3J104MHHOCTI Y c(pepi BUKOPUCTAHHS

1M POBUX TEXHOJIOTI i HA OCHOBI LIbOTO, PO3PO6ILIi MPONO3NLiH IOAO0 BOOCKOHAJIEHHS 3aKOHOIaBCTBA Y
IocinkysaHilt cepi. 3 mosiBoro 1udpoBOro 6aHKIHIy Ta HUPPOBUX TEXHOJIOTIHN BiIKpUIKCS U HOBI LUISIXU 10
KpUMiHayIbHOI Ta HE3aKOHHOI JisIIbHOCTI, a/ike IM(POBi TEXHOJIOTI] 3aITPOBaiUIN HOBI BUIU BUNMHEHHS
MIPOTUIIPABHOI Jis/ILHOCTI y Uil cepi; po3MUPUIN MOKIUBOCTI [ill 37I0YMHILIB, HAalouy iM Maii>ke HEOOMEXKeHUIN
ry106aJIbHU JOCTYII; 30008132711 MOTEHLIMHNX XKepPTB (TPOMaisiH, KOMIIaHil, IepsKaB TOIIO) IYKATH Ta PO3POOJISITU
HOBIi CII0COOU 3aXUCTY Bif IPOTUIIPABHOTO BILIMBY i HABiTh 3alpOBaJiny HOBi BUJIM KPMMiHaJbHUX [IPABONIOPYIIEHD
3 BUKOPUCTaHHSIM IIU(PPOBUX TEXHOJOTIN. Y poOOTi BCTAHOBJIEHO, 1110 JOTPUMAaHHS Ta 3a6e3neyeHHs
KPUMIHOJIOTIUHO] 6e3neku y cepi [udpoBUX TEXHOIOTIN € BATOMUM ITPIOPUTETOM Y CUCTEMI AE€P>KaBHOI,

€KOHOMIYHO1i, Hal[ioHaJIbHOI 6e3reKky YKpaiHu 3arajom Ta Kibepoesneku 3okpema. 11[o06 HanexXHUM YMHOM



peani3oByBaTy 3a3HAYEHUN IPIOPUTET, MOTPIOHO B IEPLIY YEPTy IOCUIIOBATA CIIPOMOXKHOCTI Hal[iOHAIbHOI
cructemu Kibepbeseku 3 MeTOI0 NPOTuii Kibepsarposam, Kibepatakam Ta KibepiiaxpacTBaM y Cy4acHOMY
0€e311eKOBOMY CepeloBUILi. 3a3HaY€HO, 110 IIOTPiOHO PO3POOUTH [Ii€BY CUCTEMY 100 €PEeKTUBHOI IPOPinakTUKU
IpaBoIopyLleHb y chepi LUPPOBUX TEXHOJIOTIN HA OCHOBI YiTKO BCTAHOBJIEHMX 3aKOHOJIABYMX BUMOT, SIKi [IOBUHHI
peryJiroBaTH Leil mpouec. ABTOpoM c(OPMYJIbOBaHi MPONo3ullii mog0 PO3pOOKU Ta MPUIHSTTS Ha 3aKOHOIABYOMY
piBHi CTparerii 3ano6iraHHs 3JI04MHHOCTI 3 BUKOPUCTaHHSIM IU(PPOBUX TEXHOOTIH. 3anpornonoBaHa CTpaTeris
IIOBUHHA MICTUTU KOHKPETHi HallpsIMU Ta 3aXO0/11, CIIPSIMOBAHI Ha BUKOPUCTAHHS MPPOBUX TEXHOJIOTIH 100
3aro6iraHHs pPi3sHUM BUJIAM 37I0YMHHOCTI Ha 3arajlbHOCOLIiaIbHOMY, CllelliaIbHO-KPUMIiHOJIOTIYHOMY Ta
iHguBinyanbHOMY piBHSIX. TakoX BOHA ITOBMHHA 06a3yBaTUCS HA OCHOBI BUBYEHOT'O Ta JOCJIiIKEHOT0 TIO3UTHUBHOTO
3apyODKHOrO 4OCBinY, 010 BUKOPUCTAaHHS IU(PPOBUX TEXHOJIOT 3 METOIO 3al100iraHHs 3JI0UMHHOCTI, SKUI MO>KHA
iMIIJIEeMeHTYyBaTH y HallioHaJIbHE 3aKOHOAABCTBO i HAa OCHOBI 1[bOTO HANPSIMU, 100 BI,OCKOHAJIEHHS AisJIbHOCTI
IIPAaBOOXOPOHHMX OPraHiB Ta HaBYaHHS (axiBlLiB HajeXXHOI KBastidikalii BiinoBigHO 10 PO3BUTKY LAQPOBi3alLlii.

2. The dissertation is devoted to a comprehensive study of criminological security in the field of digital technology
use in Ukraine, as well as an analysis of crime prevention in the field of digital technology use and, based on this,
the development of proposals for improving legislation in the researched field. With the advent of digital banking
and digital technologies, new avenues for criminal and illegal activities have opened up, because digital
technologies have introduced new types of illegal activities in this area; expanded the capabilities of criminals,
giving them almost unlimited global access; obliged potential victims (citizens, companies, states, etc.) to seek and
develop new ways of protection against illegal influence and even introduced new types of criminal offenses using
digital technologies. The work established that the observance and provision of criminological security in the field
of digital technologies is a significant priority in the system of state, economic, national security of Ukraine in
general and cyber security in particular. In order to properly implement the specified priority, it is necessary, first
of all, to strengthen the capabilities of the national cyber security system in order to counter cyber threats, cyber
attacks and cyber fraud in the modern security environment. It is noted that it is necessary to develop an effective
system for the effective prevention of offenses in the field of digital technologies based on clearly established legal
requirements that should regulate this process. The author formulated proposals for the development and
adoption at the legislative level of the Strategy for the prevention of crime using digital technologies. The proposed
Strategy should contain specific directions and measures aimed at the use of digital technologies to prevent
various types of crime at the general social, special criminological and individual levels. It should also be based on
the studied and researched positive foreign experience regarding the use of digital technologies for the purpose of
crime prevention, which can be implemented into national legislation and, based on this, directions for improving
the activities of law enforcement agencies and training properly qualified specialists in accordance with the
development of digitalization.
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