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1. Y puceprauii 3arporoHOBaHO HOBE BUPIlIEHHSI HAYKOBOTO 3aBAHHSI, [TOB'SI3aHOTO 3 (POPMYBaHHSIM METOIVKU
PO3CJliyBaHHS MaxpaicTB 3 6aHKIBCbKMMU KapTKaMu. [IpoaHanizoBaHO HayKOBi Iifgxony 0o popMyBaHHS Ta
peaizalii KpUMiHaJIICTMYHOI XapaKTEPUCTUKU K HEBi’eMHOTO €JIEMEHTY METOIVKHU PO3CIIiAyBaHHS MAXPaiCTB 3
0aHKiBCbKMMH KapTKaMU. 3alIpONIOHOBAHO i/l KPUMiHAIICTUYHOIO XapaKTEPUCTUKOIO MAaXPalCTB 3 6aHKiBCbKUMU
KapTKaMM PO3yMiTV CUCTEMHUI ONKC 3aKOHOMIPHUX O3HAK €JIEMEHTIB MEXaHi3My BUMHEHHS BKa3aHOTO Pi3HOBULY
IIPOTUIIPABHOI [iJILHOCTI, IKUH Bilirpae OpPi€HTOBHY POJIb IiJ 4acC IIPUMHSATTA OPTaHOM IOCYAOBOIO PO3CIIigyBaHHS
[IPOLIECYaJIbHUX PillleHb Ta IPOBEIEHHS IPOLECYaIbHUX [ill Y KpUMiHAJIbHOMY IIPOBAI)KEHHI B yMOBaX
indopmaniitnoro gedinury. loBeneHo, o CTPYKTypa KPUMiHaMICTUIHOI XapaKTePUCTYUKY IIaXPaNCTB 3
0aHKiBCbKMMU KapTKaMU 3yMOBJI€HA [lepelyCiM 0COOIMBOCTIMM KPUMiHAIbHO-TIPABOBOI XapaKTEPUCTUKU
BKa3aHOTO Pi3HOBUY KPUMiHAJIBHUX NIPABONOPYIIEHDb | MEXaHI3MOM iX YYMHEHHS. ADTYMEHTOBAHO, L0 €JIeMEHTaMU
KPUMiHaMiCTUYHOI XapaKTepUCTUKY IaXpancTB 3 6aHKIBCbKUMU KapTKaMmu €: 1) TUIoBi criocoby; 2) yac, Micue,

00CTaHOBKa Ta TUIIOBI Cifx; 3) 0coba 3/I0YMHIS Ta 0C06a MOTEPIILIOro. 3'5COBaHO, 1O MAaXPaiChbKi CXeMU 3



0aHKiBCbKMMU KapTKaMU XapaKTe€PHU3YIOTbCSs BEJIMKUM Pi3HOMAHITTSIM. OGIPYHTOBAHO, 110 CIIOCOOU BUMHEHHS
IaxpaiCTB 3 6aHKIBCbKUMU KapTKaMU € [IOBHOCTPYKTYPHUMU Ta MiCTSITh TUIIOBI [iii 3 iIrOTOBKH, 6€3[10CcepeiHbOro
BUYMHEHHS Ta IIPMXOBYBaHHS BKa3aHMX KPUMMiHAJIbHMX IIPAaBONOpyLeHb. KOHCTaTOBaHO, 110 060BSI3KOBUMU Ta
iH(OpMATUBHMMU €JIEMEHTAMHU KPMMIHAJIICTUYHOI XapaKTEPUCTUKHU € 4ac, Miclie, 0OCTaHOBKA Ta TUIIOBi CJIigu
IIaxpaicTB 3 6aHKIBCbKUMHU KapTKamu. 3'COBAHO, 110 AOCIiIKYBaHi KpMMiHa/bHi IPAaBONOPYIIEHHS
XapaKTepU3yIThCs LIMPOKOIO reorpadieto Ta OXOIIIOITh YCi perionu Ykpainu. BogHovac 37104MHILi MOXYThb
nepebyBaTy (aKTUYHO 33 MeXKaMHU YKpaiHu. BCcTaHOBIIEHO, 1110 YaCc BYMHEHHS! axXpalCcTB 3 6aHKIBCbKMMU KapTKaMU
3aJI€KUTD Bifl KOHKPETHOI MIaxpaiiCbKOI CXeMU Ta MOXKe 36iraTucs 3: po6041M 4acoM OGAHKIBCbKUX YCTAaHOB, YaCOM
3HSTTS KOIITIB 3 0aHKOMATIB, 4aCOM 3[ifICHEHHS OHJIalH-TIOKYIIOK, YacOM O(pOpMJIEHHS LOIIOMOTH (COLianbHOi
BUILJIATH) TOIIO. BU3HaYeHO 06CTaHOBKY BUMHEHHS 1IaXpaiCTB 3 6aHKiBCbKMMU KapTKamu. BuokpemieHo i
0XapaKTepU30BaHO TUIIOBI CJIigy MaxXpancTB 3 6aHKIBCbKUMU KapTKaMu: 1) MaTepiasibHi caigy (Mo6inbHI TenedoHu,
KOMITIOTEpHi cucTemu, HOyTOykU, Wi-Fi-poyrepu, npuctpoi a1 cKimiHry, 6aHKiBCbKi KapTKH, JOKYMEHTH (SIK
odiniiiHi (IOKyMeHTH, sKi POpMYIOTh OAaHKIBCbKY CIIPaBy; BUIIMCKYU (B €JIEKTPOHHOMY Ta [1allepOBOMY BUTJISIZ) ITPO
PYX I'POIIOBUX KOIITIB 10 6aHKIBCHKUM PaxyHKaM; iHIII JOKYMEHTH, 1[0 MiCTITh OaHKIBCbKY TAEMHULIIO Ta
[IEPCOHAJIbHI 1aHi 0COOM), TaK i YOPHOBI 3anMcH), FPOLIOBI KOLITH, CIELialbHA JiTeparypa); 2) uudpoBi cigu
(indpopmatiist mpo HOMepU MOGIIBbHUX TesledOHIB, Ha SIKi MiIK/II0YeHa II0Cayra CMC-iH(pOpMYyBaHHS IIPO PyX
IPOIIOBUX KOIUTIB 10 6aHKIBCbKUX paxyHKax, IP-anpecu, GPS-koopaunatu tTa MAC-anpecy, 3 SIKUX 37iICHIOBaBCS
BXif] y Be6OAHKIHT; IepenucKa B MECEHIKepax, COLiaJIbBHUX MepPesKax; OOJIKOBI 3alK1CH (aKKayHTH) B COLiaJIbBHAX
MeperKax; IOCTU Ha CTOPiHKax B COLiaJIbHUX MepesKax; Bijeo3anucu (poTo3HIMKM) 3 KAMED CIIOCTEPEKEHHS,
30KpeMa 6aHKOMATiB Tol10); 3) ifeasbHi cainy (ysaBHI 00pa3u B IaM’sITi )KepPTB IaXxpaiChbKUX CXeM; 1axpais; ocio,
110iHpOPMOBAHNMX ITPO OKPEMi O6CTAaBUHU BUMHEHHS KPUMiHAJIbHOTO [IPAaBONIOPYIIEHHS; 06i3HaHUX OCi0;
IIpaLiBHUKIB IPAaBOOXOPOHHMX OPTaHiB, SIKi BUSBUWIN Ta IPUIIMHUIIY IPOTUIIPABHY [isJIbHICTb MAXpPaiB, TOLIO).
YcTaHOBIIEHO, 0 0c06a 37I0YMHIIS Ta 0C06a MOTEPIIIOrO € BaXKJIMBUMU 3 iHPOPMAILiIITHOTO aCEKTy eJleMEHTaMU
KPUMiHa/IiCTUYHOI XapaKTepPUCTUKY aXPanCTB 3 6aHKIBCbKUMU KapTKaMHu, 60 ix 3HaHHS Jja€ 3MOT'y CBOEYaCHO
CKOpEryBaTH IJIaH PO3CJlilyBaHHS, BUCYHYTU OKPEMi Bepcii Ta BU3HAYUTU MIJISIXU iX IEPEBiIPKU 3 ypaxyBaHHS
IIPOrHO30BaHUX BapiaHTiB MOCTKPUMiHAJIbHOI IOBEiHKY yYaCHUKIB MAaXpalCbKUX CX€M. YCTAHOBJIEHO, IO 0c06a
3JI0YMHIS MICTUTD JlaHi eMorpadiyHoro xapakTepy, MOpajbHi Ta IICUXO0JIOTiUHi BIaCTUBOCTI. AKIIEHTOBAHO yBary
Ha TOMY, 10 [TIOTEPIiJIMM BiJl IaXpaicTB 3 6aHKIBCbKUMU KapTKaMu MO>Xe OyTU 5K Qi3nyHa, TaK i opuguiHa 0cooba,
SKiil IMM KpUMiHa/JIbHUM NIPABOIOPYIIEHHSIM 33aBIaHO IIKOAU. BCTaHOBJIEHO, IO NOTEPIIIMMU I0PUIMYHUMUI
ocobaMu Bif, maxpancTB 3 6aHKIBCbKMMU KapTKaMU € He TiIbKY OaHKIBChKi yCTaHOBH, a 11 HeOaHKiBChbKi (piHAHCOBI
YCTaHOBY, a TAKOX OllepaTopy nomToBoro 38’s13Ky (Hosoi nomry, Ykpnomwry, Meest Express, Delivery Group To10).
BrokpemMiieHo 11 0xapaKTepu30BaHO 03HaKU i3M4YHOi 0c0o6U, 5IKa € MIOTEPIIIIOI0 Bifl axparicTBa 3 6aHKiBCbKUMU

KapTKamHu.

2. The thesis proposes a new solution to the scientific problem related to the formation of a methodology for
investigating fraud with bank cards. The author has analyzed the scientific approaches to the formation and
implementation of forensic characteristics as an integral element of the methodology for investigating bank card
fraud. It has been proposed that the criminalistic characterization of bank card fraud should be understood as a
systematic description of the regular features of the elements of the mechanism of committing this type of illegal
activity, which plays an indicative role in making procedural decisions by the pre-trial investigation body and
conducting procedural actions in criminal proceedings in the context of information deficit. The author has shown
that the structure of the forensic characterisation of bank card fraud is primarily determined by the peculiarities of
the criminal law characterisation of this type of criminal offences and the mechanism of their commission. It has
been argued that the elements of the forensic characterisation of bank card fraud are: 1) typical methods; 2) time,
place, environment and typical traces; 3) identity of the offender and identity of the victim. It has been established
that fraudulent schemes with bank cards are characterised by a great variety. It has been substantiated that the
methods of committing bank card fraud are full-structured and include typical actions for preparation, direct
commission and concealment of these criminal offences. It has been stated that time, place, environment and
typical traces of bank card fraud are mandatory and informative elements of the forensic characteristic. It has



been found that the criminal offences under study are characterised by a wide geography and cover all regions of
Ukraine. At the same time, the criminals may actually be located outside Ukraine. The author has established that
the time of committing bank card fraud depends on the specific fraudulent scheme and may coincide with:
banking hours of banking institutions, time of withdrawal of funds from ATMs, time of online purchases, time of
registration of "assistance (social payment)", etc. The situation of committing fraud with bank cards has been
determined. The author has identified and characterised typical traces of bank card fraud: 1) material traces
(mobile phones, computer systems, laptops, WI-FI routers, skimming devices, bank cards, documents (both official
(documents that form the banking file; statements (in electronic and paper form) on the movement of funds in
bank accounts; other documents containing banking secrecy and personal data) and draft records), cash, special
literature); 2) digital traces (information about mobile phone numbers to which the SMS service of informing about
cash flows on bank accounts is connected, IP addresses, GPS coordinates and MAC addresses from which the Web
banking was accessed; correspondence in messengers, social networks; accounts in social networks; posts on
social networking pages; video recordings (photographs) from surveillance cameras, including ATMs; etc.); 3) ideal
traces (mental images in the memory of victims of fraudulent schemes; fraudsters; persons informed about certain
circumstances of a criminal offence; knowledgeable persons; law enforcement officers who detected and stopped
the illegal activities of fraudsters, etc.) It has been determined that the identity of the perpetrator and the identity
of the victim are important elements of the forensic characterization of bank card fraud from the information
aspect, since their knowledge allows timely adjusting the investigation plan, putting forward certain versions and
determining the ways to verify them, taking into account the predicted options for post-criminal behaviour of
participants in fraudulent schemes. The author has established that the personality of a criminal includes
demographic data, moral and psychological characteristics. The author has highlighted that a victim of bank card
fraud can be both an individual and a legal entity which has suffered damage as a result of this criminal offence. It
has been established that legal entities affected by bank card fraud are not only banking institutions, but also non-
banking financial institutions and postal operators (Nova Poshta, Ukrposhta, Meest Express, Delivery Group, etc.).
The author has identified and characterised the signs of an individual who is a victim of bank card fraud.
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