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V. BimomocTi npo gucepraniio
Moga guceprariii:
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Tema guceprauii:
1. MeTonu ninBuieHHs: epeKTUBHOCTI 3aXUCTy iHopmalii Ta KOpeKii TOMUIOK pH ii nepenadvi 3 3aCTOCYBaHHSIM

anre6pu MoJIiHOMiaJIbHOTO MHOXEHHSI

2. Methods for increase the efficiency of data protection and transmission error correction by using of polynomial
multiplication algebra

Pedepar:

1. Inceprauis npucssyeHa npobseMi NifBuineHHs ePeKTUBHOCTI 3axXUCTY iHpopMallii B KOMIT'IOTEPHUX CUCTEMaX i
KOPEeKIlii TOMUJIOK 00MiHY JaHUMU MiX iX KOMIIOHEHTaMHU 32 PaxyHOK IPUCKOPEHHSI 00UYNCJIEHD, [TOB'I3aHUX 3
peasisaliero 3aX1CTy JaHUX Ta KOPEKLii MOMMIIOK ix nepenayvi. Ha OCHOBI 1oCIiIKeHb BJIaCTUBOCTI
MOJIIHOMIaJILHOTO KBapaTy 3allpOIIOHOBAHO METO], TPUCKOPEHOTO €KCIIOHEHIIiI0BaHHS Ha nossx ['anya. Ha ocHOBI
3aIpPOIIOHOBAHOTO Mifixony po3pobiieHi mogudikauii metoxis FFSIS, IllHopa ta l'nnoy-KsickBaTtepa. loBeseHo, 1110
3aIpPOINIOHOBAHUM MiAXiM N03BOJIsIE IPUCKOPUTH NpoliecH ifeHTudikalii. 3anrponoHoBaHo MoaudiKalLilo criocody
dbopmyBanHs udposoro nianucy DSS Ha 0CHOBi BUKOpUCTaHHS apudMETHKY KiHLIeBUX 110J1iB. PO3pobieHo

TEXHOJIOTiI reHepalii kioyis, GopMyBaHHS 11PPOBOTO MiJINCY Ta HOro NepeBipku. 3alpOIIOHOBAaHO HOBUI METO/



1151 KOPEKLii Mayky NOMWJIOK B KaHajlaX 3i CIIeKTPabHOK MOJYJILi€0, 0COOIMBICTIO SIKOTO € BUKOPUCTAHHS
MaTeMaTUYHUX oTlepaliil 6e3 MiDKpO3PSAHUX ITepeHoCiB. JloBejeHo, 110 3alIpOIIOHOBAHUI MeTO I, 3a6e3neyye
CYTTEBE NPUCKOPEHHS KOJIyBaHHS, BUSIBJIEHHSI Ta KOPEKLii "TIayKu" MOMUJIOK, @ TAKOXK CITPOIIEHHS CXeMU arapaTHoi
peasisauii.

2. Thesis is dedicated to a problem of increasing of efficiency of data protection in computer system and
correcting of errors which appearances during data transmission between of system components by accelerating
of calculation necessitates for data protection and transmission errors correction implementation. The lack of
necessity of carry processing make possible to simplify and speed up software and hardware implementation.
Based on a study of polynomial squaring properties the new method of shortcut exponentiation on Galois fields is
proposed. The approach to speed up of zero-knowledge identification of abonents by using of multiplication
without carry on Galois fields is proposed. Base on ones modifications of FFSIS, Schnorr and Guillou-Quisquater
identification schemes are worked out. It was proved that approach allows to speed up of identification. The
techniques of keys generation, forming and verification of signature based of finite fields arithmetic are worked
out. The method for burst error correction in spectral modulation channels is proposed, feature of one is use of
mathematical operations without carry. It has been shown that proposed method provides a significant

acceleration bust errors coding, detection and correction and simplifies hardware implementation.
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