O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iIKOBHIH HOMep: 0826U000719
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peectpauii: 31-03-2026

Craryc: 3amanoBana

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Kosenbepkuil Onexcanap Bosogyumuposuy

2. Oleksandr V. Kozelskyi

KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs

Bupg, pucepranii: nokrop dinocodii
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoBOi crIeniaIbHOCTI: 123

Ha3zBa HayKoBOi creniaIbHOCTI: Komm'iotepHa iHxeHepis
lanyss / ralesi 3HaHb: iHdopMaLliiiHi TEXHOJIOTI
OcBiTHBO-HAayKOBa Mporpama 3i creniaJbHOCTi: KommoTepHa iHkeHepis
JlaTa 3axHcCTy:

CnenianbHICTD 32 OCBITOIO: CHCTEMHE POrpaMyBaHHS
Micue po6oTu 3400yBayva:

Kop 3a €IPIIOY:

Micue3HaxoaKeHHS:

dopma BaacHOCTI:

Cdepa ynpasiriHHS:

ImenTudikarop ROR: He zacrocoyerbcs




I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

Indp cneniasnizoBaHoi BY€HOI pagHu (pa3oBoi crieniaiizoBaHoOi BY€HOI pasu): PhD 12564
IToBHe HafIMeHyBaHHH Iopn,zmqﬂoi 0CO0OH: XMebHUIBKUIT HAI[IOHAJIbHUT yHiBEpCUTET

Kopg 3a €IPIIOY: 02071234

Micue3HaxoaKeHHS: BYyJI. [HCTUTYTCbKA, XMEJIbHULLKAN, XMEJIbHULLKAN p-H., 29016, YKpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR:

IV. BimomocTi Ipo niznpueMcTBO, YCTaHOBY, OpraHi3alliio, B sIKi# 0yJ10

BHKOHAHO JHCEPTaIlilo

IToBHE HaﬁMeHyBaHHﬂ IOPUIHUYHOL 0COOH: XMeNbHUIIBKUIA HATliOHA/IbHUI YHIBEPCUTET
Kopg 3a €IPIIOY: 02071234

Micuesnaxo,rm(eﬂnﬂ: ByJI. [HCTUTYTCBKA, XMEJIbHULIBKAN, XMEJIBHULILKAN p-H., 29016, YKkpaina
dopma BracHOCTI: JlepxaBHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:

V. BizomocTi npo gucepraniio
MoBga guceprTallii: Vkpaincoka
Koau TemaTuyHHUX PyOpPHK: 28.29.07, 50.41.17, 50.05.13

Tema gucepranii:
1. MeTonu Ta 3acobu IJIaHyBaHHS 33724 i NiJIBUILILEHHS €(PEKTUBHOCTI ON€paLiliHuX CUCTEM PEaIbHOrO 4acy.

2. Methods and tools for task scheduling and improving the efficiency of real-time operating systems

Pedepar:

1. Y puceprauii mpoananizoBaHi METOIM CHHTE3Y OllepaliiiHUX cucTeM peasibHOro yacy (OCPY) nys xibepdiznunux
cucreM (KOC) 3 inTeHCMBHUMU 3MiHaMu cTaHiB. O6’ekToM gociigkeHHs € OCPY, npusHaveHi 111 QyHKIiOHYBaHHS
y KOC 3 iHTeHCMBHUMU 3MiHaMU CTaHiB. [IpeIMETOM JOCTiIKEHHS € METOIY Ta 3aCO0U aJalITUBHOTO [JIaHyBaHHS
33714 i po3Ioisly pecypciB Ha OCHOBI aHaJsli3y HABAaHTAKEHHS, [IPEBEHTUBHOTO BiJJHOBJIEHHSI KOMIIOHEHTIB,
BUSIBJIEHHS aHOMauil i danbcudikanin nanux B OCPY nnss KOC. MeToto mocmiiskeHHs € MigBuIeHHS e(peKTUBHOCTI
BHMKOPHUCTaHHs pecypciB, cTilikocTi pyHkuioHyBanHs OCPY y KOC 3 iHTEeHCMBHUMU 3MiHaMU CTaHIB IIJISIXOM
PO3pO0JIEHHS METOIiB aJaITUBHOTO IJIaHYBaHHS, AUHAMIYHOTO PO3IOiNy PECYPCiB, IPEBEHTUBHOIO BiTHOBJIEHHS,
BUSIBJIEHHS] aHOMaJIii. HaykoBa HOBM3HA I0JIITa€e B HACTYIIHOMY: 1) po3p00JI€eHO YIOCKOHAIEHY apXiTeKTypy
IIJIaHyBaJIbHUKA 33/a4 i3 3aTy4eHHSIM 30BHIIIHBOIO MOAYJISl MAIIMHHOTO HaBYaHHS 3 BUHECEHHSIM aHaliTUYHUX
064K CIIEHD 32 MeXi MIKDOKOHTpPOJIEPA i3 3BOPOTHMM KaHaJIOM CaMOONTUMI3allii, 1o 3abe3nevye 36ip TereMeTpii, ii
[IepeTBOPEHHS y TEH30PHI [TOJaHHS Ta aJlaliTUBHE OHOBJIEHHS [TapaMeTpiB IJIaHyBaJIbHUKA 6€3 BTPyYaHHS
KOPHCTYBaua; 2) po3po0JIeHO MeTO, IMHaMIYHOTO PO3II0finy 3aBhaHs i pecypciB B OCPY Ha 0CHOBi TEH30PHO]



IEKOMIIO3ULLii, IKWI1 BUKOPUCTOBY€E 6AraTOBUMIPHI MOZ€JIi CUCTEMHOTO HaBaHTAXXEHHS 1J1s1 IPOTHO3YBaHHS
[IOBEeJiHKY 3a51a4 3 ypaxyBaHHSM B3a€MO3B'SI3KiB MK [TapaMeTpaMU 3 HACTYITHUM (POpMyBaHHSM pillleHHS Ha OCHOBI
iX KOMIIJIEKCHOTO aHaJizy; 3) BIeplle po3pobseHO METO L, IPEBEHTUBHOTO BiJHOBJIEHHS KOMIIOHeHTiB OCPY, skuii
No€eAHYy€e HU3bKOPO3MiIpHY MapPKOBCbKY MOJIEJIb IPOTHO3YBAHHSI CTaHIB i3 6araTOPiBHEBUM CTOPOKOBUM KOHTPOJIEM,
110 [03BOJISIE 3aBYaCHO OLiHIOBATY PU3UK BiJMOBU Ta JIOKAJIbHO iHILII0OBATH arlapaTHUM [€Pe3aIyck 3
dbopmasizaliiero iHZeKCy cTany, IepexifHUX NMOBIpHOCTEN Ta MOJITUK ecKasallii, 36epiralouy HU3bKy

004U CII0BaJIbHY CKIaAHICTb, IPUAATHY JJ151 MIKPOKOHTPOJIEPIB y peajlbHOMY 4aci; 4) yA0CKOHATIEHO METO],
BUsIBJIEHHS (asbcu@ikalliil Ta aHOMalill y KOMITI0TepHUX cuctemax ajst curHanis KOC Ha ocHOBi MonndikoBaHOTO
KombiHoBaHoro QinbTpa KasMaHa 3 ofiieBUM IepeMUKaHHSIM PEKHMIB, SIKUH He IIOTpedye OJHOYACHOTO 3aIyCKy
Habopy Mogzesel i 3abe3nedye ceseKTUBHE IIPUTHIiYEeHHs Mi103pisinX BUMIPiB Ha OCHOBI aHaJli3y iHHOBALlil, 110 A€
3MOTY BiIpi3HATA HOPMaJIbHi PEXKUMHI 3MiHM Bif 37I0BMUCHUX BilXWJI€Hb. [IpakTU4HE 3HAYEHHS OTPUMAaHUX
PEe3yJIbTATIB I0JIAra€e yIOCKOHAJIEH] apXiTeKTypH I1JIaHyBaJIbHUKA 3a/a4 i3 30BHIIIHIIIHIM MOYJIEM MALIMHHOTO
HaBYaHHS, 3 QJANITUBHUM PO3IIOJIIOM 33/1ad4, 1110 1ajo 3Mory cteoproBatu OCPY 3 nokpaieHumu
XapaKTePUCTHUKAMU BUKOPUCTAaHHS 004K C/II0BAIbBHUX PeCYpPCiB. 3aCTOCYBaHHS METOY JVMHAMIYHOTO PO3IOLiNy
3aBnaHsb i pecypcis B OCPY Ha OCHOBI TEH30PHOI IEKOMII03ULIii 3MEHIINIJIO HABAHTAXEHHS Ha IIpouecop Ha 14,92%,
BUKOPUCTAHHS NTaM’sSITi Ha 7,72%, 4ac BUKOHAHHS 3a7a4 Ha 12,62%. [HTerpanbHUi MOKa3HUK e(EeKTUBHOCTI 3a
PiBHO3HaYHOI BarM METPUK MiJTBEPIUB 3arajbHe MiJBUlLEHHS eeKTUBHOCTI PYHKIiOHyBaHHS cucTemu Ha 11,76 %,
110 CBiYMTh PO MOT0 HOLIMBHICTD AJId MiABuILeHHS NpoayKTuBHOCTI OCPY B yMOBax peajsibHOro 4acy.
3aCcToCyBaHHS METOY IIPEBEHTUBHOIO BilHOBIEHHS KOMIIOHEHTIB OCPY Ha OCHOBI HU3bKOPO3MiPHOI MAPKOBCBKOI
MoZeJi 03BOJINIIO 3MEHIIUTY YacTKY IIPOCTOI0 cucteMu 3 4,5% 1o 1,37%. 3acTocyBaHHSI METOZY BUSIBJIEHHS
danbcudikauiit B KOC Ha ocHOBI MoaM(ikoBaHOro KOM6iHOBaHOTro ¢inbTpa Kasmana 3 nofiieBUM NepeMUKaHHIM
pexXUMiB 3a6e3Mednsio picT e(PeKTUBHOCTI NpU6AU3HO Ha 21,94%. TeopeTuyHi Ta IpakTU4Hi pe3yabTaTu
IocrimkeHHs BrpoBamkeHi y npototuri OCPY Ha 6a3i STM32F407 B pszi [T-opraHisaliiii Ta B OCBiTHbOMY ITpoLieci
By3y. Y BCTyIIi OOIPYHTOBaHO aKTyaJIbHICTh HAyKOBOi 3apayi i3 3a6e3nedyeHHs 3axucty OCPY B KOC 3 iHTeHCUBHUMU
3MiHaMu CTaHiB. Y nepmomy po3zisi 34iiCHEHO aHasli3 IpeIMETHOI 06J1aCTi JOCTIIKEHHS], a caMe MeTOLiB
3a6e3reyeHHs BiIMOBOCTIIKOCTI CaMOBiIHOBJIEHHSI Ta 3aXUCTY BiJl 3710BMUCHUX BIuBiB OCPY Ta KOC B ymoBax
IHTEHCHUBHUX 3MiH CTaHiB. Y Ipyromy po3fiji NpeACcTaBleHO METO, IMHAMIYHOTO PO3IIOiNy 3aBAaHb i pecypciB Ha
OCHOBi TEH30PHOI JEKOMITIO3U1lii Ta apXiTEKTypy IIJIaHyBaJbHMKA 3 aHANITUYHUM MOJYJIEM, 1110 0OpOOJIsSe faHi
METOJAaMU MAIIMHHOTO HAaBYaHH4 711 CAMOONTUMI3allii. Y TPETbOMY PO3/ijli MOAAaHO METOJ, IPOTHO3YBaHHS 300iB B
OCPUY, sk kombiHOBaHuUi nopieBuii GinpTp KasmaHa 3 afanTuBHUM IepEMUKAHHSIM MOJesiell i MozlysieM JleTeKii
aHoMaJlii, akuil GopMasizoBaHoO SIK TiOpUIHY CUCTEMY 3 JITOPUTMOM IIPOTHO3YBaHHS. B ueTBepTOMy po3pini
[IOJIAHO €KCIIEPMMEHTAJIbHI JOCIiIPKEHHS 3allpOIIOHOBAHMX METOIB i pimeHs y cknani OCPY nng KOC. Onucano
IIPOTOTHII i3 peasni3oBaHMMU MeXaHi3MaMU iHTeJIeKTyasIbHOI KyacTepu3allii Ta Kom6iHoBaHOTrO PinbTpa Kammana. ¥
BHCHOBKY y3araJlbHeHO pe3yJbTaTy JOCJiIKeHHs], IiATBepIKeHO NOCSITHEHHS 10CTaBlIeHoi MeTH, CHOPMYJIbOBAHO
OCHOBHi HayKOBi Ta IPaKTUYHi pe3yJbTaTH. Y NOJATKaxX HaBeeHO MepeJliKk HAyKOBUX IIpallb e NPEACTaBIEHO

HaYKOBi pe3yynbTaTH, aKTU BIIPOBAIPKEHHS, Ta6JII/ILli 3 pe3yJibTaTaM1 eKCl'IepI/IMeHTiB.

2. The dissertation analyzes methods for synthesizing real-time operating systems (RTOS) for cyber-physical
systems (CPS) with intensive state changes. The object of the study is RTOS designed to function in CPS with
intensive state changes. The subject of the study is methods and tools for adaptive task planning and resource
allocation based on load analysis, preventive component recovery, detection of anomalies and falsification of
sensor data in RTOS for CPS. The purpose of the study is to increase the efficiency of resource use, stability of
RTOS functioning in CPS with intensive state changes by developing methods for adaptive planning, dynamic
resource allocation, preventive recovery, and anomaly detection. The scientific novelty is as follows: 1) an improved
task scheduler architecture has been developed involving an external machine learning module with the removal of
analytical calculations outside the microcontroller with a self-optimization feedback channel, which provides
telemetry collection, its conversion into tensor representations and adaptive updating of scheduler parameters
without user intervention; 2) a method for dynamic task and resource allocation in RTOS based on tensor
decomposition has been developed, which uses multidimensional system load models to predict task behavior



taking into account the relationships between parameters with subsequent decision formation based on their
comprehensive analysis; 3) for the first time, a method for preventive recovery of RTOS components has been
developed, which combines a low-dimensional Markov model of state prediction with multi-level watchdog
control, which allows for early assessment of the risk of failure and local initiation of hardware restart with the
formalization of the state index, transition probabilities and escalation policies, while maintaining low
computational complexity suitable for real-time microcontrollers; 4) a method for detecting falsifications and
anomalies in the CS for CPS signals based on a modified combined Kalman filter with event-based mode switching
has been improved, which does not require simultaneous launch of a set of models and provides selective
suppression of suspicious measurements based on innovation analysis, which makes it possible to distinguish
normal regime changes from malicious deviations. Practical significance lies in improving the scheduler
architecture with an external machine learning module and adaptive task allocation, enabling the development of
RTOS with enhanced computational resource efficiency. The use of the method of dynamic task and resource
distribution in RTOS based on tensor decomposition reduced the load on the processor by 14.92%, memory usage
by 7.72%, and task execution time by 12.62%. The integral efficiency indicator with an equal weight of metrics
confirmed the overall increase in the efficiency of the system by 11.76%, which indicates its feasibility for
increasing the performance of RTOS in real-time conditions. The use of the method of preventive recovery of
RTOS components based on a low-dimensional Markov model allowed to reduce the share of system downtime
from 4.5% to 1.37%. The application of the method for detecting falsifications in the CPS based on the modified
combined Kalman filter with event-based mode switching provided an increase in efficiency by approximately
21.94%. The theoretical and practical results of the study were implemented in the prototype of the STM32F407-
based RTOS in a number of IT organizations and in the educational process of the university. The introduction
substantiates the relevance of the scientific problem of ensuring the protection of RTOS in the CPS with intensive
state changes. Chapter 1 analyzes methods of fault tolerance, self-recovery, and protection against malicious
impacts in RTOS and CPS under intensive state changes. Chapter 2 presents the tensor decomposition-based
dynamic allocation method and the scheduler architecture with an analytical machine learning module for self-
optimization. Chapter 3 describes a fault prediction method in RTOS implemented as a combined event-driven
Kalman filter with adaptive model switching and anomaly detection, formalized as a hybrid system with a
prediction algorithm. Chapter 4 presents experimental studies of the proposed methods within RTOS for CPS and
describes a prototype implementing intelligent clustering and the combined Kalman filter. The conclusion
summarizes the results, confirms achievement of the research objective, and formulates the main scientific and
practical contributions. The appendices include a list of scientific publications presenting the results,
implementation acts, and experimental data tables.
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