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Pedepar:

1. B po60Ti 06IpyHTOBAHO AOLIIBHICTE BUKOPUCTAHHS HEMPOMEPEXKEBUX TEXHOJIOTIM MAIIMHHOTO HABYAHHS [J151
IiIBUIIEHHS TOYHOCTI Ta CTI!KOCTi r0J1I0COBOI 6ioMeTpUYHOi aBTeHTUdiKallii. 3arpONOHOBAHO KOHLENTYalbHY
MOJIeJIb CUCTEMH, 10 peastisye NoeJHaHHS KIACUYHUX METOiB 06POOKM MOBHOTO CUTHAJTY 3 Cy4aCHUMU
HelipoHHUMMU apxitekTypamu (ECAPA-TDNN, TitaNet, WavLM) i BUKOpHCTOBY€ BEKTOPHI eMOEiHIM 117151
IIpeJCTaBJIEHHS FOJIOCOBUX O3HaK. [IpoBeneHo hopmarisallilo OCHOBHUX €TaliB aBTeHTU(IKaLiHOTrO IpoLecy,
30KpeMa Biibopy MOBHOTO CUTHaJly, 0ro IonepenHboi 06pobKy, eKCTpakLii 03Hak Ta Bepudikallii ocobu Ha OCHOBI
IOPiBHSIHHSA eMbe[iHTiB. PO3po6sieHOo Ta peasnizoBaHO eKCIIEPMMEHTabHy METOIUKY OL[iHIOBaHHS €(PeKTUBHOCTI
CHACTEMU B yMOBax spoofing-arak i3 BUKOPUCTAaHHSIM CUHTETUYHHUX OJIOCOBUX 3Pa3KiB, 3reHEPOBAHMUX 32
IOTIOMOTOI0 CyYaCHUX MoJesieil rosiocoBoro kionyBanHs (RVC, VITS, XTTS, ElevenLabs). [TposeneHo aHani3

CTIMKOCTI IO aTaK i3 pi3HMMHU THUIIAMU TEKCTOBOTO KOHTEHTY Ta 37iMICHEHO IOPiBHAHHS PE3yJIbTaTUBHOCTI



HelpoMepeXeBUX apXiTEKTyp. JOCiI)keHOo BIJIMB MacIITaOyBaHHS CUCTEMHU Ta BapiaTUBHOCTI MOBIJiB Ha PiBEHb
TouHOCTI Bepudikalii. Y nepmomy po3zisi «AHasi3 oco6MBOCTeN NPOLieCy po3Mi3HABaHHS JIIOJUHHU 332 TOJIOCOM»
3[iICHEHO KOMIIJIEKCHUH aHaJli3 iCTOPUYHUX [IEPEIyMOB, TEOPETUYHMX 3aCa]], Ta IPAKTUYHUX ITiIXOIiB [0
nobyi0BU cucTeM 6ioMeTpruyHOi aBTeHTUdiKalLil 3a roslocoM. [IpoBeneHo knacudikallilo METOMIB TOJI0COBOI
apreHTUdIKalii 32 IPUHIMIAMY X peaidalii — Bif KJIACUYHUX i CTATUCTUIHUX MOJIeJIel 10 Cy4acHUX
HellpoMepeXeBUX apXiTeKTyp i eMOeiHr-opieHTOBaHUX MifxoiB. [leTanizoBaHO apXiTeKTypHi 0CO6IMBOCTI
BiATIOBiIHNX MOZeJieil Ta IPOaHali30BaHo ixHil oTeHLian A peasnizauii atak Tumy voice spoofing. Harosnomeno
Ha HEeOOXiJHOCTI BIIPOBAI>)KEHHS aHTUCIY(iHIOBMX MEXaHi3MiB, @ TAKOXK PO3IJVISIHYTO €TUYHi BUKJIMKY, [10B'SI3aHi 3
BHUKOPHCTaHHIM CUHTETUYHUX T'OJIOCIB, 10 (popMye MifIPyHTS 1715 OAAJIbIIOrO AOCIIPKEHHS CTIKOCTI cUCTeM 10
noAi6HMX 3arpo3. Y gpyromy po3zini «KoHuenTyanabHa MOJieJb TOJI0COBOI aBTeHTU(iKallii Ha OCHOBI
HePOMEePEXXEBUX TPAHC(OPMEPIB» 3aIIPOIIOHOBAHO KOHLIENTYalbHY MO/EJb Cy4aCHOI CUCTEMHU IOJI0OCOBOI
6iomeTpii, 10 iHTerpye KIaCKM4Hi Ta HEMPOMEPEXKEBI MiIX0AU 4O OOPOOKM MOBHOTO CUTHAY. PO3IJISIHYTO K/II0YOBi
eTany npolecy apreHTudikanii: Biz Binbopy i nonepenHboi 06poOKU roj1I0coBOro 3paska Ao (popMyBaHHS
roJI0COBOrO eMOeiHry Ta 37ilicHeHHs Bepudikalii IJIsIXOM NOPiBHSHHS TECTOBOTO i peecTpaliiiHoro MmabJIoHiB.
OG6IPyHTOBAaHO €(EeKTHUBHICTb BUKOPUCTAHHS IMIMO0KUX Moeieil, 3okpema ECAPA-TDNN, TitaNet i WavLM, y
33/1ayax oOyJ0BY CTIMKMX 0 IIYMY i BapiaTHBHOCTI BXiIHUX JaHUX IIpe[iCTaBjieHb KoprcTyBaya. [IpoBeneHo
NopiBHsIbHUI aHani3 kinacuyHux (MFCC, LPC, i-vector) Ta cyyacHUX HelipOMepeXXeBUX METOJiB eKCTpaKLii 03HaK,
IIOKa3aHo ixHi nepesaru i HeJoliku. OCOOIMUBY yBary npuiijeHo npobaeMam 6e31eKu, BIIPOBAIPKEHHIO CTaHAAPTIB
ISO/IEC 30107 i C2PA, a Takox GOpMyBaHHIO MOJIeJIeH, 3TaTHUX ITPOTUCTOSITY aTakaM i3 3aCTOCYBaHHSIM
CHHTETUYHUX roJIoCiB. Y TpeTbOMY PO37ii «IMIIleMeHTallisl BLOCKOHAJIEeHHSI CUCTEMU I'0JI0COBOi aBTeHTUdiKaLlii»
371ifICHEHO NIPAaKTUYHY peaJiizallilo Ta BCe6iUHMI aHali3 po6OTU BILOCKOHAJNIEHOI CUCTEMU OiIOMETPUYHO]
aBTeHTUdiKalii 3a ronocom. [1o6y0BaHa apxiTEKTypa CUCTEMHU Ha OCHOBI eMO€IiHTiB, [le ONMCaHO MEXaHi3MU1
peecTpauii rosocoBux podisis, HaJAITyBaHHS IOPOTOBUX 3HaY€Hb Ta NPoLenypy Bepudikaliii KOpucTyBauiB.
[TpoBeneHO NOPiBHSIHHS BJIACTMBOCTEY KOCUHYCHOI, €BKJIiI0BOI, MAHI€TTEHCHKOI Ta MaxasaHob6icOoBOi BifjcTaHel, i3
aKLIEHTOM Ha JOLiJIbHOCTi BUKOPUCTAHHS KOCUHYCHOI BiICTaHi K Hal6ibII CTIMKOI 10 aKyCTUYHUX (PJIYKTyaLill.
JeTtasnizoBaHO MOy O6POOKYM TECTOBUX 3pa3KiB, eKCTpakiii embeniHriB 3a nonomoroio mogeneit ECAPA, TitaNet,
WavLM, a Takox npoLenypy NpUUHSTTS pillleHb Ha OCHOBI 00YMCJIEHO] BificTaHi. 3alIPOIIOHOBAHO METOAUKY
n1o6yJ0BY TECTOBUX I1ap 3pa3KiB AJ1g po3paxyHKy FAR i FRR, npoBenieHO KanibpyBaHHS OPOTiB 1151 KOSKHOI MOJIeJli 3
ypaxyBaHHSM ii METPUYHUX BJIACTUBOCTEH, KA TO3BOJIMIIA 3a6€31eYNTH aJAITUBHICTh CUCTEMH [0 Pi3HUX MOTeseil
eMO6eJiHTiB i MOKpaIMTH 3arajbHy TOYHICTb Kiacuikarii. Y yerBepromy po3nisi «OLiHIOBaHHS CTiMKOCTi CUCTEMU
IO aTak TUIly voice spoofing 3 BUKOPUCTaHHSM TE€XHOJIOTI KJIOHYBaHHS IOJIOCY» IIPEICTaBIEHO
€KCIIEPMMEHTAJIbHY METOJIMKY I1€PEBIPKU 3aXUIIEHOCTi 6i0MEeTPpUYHOI cucTeMU aBTeHTUPIKalii 32 roslocom y
CLIEHAPIsX, 0 MOAEJIOITh LiJIECIIPSIMOBAHI aTaK! i3 3aCTOCYBAaHHSIM CMHTETUYHOTO MOBJIEHHS. [IJIs1 JOCIIII>KEHHS
OyJi10 3reHepoBaHO MacIITabHMI1 KOpIyC ayfio3paskiB 3a fonomoroo mogeneilt RVC, XTTS, ElevenLabs i Tortoise,
110 iMiTyBaJIM IOJIOCH 3apEECTPOBAHUX KOPUCTYBAUiB y cucTeMi. 37ilicHeHO Kacudikalilo pe3ysbTaTiB
aBreHTUdiKalii HA OCHOBi KOCMHYCHOI MOiGHOCTI eMbeiHriB, OTpUMaHUX 3a fonomoroio Mmoaeneit ECAPA, TitaNet,
WavLM Ta inmux. [IpoieMOHCTPOBaHO 3ajIeKHICTh TOYHOCTI Knacudikauii Big THIy KIIOHYBaJbHOI TEXHOJIOTII Ta
CLIEHAPiI0 TEKCTOBOTO HAIIOBHEHHS. Y BUCHOBKAaX BUKJIAZEHO OCHOBHI Pe3yJIbTaTU i pEKOMEHIallii, Ki BUIIJINBAIOTh 3
[IPOBENIEHUX NTOCiTKeHb, IPEJICTABIEHO Ta OXapaKTEPU30BAHO KillbKiCHI OI[iHKY [MOKa3HUKIB e(peKTUBHOCTI B

YMOBaX BUKOPUCTAHHS 3alIPOIIOHOBAHNX PillIEHb.

2. The paper substantiates the feasibility of using neural network machine learning technologies to improve the
accuracy and stability of voice biometric authentication. A conceptual model of a system is proposed that
implements a combination of classical speech signal processing methods with modern neural architectures
(ECAPA-TDNN, TitaNet, WavLM) and uses vector embeddings to represent voice features. The main stages of the
authentication process are formalized, in particular, speech signal selection, its pre-processing, feature extraction
and face verification based on embedding comparison. An experimental methodology for assessing the
effectiveness of the system under spoofing attacks using synthetic voice samples generated using modern voice
cloning models (RVC, VITS, XTTS, ElevenLabs) is developed and implemented. An analysis of resistance to attacks



with different types of text content is carried out and the effectiveness of neural network architectures is
compared. The influence of system scaling and speaker variability on the level of verification accuracy is studied. In
the first section, “Analysis of the features of the voice recognition process,” a comprehensive analysis of historical
background, theoretical foundations, and practical approaches to building voice biometric authentication systems
is carried out. Voice authentication methods are classified according to the principles of their implementation. The
architectural features of the corresponding models are detailed and their potential for implementing voice
spoofing attacks is analyzed. The need to implement anti-spoofing mechanisms is emphasized, and ethical
challenges associated with the use of synthetic voices are considered, which forms the basis for further research
into the resistance of systems to such threats. In the second section, “Conceptual model of voice authentication
based on neural network transformers,” a conceptual model of a modern voice biometrics system is proposed that
integrates classical and neural network approaches to speech signal processing. The key stages of the
authentication process are considered: from the selection and pre-processing of a voice sample to the formation
of a voice embedding and verification by comparing the test and registration templates. The effectiveness of using
deep models, in particular ECAPA-TDNN, TitaNet and WavLM, in the tasks of building user representations that
are resistant to noise and variability of input data is substantiated. A comparative analysis of classical (MFCC, LPC,
i-vector) and modern neural network methods for feature extraction is carried out, their advantages and
disadvantages are shown. Special attention is paid to security issues, the implementation of ISO/IEC 30107 and
C2PA standards, as well as the formation of models capable of resisting attacks using synthetic voices. In the third
section, “Implementation of the Improvement of the Voice Authentication System”, a practical implementation and
a comprehensive analysis of the operation of the improved biometric voice authentication system are carried out.
The architecture of the system based on embeddings is built, where the mechanisms for registering voice profiles,
setting threshold values, and the user verification procedure are described. The properties of cosine, Euclidean,
Manhattan, and Mahalanobis distances are compared, with an emphasis on the feasibility of using cosine distance
as the most resistant to acoustic fluctuations. The modules for processing test samples, extracting embeddings
using the ECAPA, TitaNet, and WavLM models, as well as the decision-making procedures based on the calculated
distance are detailed. A method for constructing test pairs of samples for calculating FAR and FRR is proposed, and
thresholds are calibrated for each model taking into account its metric properties, which allowed ensuring the
adaptability of the system to different embedding models and improving the overall classification accuracy. The
fourth section, “Evaluation of the system’s resistance to voice spoofing attacks using voice cloning technologies,”
presents an experimental methodology for testing the security of a biometric voice authentication system in
scenarios that simulate targeted attacks using synthetic speech. For the study, a large-scale corpus of audio
samples was generated using the RVC, XTTS, ElevenLabs, and Tortoise models that simulated the voices of
registered users in the system. The authentication results were classified based on the cosine similarity of
embeddings obtained using the ECAPA, TitaNet, WavLM, and other models. The dependence of the classification
accuracy on the type of cloning technology and the text content scenario was demonstrated. The conclusions
present the main results and recommendations that arise from the research conducted, and quantitative
assessments of the performance indicators under the conditions of using the proposed solutions are presented
and characterized.

Jep>kaBHu#M peecTpanifiHuii Homep JiP: Ne 0124U000407
IIpiopuTeTHHI HanIPsAM PO3BHTKY HayKH i TEXHIKH: [ndopmaniiini Ta KOMyHIKaIiiHi TEXHOOTI

CrpaTeriyHuil NpiOpUTETHUH HANIPSIM iIHHOBALLiHHOI AisIJIBHOCTI: PO3BUTOK Cy4acHUX

iH(popMaLiTHNX, KOMYHIKALIITHUX TEXHOJIOTi, pPOOOTOTEXHIKA
I'li,ILcyMKI/I IOCJIiAKEHHSI: TeopeTuyHe y3arajibHEHHs i BUPilIEHHs BOXJIMBOI HayKOBOI TpoGieMu

Iyo6sikaii:



1. Pypa X. C. JocnimKeHHsI MacmTaboBaHOCTi 6i0MeTPpUYHUX cUCTeM aBTeHTUdiKallii Ha OCHOBI BOYZOBYBaHHS
rosnocy // Social Development and Security. - 2025. - T. 15, N2. 1. - P. 161-170.
2. Pypa X. C., Cabopauko [I. B., Muxkutus I'. B., lllBeg M. €., Bopaysnsk C. M., KopuyH H. ITopiBHSIHHS MeTOZB

11(pPOBOi OOPOOKM CUTHAJIIB Ta MOZEJIeN IIIMOMHHOIO HaBYaHHS y TOJIOCOBIiN ayTeHTAdikauii //
Kibep6eamneka: ocBiTa, Hayka, TexHika. — 2024. - N2 5 (25). - C. 140-160.
3. 3aeup L. C, Bpugincekuii B. A., Ca6opauixo [I. B., Pyna X. C., Xoma 0. B., [lIBeq M. €. BukopucrtaHHs

eM06e[IiHTiB rojiocy B iHTETPOBaHMX CUCTEeMaxX [JI4 Jiapu3allii MOBLB Ta BUSIBJIEHHS! 3JI0BMUCHUKIB //
Komm'ioTepHi cucremu ta mepexi. — 2024. - Bum. 6, N2 1. - C. 54-66.

¢ 4. MukutuH I'. B., Pyna X. C. KonuenryanpHuil niaxin no susasnenHs deepfake-mopnudikaniit 6ioMeTpUIHOTro
300pakeHHs 3acobamu HepoHHUX MepeX // KoMITioTepHi cuctemu Ta mepexi. — 2024. — Bum. 6, N2 1. - C.
124-132.

e 5. MuxkutuH I'. B,, Pyzna X. C,, SIpemuyk 0. €. MeToposoris 6e3neku HelipoMepeskeBux iHpopMaLiiHuX
TexHoJiori BusiByieHHs deepfake monudikariil 6iomeTpudHoro 3oo6paxkeHHs // BicHuk BiHHuIbKOTO
HOJIITEXHIYHOTO iHCTUTYTY. — 2024. - N2 1(172). - C. 74-80.

e 6. Zaiets 1., Brydinskyi V., Sabodashko D., Khoma Y., Ruda K. Integrated system for speaker diarization and
intruder detection using speaker embeddings // CEUR Workshop Proceedings. — 2024. - Vol. 3654:
Cybersecurity providing in information and telecommunication systems 2024. Proceedings of the workshop
cybersecurity providing in information and telecommunication systems (CPITS 2024) Kyiv, Ukraine, February
28, 2024 (online).

¢ 7. Dudykevych V., Yevseiev S., Mykytyn G., Ruda K., Hulak H. Detecting deepfake modifications of biometric
images using neural networks // CEUR Workshop Proceedings. - 2024. - Vol. 3654: Cybersecurity providing
in information and telecommunication systems 2024. Proceedings of the workshop cybersecurity providing in
information and telecommunication systems (CPITS 2024) Kyiv, Ukraine, February 28, 2024 (online).

HaykoBa (HayKOBO-T€XHiYHa) IPOAYKILis:
ConiasiIbHO-€KOHOMIYHA CIIPSIMOBaHIiCTh:

OxopoHHi gJoKymeHTH Ha OIIIB:

BrnpoBaakeHHS pe3yJIbTaTiB AHCEPTalii: BiposamkeHo

3B'S130K 3 HAaYKOBHMH T€MaMH: N2 0124U000407

VI. BizomocCTi Ipo HayKOBOr0 KEPiBHHKA/KEPiBHHUKIB (KOHCYJIbTAaHTA)
BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:

1. MukutuH 'annna BacusniBHa

2. Halyna V. Mykytyn

KBasigikanis: n.1.1., npodecop, 05.13.06

InenTudgikarop ORCID ID: He 3acrocosyetscs

HoparkoBa indopmamist:

IloBHe HaﬁMeHyBaHHﬂ IOPUIHUYHOL 0C00H: HanionanbHuii yHiBepcuteT "JIbBiBCbKa MOJTiTEXHIKA"
Kopg 3a €IPIIOY: 02071010

Micuesnaxo,zm(emm: ByJ. CrenaHa banpepu, 6yz. 12, JIbBis, 79013, YkpaiHa

dopma ByracHOCTI: Jlepxasna



Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

VII. BizomocTi npo odiliiHUX OTIOHEHTIB Ta pelleH3€HTiB
OdiuiiiHi OIOHEHTH
BaacHe IlpizBume Im's I1o-6aThKOBI:

1. Cokonos Bosogumup FOpitoBuy

2. Volodymyr Y. Sokolov

KBasigikamnis: . r. u., gouenr, 05.13.06

InenTudikarop ORCID ID: He 3acrocosyerscs

JoparkoBa iHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOM: KuiBchKuil cTonMYHMii yHiBEpCUTET imeni Bopuca I'pinueHka
Kopg 3a €APIIOY: 02136554

Micue3HaxoaKeHHS: By/1. BynbapHo-Kynpssceka, 18 /2, Kuis, 04053, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: [lenapTaMeHT OCBIiTH i HAyKu, MOJIOZ| Ta CIIOPTY BUKOHABYOTO OpraHy KuiBCbKOi MiChKOI

panu (KuiBcbkoi MicbKOi lepKaBHOI afMiHicTpaliii)

InenTudikarop ROR:

BaacHe IlpizBume Im's I10-6aThKOBI:

1. Cy6auy Irop IOpiitoBuy

2. Thor Y. Subach

KBasigikamnis: n. 1. u., npodecop, 05.13.06
InenTudikarop ORCID ID: He 3acrocosyetscs
JoparkoBa indpopmamnist:

IloBHe HaliIMEeHYBaHHS IOPUAHYHOL 0C00H: HanjioHanbHuit TexHiyHuil yHiBepcuteT Ykpainn "KuiBchKuit

MOJITEXHIYHMI IHCTUTYT iMeHi Irops Cikopcekoro”

Kog 3a €IPIIOY: 02070921

Micue3HaxoaKeHHS: npocnekT Bepecreiicbkuii, 6yg. 37, Kuis, 03056, Ykpaina
dopma BaacHoOCTI:

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH | HayKK YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs

PeuenseHTu

Baacue IlpizBuuie Im's I1o-6aThKOBI:



1. Xoma Bosnogumup BacunboBuy

2. Volodymyr V. Khoma

KBasigikamis: g.1.1., npodecop, 05.11.05

InenTudikarop ORCID ID: He 3acrocosyetses

JoparkoBa indopmamnist:

IloBHe HaﬁMeHYBaHHﬂ IOPUIUYHOL 0C00H: HanionanbHuii yHiBepcuteT "JIbBiBCbKa MOJiITEXHIKA"
Kopg 3a €IPIIOY: 02071010

Micue3Haxoa KeHHS: By Crenana Banpmepwu, 6yx. 12, JIbeis, 79013, Ykpaina

dopma ByracHOCTI: Jlepxasna

Cdepa ynpaBitiHHS: MinictrepcTBo oCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

BaacHe IlpizBume Im's I1o-6aTbKOBI:

1. Koctak MapuHa IOpiiBHa

2. Maryna Y. Kostiak

KBasigikanis: k.r.u., nouenr, 05.13.21

InenTudikarop ORCID ID: He 3acrocosyerscs

JoparkoBa iHdpopmamnist:

IloBHe Ha¥iMEeHYBaHHS IOPHIUYHOI 0COOM: HanjonanbHuii yHiBepcutet "JIbBiBCbKa MOMTiTEXHIKA"
Kopg 3a €IPIIOY: 02071010

Micueanaxo;pxemm: ByJ. CtenaHa BaHgepy, 6yz. 12, JIbBis, 79013, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi

BnacHe IlpizBume Im's I10-6aTbKOBI Omipcobkuit [Ban PomaHOBUY
rOJIOBH pagu

BnacHe IlpizBuie Im's [10-6aTbKOBI Omipcpkuit [BaH PomaHOBUY
rOJIOBYIOYOTO Ha 3acigaHHi

BigmoBizasibHHU 32 MiATOTOBKY [apxyup Jlo6omup Teonoposird

00JIIKOBHX JJOKYMEHTIB

Peectpartop YkpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




