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Pedepar:

1. B po60Ti 06rpyHTOBAHO JOLiIBHICTh BUKOPUCTAHHS HEMPOMEPEXKEBUX TEXHOJIOTIH MAIIMHHOTO HABYAHHS [J14
IiABUILEHHS TOYHOCTI Ta CTIMKOCTI roJ1ocoBOi 6ioMeTpuyHOi aBTeHTUdiKallii. 3aIIPOIIOHOBAHO KOHIIENITYaJIbHY
MOJ€JIb CUCTEMH, 10 peaidye NOeIHAHHS KIACUYHUX METOMiB 06POOKA MOBHOTO CUTHAJTY 3 Cy4YaCHUMU
HelipoHHnMH apxitekrypamu (ECAPA-TDNN, TitaNet, WavLM) i BUKOPHCTOBY€ BEKTOPHI €MOEIiHI Y [1JIs1
IIpeJCTaBJIeHHs rOJIOCOBUX O3HaK. [IpoBeneHo ¢popmarizallilo OCHOBHUX eTariB aBTeHTUdiKaliiHOro poLecy,
30KpeMa Bilbopy MOBHOTO CUTHaJly, 0ro nonepegHboi 06pobKu, eKCTpaklii o3Hak Ta Bepudikaliii ocobu Ha OCHOBI

NOPiBHSIHHSA eMOeiHTiB. PO3p06sieHO Ta peasni3oBaHO €KCIIEPMMEHTAJIbHY METOJMKY OLiHIOBAaHHS €(eKTUBHOCTI



CHCTEMU B yMOBax spoofing-arak i3 BUKOPUCTaHHSIM CUHTETUYHUX I'OJIOCOBUX 3Pa3KiB, 3SreHEPOBaHUX 32
IOTIOMOTOI0 CyYaCHUX MoJesieil rosiocoBoro kioHyBaHHs (RVC, VITS, XTTS, ElevenLabs). [TpoBeneHo aHani3
CTIMKOCTI IO aTaK i3 pi3HMMH THUIIAMU TEKCTOBOTO KOHTEHTY Ta 3i1ICHEHO IOPIBHAHHS PE3YJIbTaTUBHOCTI
HEPOMEPEXKEBUX apXiTeKTyp. JJOCIiIpKeHO BIVIMB MacIITabyBaHHS CUCTEMU Ta BapiaTUBHOCTI MOBLLiB Ha PiBE€Hb
TouHOCTI Bepudikauii. Y nepmomy po3zisi «AHasi3 0co6MBOCTEN NPOLieCy pOo3Mi3HABaHHS JIIOIUHHU 32 TOJIOCOM»
3[iICHEHO KOMIIJIEKCHUH aHaJli3 iCTOPUYHUX [IEPENyMOB, TEOPETUYHMX 3aCa], Ta IPAKTUYHUX ITiTXOiB [0

o6y j0BU cucteM 6ioMeTpruyHoi aBTeHTUdiKalii 3a rosiocoM. [IpoBeneHo knacudikallilo METOMIB TOJI0COBOI
aBTeHTUIKallii 32 IpUHIMIIAMU iX peasnizaliii — Bi KJIaCUYHUX i CTATUCTUYHUX MOJEJIEN 10 CyYacHUX
HellpoMepesKeBUX apXiTeKTyp i eMOeiHr-opieHTOBaHUX MifxoiB. [leTanizoBaHO apXiTeKTypHi 0CO6IMBOCTI
BiATIOBiIHMX MOZeJieil Ta IpOoaHali30BaHo ixHill oTeHLiasn A peasnizauii atak Tumy voice spoofing. Harosomeno
Ha HeOOXiHOCTI BIIPOBAI>)KEHHS aHTUCIY(IiHIOBMX MeXaHi3MiB, a TAKOXK PO3IJVISIHYTO €TUYHi BUKJIMKY, [10B'SI3aHi 3
BUKOPUCTAHHSM CUHTETUYHUX rOJIOCIB, 0 (POpMYe MiArPYHTS [AJis NOJAJIBIIOrO AOCiIKEHHS CTIKOCTi CUCTEM 0
noAi6HuX 3arpo3. Y npyromy po3zini «KoHuenTyanabHa MoJieJib TOJI0COBOI aBTeHTHiKallii Ha OCHOBI
HellpoMepesXeBUX TPaHC(OPMEPiB» 3alIPOIIOHOBAHO KOHLIENTYalbHY MOJIEJIb Cy4YaCHOI CUCTEMHU IOJI0COBO]
6iomeTpii, 0 iHTEerpye KIaCU4Hi Ta HEUPOMEPEKEBI MiTX0nU 10 0OPOOKY MOBHOTO CUTrHaY. PO3TJIIHYTO KII04OBi
eTany npolecy apreHTudikanii: Biz Binbopy i nonepenHb0i 06poOKU roj1I0coBOro 3paska 1o popmyBaHHS
roJI0COBOro eM6eJiHry Ta 3zilicHeHHs Bepudikallii IJIsIXOM IOPiBHSHHS TECTOBOTO i peecTpaliiiHoro 1abJIoHiB.
O6rpyHTOBaHO €(PEKTHMBHICTb BUKOPUCTAHHS IMINO0KUX Mogenel, 3okpema ECAPA-TDNN, TitaNet i WavLM, y
3aa4ax NobyHoBY CTIMKUX [0 IMIYMy i BapiaTUBHOCTI BXiIHUX JaHUX NIpeJCTaBlIeHb KOPUCTyBaya. [IpoBeneHo
nopiBHsIbHUI aHani3 kinacuyHux (MFCC, LPC, i-vector) Ta cyyacHUX HelipoMepeXXeBHX METOJiB eKCTpaKLii 03HaK,
IIOKa3aHo ixHi nepesaru i HeJoliku. OCO6IUBY yBary npuiijeHo npobaeMam 6e31eKy, BIPOBAIPKEHHIO CTaHAAPTIB
ISO/IEC 30107 i C2PA, a TakoX (pOpMyBaHHIO MOZEJIeH, 3IaTHUX TPOTUCTOITH aTakaM i3 3aCTOCYBaHHSIM
CHHTETUYHUX roJIoCiB. Y TpeTbOMY pPo3Zii «IMIyieMeHTallisl BHOCKOHAJIEeHHSI CUCTEMU I'0JI0COBOi aBTeHTUdiKawii»
371ifICHEHO NIPaKTUYHY peaJiisallilo Ta BcebiuHM aHali3 pobOTU BILOCKOHAJIIEHOI CUCTEMU 6iIOMETPUYHO]
aBTeHTU(iKaLii 3a rosocoM. [TobynoBaHa apxiTeKTypa CUCTEMU HA OCHOBI €MOEIiHTiB, [le OIMCAaHO MEXaHi3MU
peecTpallii roJ10coBUX MPOQiJIiB, HAJIAIITYBAHHS IOPOTOBUX 3HaY€Hb Ta NIPOLenypy Bepudikalii KOpUCTyBadiB.
[TpoBeneHO NOPiBHSIHHS BJIACTUBOCTEY KOCUHYCHOI, €BKJIiI0BOI, MAHI'€TTEHCHKOI Ta MaxasaHo6icoBOi BificTaHel, i3
aKLIEHTOM Ha JOLiJIbHOCTi BUKOPUCTAHHS KOCUHYCHOI BiICTaHi K Hal6ibII CTIMKOI 10 aKyCTUYHUX (IIYKTyaLil.
JletanizoBaHO MOZYJli O6POOKU TECTOBUX 3pasKiB, €KCTpaKIiii emOeiHriB 3a fonoMoromo moaenein ECAPA, TitaNet,
WavLM, a Takox npouenypu NpUAHSTTS pilleHb Ha OCHOBI 00YMCJIEHO] BificTaHi. 3alIPOIIOHOBAHO METOAUKY
11o6yJ0BY TECTOBUX I1ap 3pa3KiB Jis po3paxyHKy FAR i FRR, npoBenieHo Kani6pyBaHHS MOPOTiB 1151 KO>KHOI MOJieJli 3
ypaxyBaHHSM ii METPMYHUX BJIACTUBOCTEH, sIKa JO3BOJIMIA 320€3[1€UYNTH aJAlITUBHICTb CUCTEMHU [0 Pi3HUX MOJeei
eMOEe/IiHTiB i IOKpAIIMTY 3arajabHy TOYHICTb Kaacudikauii. ¥ yueTBepromy po3zini «O1iHI0BaHHS CTIKOCTi CUCTEMU
IIO aTak TUIly voice spoofing 3 BUKOPUCTaHHSIM TE€XHOJIOTI KJIOHYBaHHS rOJIOCY» IIPEICTaBIeHO
€KCIIEPMMEHTAJIbHY METOJIUKY I1€PEBIPKY 3aXUIIEHOCTi 6i0MeTpUYHOi cucTeMu aBTeHTUPiKalii 32 roslocom y
CLIEHapisX, 10 MOJEJIOITh LiJIeCIIPSIMOBAHI aTaK! i3 3aCTOCYBaHHSIM CUHTETUYHOTO MOBJIEHHS. [lJ1s1 OCIiI>)KeHHS
OyJi10 3reHepOBaHO MacIITabHMI KOPITyC ayfio3paskiB 3a fonomoroo mogesneirt RVC, XTTS, ElevenLabs i Tortoise,
110 iMiTyBaJIy IOJIOCHU 3apEECTPOBAHUX KOPUCTYBAUiB y cucTeMi. 37ilicHeHO Kiacudikaliiio pe3ysbTaTiB
aBTeHTU(iKallii HA OCHOBI KOCMHYCHOI IOi6HOCTI €eMOeIiHTiB, OTPMMaHUX 3a fonomoroo mogeneit ECAPA, TitaNet,
WavLM Ta inmux. ITpoeMOHCTPOBaHO 3a/IeKHICTh TOYHOCTI Kiacudikallii Bif, TUITy KJIOHYBaJIbHOI TEXHOJIOTII Ta
CLIEHAPiI0 TEKCTOBOTO HAITOBHEHHS. Y BUCHOBKAaX BUKJIAZE€HO OCHOBHI Pe3yJIbTaTy i pEKOMEHIallii, Ki BUIIJINBAIOTh 3
MIPOBEIEHUX NTOCiTKeHb, IPEJICTaBAEHO Ta OXapaKTEPU30BAHO KilIbKiCHI OI[iHKY MMOKa3HUKIB €(peKTUBHOCTI B

YMOBaX BUKOPUCTAaHHSA 3aIIPOIIOHOBAHUX piI_HeHb.

2. The paper substantiates the feasibility of using neural network machine learning technologies to improve the
accuracy and stability of voice biometric authentication. A conceptual model of a system is proposed that
implements a combination of classical speech signal processing methods with modern neural architectures
(ECAPA-TDNN, TitaNet, WavLM) and uses vector embeddings to represent voice features. The main stages of the
authentication process are formalized, in particular, speech signal selection, its pre-processing, feature extraction



and face verification based on embedding comparison. An experimental methodology for assessing the
effectiveness of the system under spoofing attacks using synthetic voice samples generated using modern voice
cloning models (RVC, VITS, XTTS, ElevenLabs) is developed and implemented. An analysis of resistance to attacks
with different types of text content is carried out and the effectiveness of neural network architectures is
compared. The influence of system scaling and speaker variability on the level of verification accuracy is studied. In
the first section, “Analysis of the features of the voice recognition process,” a comprehensive analysis of historical
background, theoretical foundations, and practical approaches to building voice biometric authentication systems
is carried out. Voice authentication methods are classified according to the principles of their implementation. The
architectural features of the corresponding models are detailed and their potential for implementing voice
spoofing attacks is analyzed. The need to implement anti-spoofing mechanisms is emphasized, and ethical
challenges associated with the use of synthetic voices are considered, which forms the basis for further research
into the resistance of systems to such threats. In the second section, “Conceptual model of voice authentication
based on neural network transformers,” a conceptual model of a modern voice biometrics system is proposed that
integrates classical and neural network approaches to speech signal processing. The key stages of the
authentication process are considered: from the selection and pre-processing of a voice sample to the formation
of a voice embedding and verification by comparing the test and registration templates. The effectiveness of using
deep models, in particular ECAPA-TDNN, TitaNet and WavLM, in the tasks of building user representations that
are resistant to noise and variability of input data is substantiated. A comparative analysis of classical (MFCC, LPC,
i-vector) and modern neural network methods for feature extraction is carried out, their advantages and
disadvantages are shown. Special attention is paid to security issues, the implementation of ISO/IEC 30107 and
C2PA standards, as well as the formation of models capable of resisting attacks using synthetic voices. In the third
section, “Implementation of the Improvement of the Voice Authentication System”, a practical implementation and
a comprehensive analysis of the operation of the improved biometric voice authentication system are carried out.
The architecture of the system based on embeddings is built, where the mechanisms for registering voice profiles,
setting threshold values, and the user verification procedure are described. The properties of cosine, Euclidean,
Manhattan, and Mahalanobis distances are compared, with an emphasis on the feasibility of using cosine distance
as the most resistant to acoustic fluctuations. The modules for processing test samples, extracting embeddings
using the ECAPA, TitaNet, and WavLM models, as well as the decision-making procedures based on the calculated
distance are detailed. A method for constructing test pairs of samples for calculating FAR and FRR is proposed, and
thresholds are calibrated for each model taking into account its metric properties, which allowed ensuring the
adaptability of the system to different embedding models and improving the overall classification accuracy. The
fourth section, “Evaluation of the system’s resistance to voice spoofing attacks using voice cloning technologies,”
presents an experimental methodology for testing the security of a biometric voice authentication system in
scenarios that simulate targeted attacks using synthetic speech. For the study, a large-scale corpus of audio
samples was generated using the RVC, XTTS, ElevenLabs, and Tortoise models that simulated the voices of
registered users in the system. The authentication results were classified based on the cosine similarity of
embeddings obtained using the ECAPA, TitaNet, WavLM, and other models. The dependence of the classification
accuracy on the type of cloning technology and the text content scenario was demonstrated. The conclusions
present the main results and recommendations that arise from the research conducted, and quantitative
assessments of the performance indicators under the conditions of using the proposed solutions are presented
and characterized.
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