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Pedepar/anoTamis:

1. 3araspHa pob6sieMa NOCIiIPKEHHS TI0JIIrae y IEPEBipLi BIaCTUBOCTEN 6€311eKM PO3MNOAiIIEHUX CUCTEM, 110
BUKOPUCTOBYIOTbCS JJ151 BUPIlLIEHH BiANOBIIHUX 3aa4 Y CUCTEMAX MIDKHaPOJHOI JIOTICTHKY, 3a JOTIOMOTOI0
nepeBipku mogereit (model checking) Ta anre6paiuyHoro nigxony 3 iHCEpLiltHUM MOAEIOBaHHSIM. [HIIOO
aKTyaJIbHOIO IIPOGJIEMOIO € 33/1a4a BUSIBJIEHHS Ta IPOTUAIl BUIIaAKaM IIaXpaicTBa, 0COOIUBA yBara IpUAIIsSETbCs
IaHill IpobJiemi e Ha cTafii po3poOKYU BUCOKOHAIMHUAX CUCTEM 32 JOIIOMOIOI0 MOAEIBHOTO CIIOCOOY PO3POOKU
JIOTiCTUYHUX cHUCTeM. MeTo10 pobOTH € BUpillIeHHSI HAYKOBO-TIPUKJIAAHOI IPOGIeMU CTBOPEHHS METOTOJIOTI] 1J1s
TEXHOJIOTii MOJIeJIbHOTO CIIOCOOY PO3POOKY /111 BUCOKOHAIIMHUX PO3IIOJiNIEeHNX CUCTEM, 30Kpema JJIsl CUCTEM
JIOricTUKU. [I71g JOCSTHEHHS BKa3aHOI METU HEOOXiAHO PO3B'SI3aTH HACTYIIHI B3a€MOIIOB'SI3aHi 3a71a4i: — IIPOBECTH
aHaJi3 iCHYI4MUX MOiesIel, METOiB i TEXHOJIOTTYHUX 3aC00iB, SKi JO3BOJISIIOTh CTBOPUTU iHCTPYMEHTapiii Ta

METO/IOJIOTIIO JJ11 BUKOPUCTAHHS PO3IOIiJIEHNX CUCTEM, 30KPEMA TEXHOJIOTIi 6JIOKYENH B JIOTICTUYHUX CUCTEMAX; —



IIPOBECTHU aHaJli3 BIACTUBOCTE! 6€3IeKM Ta MOKJIMBUX aTaK B JIOTICTUYHUX CUCTEMAX — BUSHAYUTU TEOPETUYHI
OCHOBU 6a30BUX [IOHATb iHCEPLIHHOTO MOJIe/II0BAHHS 1J1s JIOTICTUYHUX areHTiB B [IEBHOMY [il04YOMY CepeLOBUIL; —
3aIPOIIOHYBATU apXiTeKTyPHO-CTPYKTYPHI pillleHHSs, aJIFOPUTMU Ta IIPOrpaMHoO-anapartHi 3acoou GopmyBaHHS i
BiZJOOpa’KEHHS B3aeMO/Iii JIOTICTUYHMX areHTiB Ta 6€3[1epePBHOr0 KOHTPOJIIO 3a iX PO3MIllleHHSIM Ta [OBEJiHKaMU 3
METOI0 JOTPMMAaHHS 6e31eKu PYHKLIOHYBAHHS; — 3alIPOIIOHYBATH PilllEeHHs, METOAM KibepOe3neKu Ta alrOpUTMHU
Bepudikaliii 71 mepeBipKu BIaCTUBOCTEN I[ITICHUX JIOTICTUYHUX CUCTEM, TaKUX SIK 6e3IeKa Ta SKUTTENiSITIbHICTD; -
BM3HAUUTY BUKOPUCTAHHS are6paidyHoro Ta iHCepLiHoro niixony Ha CTafisX MOLEJbHOIO CIIOCO0Y PO3POOKY [1J1s
npouenyp Bepudikallii, TeCTyBaHHSI; - PO3IJISIHYTU METOIM 6€3I1€KU B JIOTICTUYHUX CUCTEMAX, 3aXUCTY Bifl aTak
3JIOBMMCHUKA Ta IIaXpaiiCTBa Ta METOLM aHAJIi3y BPAa3IMBOCTEN; - PO3IJISHYTA METOJY aHali3y 6€3[eKN B CUCTEMAaxX
Ha OCHOBI 6JI0KY€eliH 71aT¢OPM Ha OCHOBI iHCEPLiHOrO NiAXony; - MO0y IyBaTy IIPUKJIAT, MOJIeJIbHOI pO3POOKU
JlorictTi4HOi cuctemu. [lepumii po3ais aucepTauii IPUCBSIYEHO BUSBJIEHHIO Ta BUBYEHHIO I7106a7IbHUX IIPOOJIEM, SIKi
HAKOIMYMUJIMCh B CY4aCHIN CUCTEMi MD>KHApOHOI JIOTICTUKY, Ta SIKi MOXKYTb OyTH BUPIIIEHi 32 JOIIOMOT0I0
3aCTOCYBaHHSI TEXHOJIOTI 6JI0KYEH Ta METO/iB MOZeJIbHOI po3pobKu cructeM. [IpoaHasnizoBaHO NPUKIAAU Ha
HaMpsIMKU IPOrPECUBHUX MIJISIXiB BUKOPUCTAHHS PO3NOJiIEHUX CUCTEM Ta CMAapT-KOHTPAKTIiB Ha iX OCHOBI B
MiXKHAPOIHI! JIOTiCTUL epelOBUMMU JIOTICTUYHUMU ON€PAaTOPaMU, HAYKOBUMU Ta AE€P>KaBHUMU YCTAaHOBAMU.
Po3ry1iHyTO METOJ0JI0TiI0 IIPOEKTYBAHHSI JIOTICTUYHUX CUCTEM 3 BpaxyBaHHSIM HEOOXiIHOCTI JOTPUMaHHSI
BJIACTMBOCTE! O6€3I1eKu Ta HaJiliHOCTi MPOTUAii axpaiicTBy Ta aTakaM 3JI0BMUCHUKIB. [Ipy po3pobii
BHCOKOHAJIiIlHNX CUCTEM, KDUTUYHUX J0 0€3MeKH, € AOLITbHUM BUKOPHUCTAHHS MOJI€JILHOTO CIIOCO0Y PO3POOKH,
TOMY [TPOAHaJi30BaHO NPOLEeNypYy Basigauii Ta Bepudikanii apredaxTiB Ha BCix eTanax po3poOoKu TaKUX CUCTEM. Y
IPYroMy po37isi pO3KPHUTO OCHOBY BUKOPHCTaHHS ajredpaidyHoro miaxony Ta iHCepLiiHOro MO I0BaHHS MIpU
dopmasbHil Bepudikanii Ta popmarizaliii 3a 10IIOMOroI0 TECTYBaHHS Ha OCHOBI Mozesieil. HaBeneHo npukiaf,
3aCTOCYBaHHS Ha IIPAKTULi are6py NOBEIiHOK HA MPUKJIALi [if040i 3aKPUTO] JIOTICTUYHOI CUCTEMU (PEPMEPCHKOTO
rOCIOapCTBa, HaBEIEeHO NPUKJIIAY 3aNIMCY MOJEJIEN ITOBEAiHOK areHTiB. PO3IJIsSIHYyTO OCHOBHI BIaCTUBOCTI
6e3meKH, 110 NePEeBIPSI0THCS B JIOTICTUYHIN cucTeMi pepMepCchKOro rocrnofapcTsa. IIpukiag 3acTocyBaHHS y
(pepMepCbKOMY rOCIIOJAPCTBI PO3IMPEHO 10 GislbLI MIXPOKOTO 3aCTOCYBAHHS Y BIIKPUTIN CUCTEMi MIXKHAPOHOI
Jiorictvky. Y TpeTbOMY PO3ZiJi IpoaHani3oBaHo Ipo6ieMy 6e3I1eKH B TPOEKTyBaHHi JIOTICTUYHOI 610KY€eiiH
nnatdopmu. OnrcaHo iHcepLiliHy ceMaHTUKY 6JI0KYeliH-CUCTeMU Ta B PO3YMHUX KOHTpakTax (Smart Contracts,)
3MO/I€JIbOBAHO Aii 37I0BMUCHUKIB y IUX CUCTEMAX, popmaizoBaHo ataku DAO 1151 po3yMHUX KOHTPaKTiB.
3anponoHOBaHO NPUHLMIN [l 7151 3aTI06iraHHs aTakaM NpU IPOEKTyBaHHI 6JI0KYeiiH cucTeM. YeTBepTuil po3i
OIKCYe [Ba NPUKJIAAY BUKOPUCTAHHS MOLEIbHOTO METOLY PO3POOKU: MPUKIIAL, IIOOYL0BY JIOTICTUYHOI CUCTEMU
17151 PepPMEPCHKOTrO IOCIIOIAPCTBA, SIKa BUKOPUMCTOBYE MOZEIOBAHHS Ha PiBHI MOZIesIel BUMOT Ta APYTUi - IPUKJIAT,
(dopmasizalii BUMOT Ta [1ogajblie po3poOIEHHs IJ1s1 JIOTICTUYHOI CUCTEMH, 110 BU3HAYAE Ta CYIIPOBOKYE
(PYHKILIOHYBaHHS JIAHLIO)KKA OCTaYaHH. PO3IJIsIHYTO cXeMy JOKyMEHTOOOITY IpY MYJIbTUMOLATBHOMY
MDKHapOJIHOMY IepEBE3€HHi, 3aIIPOIIOHOBAHO BUKOPUCTAHHS MOJIEJILHOTO CIIOCO0Y PO3POOKM KOHTPAKTY ISt
MOHOMOZAJIbHOTO NepeBE3EHHS Ha 6JI0KUENH I1aTGopMi 3 METOI0 MiHiMi3allil pU3MKiB 11 y4aCHUKIB Ta
3anob6iraHHIo Aiil maxpais. OnucaHi B IUCEPTALitHOMY IOCiIKEeHH] MiAXoau 00 106yI0BY JOTiICTUYHUX CUCTEM €
YHiBEpCaJIbHUMHU, Ta MOXKYTb BUKOPHCTOBYBATUCh, 32 YMOBH aJiallTallii, 10 JIOTICTUYHUX CUCTEM Oy1b-SIKO]

CKJIaIHOCTi Ta MacuTaoy, sIK JJ1s1 3aKpUTHUX, TaK i 1J1s1 BITKPUTHX CUCTEM HalliOHaJIbHOTO Ta MDXXHAPOJIHOTO PiBHSL.

2. The general problem of the research is to check the security properties of distributed systems used to solve
problems in international logistics systems, using model checking and algebraic approach with insertion modeling.
Another urgent problem is the task of detecting and counteracting cases of fraud, special attention is paid to this
problem at the stage of development of highly reliable systems using a model method of developing logistics
systems. The goal of the work is to solve the scientific and applied problem of creating a technology model of
development for highly reliable distributed systems, in particular for logistics systems. To achieve this goal it is
necessary to solve the following interrelated problems: - to analyze the existing models, methods and
technological means that allow to create tools and methodology for the use of distributed systems, in particular
blockchain technology in logistics systems; - to analyze security properties and possible attacks in logistics
systems; - to determine the theoretical foundations of the basic concepts of insertion modeling for logistics agents



in a particular operating environment; - to offer architectural and structural solutions, algorithms and software
and hardware for the formation and display of the interaction of logistics agents and continuous control over their
location and behavior in order to ensure the safety of operation; - to propose solutions, cybersecurity methods
and verification algorithms to verify the properties of integrated logistics systems, such as security and life; - to
determine the use of algebraic and insertional approach at the stages of the model method of development for
verification, testing procedures; - to consider methods of security in logistics systems, protection against
attackers and fraud and methods of vulnerability analysis; - to consider methods of security analysis in systems
based on blockchain platforms based on the insertion approach; - to build an example of model development of a
logistics system. The first section of the dissertation is devoted to identifying and studying global problems that
have accumulated in the modern system of international logistics, and which can be solved using blockchain
technology and methods of model development. Examples on the directions of progressive ways of using
distributed systems and smart contracts based on them in international logistics by advanced logistics operators,
research and government agencies are analyzed. The methodology of designing logistics systems is considered,
taking into account the need to comply with the properties of security and reliability to combat fraud and attacks
by attackers. When developing highly reliable systems critical to security, it is advisable to use a model method of
development, so the procedure for validation and verification of artifacts at all stages of development of such
systems is analyzed. The second section reveals the basics of using the algebraic approach and insertion modeling
in formal verification and formalization through model-based testing. An example of application in practice of
algebra of behaviors on an example of the operating closed logistic system of a farm is given, examples of record of
models of behavior of agents are resulted. The main safety properties tested in the logistics system of the farm are
considered. The example of application in farming has been extended to a wider application in the open system of
international logistics. The third section analyzes security issues in the design of logistics blockchain platform. The
insertion semantics of a blockchain system are described and in Smart Contracts, the actions of attackers in these
systems are modeled, DAO attacks for smart contracts are formalized. The principles of actions for prevention of
attacks at designing of blockchain systems are offered. The fourth section describes two examples of using the
model development method: an example of building a logistics system for a farm that uses modeling at the level of
requirements models and the second - an example of formalization requirements and further development for the
logistics system. and accompanies the functioning of the supply chain. The scheme of document circulation in
multimodal international transportation is considered, the use of a model method of contract development for
monomodal transportation on a blockchain platform is proposed in order to minimize risks for participants and
prevent fraud. The approaches to the construction of logistics systems described in the dissertation research are
universal and can be used, subject to adaptation, to logistics systems of any complexity and scale, both for closed
and open systems of national and international level.
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BaacHe IlpizBumie Im's ITo-6aTbKOBI
TOJIOBYIOYOTO Ha 3acCiiaHHi
BignoBigasibHUMH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

PeecTpartop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peEeCTpallilo HAayKOBOIi

OisSIIBHOCTI

Byauuk Mukosa MukosainoBruy

Crosb6a Bikrop OsnexcanapoBud

VKpIHTEI

IOpuenko TeTsHa AHaTOJiiBHA



