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Pedepar:

1. 3arasibHa npo6semMa JOCTiIKEHHS MOJISITae y epeBipli BIaCTUBOCTE 6€3eKN PO3NOLAiINEHUX CUCTEM, IO
BUKOPUCTOBYIOTBCS JJI51 BUPILIEHHS BiANOBIIHUX 33/1a4 Y CUCTEMAX MIKHAPOIHOI JIOTiCTHKHY, 32 LOTIOMOTOI0
nepesipku Mmogeneii (model checking) Ta anre6paiuHoro nigxony 3 iHCEpPLiTHUM MOAEIOBaHHSIM. [HIIOO
aKTyaJbHOIO IPOOJIEMOIO € 3ajaua BUSIBJIEHHS Ta IPOTUil BUMaKaM IIaxpaiiCTBa, 0CO6IMBA yBara NpUIiIseTbCs
IaHil npobsiemi e Ha cTafii po3poOKYU BUCOKOHANIMHUX CUCTEM 32 JOIIOMOIOI0 MOZEIbHOTO CII0CO0Y PO3pOOKU
JIOTiCTUYHUX cHUCTeM. MeTo10 poOOTH € BUPIillleHHSI HAYKOBO-TIIPUKJIAAHOI IPO6GIEMU CTBOPEHHS METOJ0JIOTI] 1714

TEXHOJIOTii MOZIEIbHOTO CIIOCO6Y PO3POOKY /1711 BUCOKOHAITHUX PO3IMO/IiJIEHUX CUCTEM, 30KPEMA JIJIs1 CUCTEM



sioricTuku. st JOCATHEHHS BKa3aHOI MeTH HeOOXiJHO PO3B's13aTH HACTYIIHI B3a€MOIIOB'SI3aHi 33/1a4i: — IPOBECTU
aHa’li3 iCHyl0YMX Mojiesiell, MeTOiB i TEXHOJIOTIYHUX 3aCO0iB, 5IKi JO3BOJISIIOTh CTBOPUTH iHCTPyMEHTapill Ta
METO/0JIOTiI0 JIJIs1 BUKOPUCTAaHHS PO3NOIiIEeHUX CUCTeM, 30KpeMa TeXHOJIOTii 6JI0KUYEelH B JIOTICTUYHUX CUCTEMAX; —
[IPOBECTH aHaJIi3 BJIACTUBOCTEN O€3[1E€KU Ta MOXKJINBUX aTaK B JIOTICTUYHUX CUCTEMAX — BUSHAYMTHU TEOPETUYHI
OCHOBU 6a30BUX ITOHATb iHCEPLiHOTO MOI€/TI0BAHHS /1J1s JIOTICTUYHUX areHTiB B IEBHOMY [il09YOMY CEpeLOBUIL; —
3aIPOIIOHYBATU apXiTeKTyPHO-CTPYKTYPHI pillleHHs, aJIFOPUTMU Ta IIPOrpaMHo-arapaTtHi 3acoou GopmyBaHHS i
BiZJOOpa’KE€HHS B3aeMO/Iii JIOTICTUYHMX areHTiB Ta 6e3[1epePBHOr0 KOHTPOJIIO 32 iX PO3MIillleHHSIM Ta [TOBEJliHKaMU 3
METOI0 JOTPUMAaHHS 6e31eKu PYHKLIOHYBAHHS; — 3alIPOIIOHYBATH PillleHHs, METOAM KibepOe3neKu Ta alrOpUTMHU
Bepudikaliii 71 mepeBipKy BIaCTUBOCTEN I[IJTICHUX JIOTICTUMHUX CUCTEM, TAKUX SIK 6€3IeKa Ta XKUTTENISITIbHICTD; -
BM3HAUUTY BUKOPUCTAHHS are6paidyHoro Ta iHCepLiHoro nifixony Ha CTafisiX MOJIeJIbHOTO CIIOCO0Y PO3POOKY [1J1s
npouenyp sepudikalii, TeCTyBaHHS; - PO3TJISIHYTA METOIU 6€3IEKU B JIOTICTUYHUX CUCTEMAX, 3aXUCTY Bifl aTak
3JIOBMUCHUKA Ta IIAXpaiiCTBa Ta METOLM aHAJIi3y BPAa3/IMBOCTEN; - PO3IJISHYTA METOY aHali3y 6€3IeKN B CUCTEMAax
Ha OCHOBI 6JI0K4eliH 171aTOPM Ha OCHOBI iHCepLiHOrO NiAXony; - MO0y yBaTH IPUKJIAT, MOJIeJIbHOI pO3pOOKU
JiorictiyHoi cuctemu. [lepumii po3ain aucepTanii IpUCBSIYEHO BUSBIEHHIO Ta BUBYEHHIO I7106a7IbHUX IIPOOJIEM, SIKi
HaAKONUYUJIMCh B CY4aCHIN CUCTeMi MDKHApOAHOI JIOTICTUKY, Ta SIKi MOXKYTb OyTH BUpIlIEHi 32 JOIIOMOT010
3aCTOCYBaHHSI TEXHOJIOTI 6JIOKYEIH Ta MeTO/iB MOZEeJIbHOI po3pobKu cructeM. [IpoaHasnizoBaHO NPUKIAAU Ha
HaIPSIMKU [IPOTPECUBHUX HUJISIXiB BUKOPUCTAHHS PO3MOAiIJIEHUX CUCTEM Ta CMAapT-KOHTPAKTIB Ha iX OCHOBI B
MIXKHAPOIHIi! JIOTiCTUL NepelOBUMMU JIOTICTUYHUMU OIlEPAaTOPaMU, HAYyKOBUMU Ta AE€P>KaBHUMU YCTAaHOBAMU.
Po3rsiHyTO METOI0IOTiI0 IPOEKTYBAHHS JIOTICTUYHUX CUCTEM 3 BPAXyBaHHSIM HEOOXiTHOCTI IOTPUMAaHHS
BJIACTMBOCTE! 6e3IeKu Ta HaJiliHOCTI MpOTUAii axpaicTBy Ta aTakaM 3JI0BMUCHUKIB. [Ipy po3pobiii
BHCOKOHAJIilHUX CUCTEM, KPUTUYHUX [0 6€3I€eKH, € AOLITbHUM BUKOPUCTAHHS MOJI€JIbHOTO CIIOCO0Y PO3POOKH,
TOMY [TPOAHaJi30BaHO NpOLEeNypYy Basigauii Ta Bepudikauii apredakTiB Ha BCix eTanax po3pooKu TaKUX CUCTEM. Y
IPYroMy po37ii PO3KPUTO OCHOBY BUKOPHCTaHHS airebpaidyHoro miaxony Ta iHCepLitHoro MOZesIoBaHHS Mpu
dopmasbHil Bepudikanii Ta popmarizaliii 3a 10IIOMOroI0 TECTYBaHHS Ha OCHOBI Mogesieil. HaBeneHo npukiaf,
3aCTOCYBaHHS Ha ITPaKTULli are6py NOBEeIiHOK Ha MPUKJIAL [if040i 3aKPUTO] JIOTICTUYHOI CUCTEMU (PEPMEPCHKOTO
rOCIIOJAPCTBA, HABEIEHO IIPUKJIAIN 3AIIMCY MO EJIE IIOBEIIHOK areHTiB. PO3IJIIHYTO OCHOBHI BJIACTUBOCTI
6e3reKy, 110 NepeBipsI0ThCS B JIOTICTUYHIN cucTeMi pepMepchKOro rocrnogapcTsa. Ilpukian 3acTocyBaHHS y
(epMepCbKOMY rOCIIOAPCTBI PO3IMPEHO 10 GislbILI MIKMPOKOTO 3aCTOCYBaHHS Y BIIKPUTIN CUCTEMi MIXKHAPOJIHOI
Jiorictvky. Y TpeTbOMY PO3iJi mpoaHani3oBaHO Ipo6eMy 6e3eKH B TPOEKTyBaHHi JIOTICTUYHOI 6J10KY€eiTH
nnatdopmu. OnrcaHo iHcepLiliHy ceMaHTHKY 0JIOKYEHH-CUCTeMH Ta B PO3YMHUX KOHTpakTax (Smart Contracts,)
3MO/I€JIbOBAHO Aii 37T0BMUCHMUKIB y IUX CUCTEMAX, popmaizoBaHo ataku DAO 1151 pO3yMHUX KOHTPaKTiB.
3anpornoHOBaHO NPUHLUMIY il 1151 3a1106iraHHs aTakam NpY NPOEKTYBaHHI 6JIOKYENH cucTeM. YeTBepTuil po3min
OIUCYe [Ba NPUKJIAAU BUKOPUCTaHHS MOLEIbHOIO METOLY PO3POOKU: MPUKIIAL, IIOOYL0BY JIOTICTUYHOI CUCTEMU
17151 GepMepPChKOro roCIoiapCTBa, sIka BUKOPUCTOBYE MOJIEJIIOBaHHS Ha PiBHI MoJesiell BUMOT Ta APYruil - NpUKJIaT,
dopmasizallii BUMOT Ta [10gajblie po3poOsIeHHS IJ1s1 JIOTICTUYHOI CUCTEMH, 1110 BUBHAYAE Ta CYIIPOBOIKYE
(PYHKLIOHYBaHHS JIAHLIOXKKA [IOCTa4YaHHA. PO3IJISIHYTO CXeMy OKYMEHTOOOIrYy NP MYJIbTUMOIATIbHOMY
Mi’KHApOJHOMY IlepeBe3eHHi, 3aIIpOIIOHOBAHO BUKOPUCTAHHS MOJIEIBHOTO CII0CO0Y PO3POOKY KOHTPAKTY [JIsI
MOHOMOZAJIbHOTO NepeBe3eHHs Ha 6J10KYelH I1aTopMi 3 METOI0 MiHiMi3allil pu3uKiB 171 y4aCHUKIB Ta
3anobiraHHIo Aiil maxpais. OnucaHi B AUCEPTALiTHOMY JOCiIKEeHH] MiAX0AX 10 00YI0BY JIOTICTUMHUAX CUCTEM €
YHiBepCaJIbHUMHU, Ta MOXKYTb BUKOPHUCTOBYBATUCh, 32 YMOBH aJiallTallii, 10 JIOTICTUYHUX CUCTEM Oy1b-SIKO]

CKJIaIHOCTi Ta MacuTaby, sIK JJisl 3aKpUTHUX, TaK i AJ1sI BITKPUTHX CUCTEM HallilOHaJbHOTO Ta MIXXHAPOJIHOTO PiBHSL.

2. The general problem of the research is to check the security properties of distributed systems used to solve
problems in international logistics systems, using model checking and algebraic approach with insertion modeling.
Another urgent problem is the task of detecting and counteracting cases of fraud, special attention is paid to this
problem at the stage of development of highly reliable systems using a model method of developing logistics
systems. The goal of the work is to solve the scientific and applied problem of creating a technology model of
development for highly reliable distributed systems, in particular for logistics systems. To achieve this goal it is
necessary to solve the following interrelated problems: - to analyze the existing models, methods and



technological means that allow to create tools and methodology for the use of distributed systems, in particular
blockchain technology in logistics systems; - to analyze security properties and possible attacks in logistics
systems; - to determine the theoretical foundations of the basic concepts of insertion modeling for logistics agents
in a particular operating environment; - to offer architectural and structural solutions, algorithms and software
and hardware for the formation and display of the interaction of logistics agents and continuous control over their
location and behavior in order to ensure the safety of operation; - to propose solutions, cybersecurity methods
and verification algorithms to verify the properties of integrated logistics systems, such as security and life; - to
determine the use of algebraic and insertional approach at the stages of the model method of development for
verification, testing procedures; - to consider methods of security in logistics systems, protection against
attackers and fraud and methods of vulnerability analysis; - to consider methods of security analysis in systems
based on blockchain platforms based on the insertion approach; - to build an example of model development of a
logistics system. The first section of the dissertation is devoted to identifying and studying global problems that
have accumulated in the modern system of international logistics, and which can be solved using blockchain
technology and methods of model development. Examples on the directions of progressive ways of using
distributed systems and smart contracts based on them in international logistics by advanced logistics operators,
research and government agencies are analyzed. The methodology of designing logistics systems is considered,
taking into account the need to comply with the properties of security and reliability to combat fraud and attacks
by attackers. When developing highly reliable systems critical to security, it is advisable to use a model method of
development, so the procedure for validation and verification of artifacts at all stages of development of such
systems is analyzed. The second section reveals the basics of using the algebraic approach and insertion modeling
in formal verification and formalization through model-based testing. An example of application in practice of
algebra of behaviors on an example of the operating closed logistic system of a farm is given, examples of record of
models of behavior of agents are resulted. The main safety properties tested in the logistics system of the farm are
considered. The example of application in farming has been extended to a wider application in the open system of
international logistics. The third section analyzes security issues in the design of logistics blockchain platform. The
insertion semantics of a blockchain system are described and in Smart Contracts, the actions of attackers in these
systems are modeled, DAO attacks for smart contracts are formalized. The principles of actions for prevention of
attacks at designing of blockchain systems are offered. The fourth section describes two examples of using the
model development method: an example of building a logistics system for a farm that uses modeling at the level of
requirements models and the second - an example of formalization requirements and further development for the
logistics system. and accompanies the functioning of the supply chain. The scheme of document circulation in
multimodal international transportation is considered, the use of a model method of contract development for
monomodal transportation on a blockchain platform is proposed in order to minimize risks for participants and
prevent fraud. The approaches to the construction of logistics systems described in the dissertation research are
universal and can be used, subject to adaptation, to logistics systems of any complexity and scale, both for closed
and open systems of national and international level.
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VIII. 3akar04Hi BimoMocTi
BsiacHe IIpi3Buie Im'sa ITo-6aTbKOBI

TrOJIOBH pagu

BiiacHe IIpizBuie Im'sa ITo-6aTbKOBi

rOJIOBYIOYOrO Ha 3aCifiaHHi

BigmoBigasbHUH 3a MiATOTOBKY

00JIIKOBHX JJOKYMEHTIB

PeecTpartop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peECTpallilo HayKOBOi

OisSIIBHOCTI

Bynuuk Mukosia MUKo1aiioBAY

Bynnuk Mukosia Mukosanosuy

Crosba Bikrop OnekcaHpoBUY

VKpIHTEI

FOpuenko Tetsna AHaTosiiBHA



