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1. 3a maibke [Ba AECATUIITTS BiTKOIH NepeTBOPUBCS Ha BAXJIMBUI €JIEMEHT [J100aJIbHOI (PiHaHCOBOI CUCTEMU —
CHACTEMY MIKPOILJIATEXIB, iIHBECTULIIHNY aKTUB, IHCTPYMEHT MIKHAPOJHUX PO3PAXYHKIB i CKJIaIOBY IEeP>KaBHUX
¢inaHcoBux cTpareriii. FIoro He3aneKHiCTh Bifl lep>KaBHUX Ta 6aHKIBCHKUX iHCTUTYIIil 0COGJIMBO TIPUBABIIIOE
KOPHMCTYBauiB i3 HECTabiIbHUX PETioHiB. 3a TAKMX YMOB aHOHIMHICTb i 3aXUCT IIEPCOHAIbHUX AaHUX HabyBalOTh
KPUTWUYHOTO 3HaueHHs. [lonpu 1ie, BiTKOIH He € a6COMI0THO aHOHIMHUM: BiIKPUTUM PEECTP TPaH3aKLil ¢ikcye BCIO
icTopito onepariiii, a KO>)keH KOPUCTYBay IPeCTaBIeHUI IICEBIOHIMHIMMY afipecamu. AHasii3 rpada TpaH3akuiil nae
3MOTy BCTAHOBJIIOBATU COLIia/IbHO-€KOHOMIUYHI 3B'1I3KA MK y4aCHUKAMU, KJIACTEPU3YBATU a[IPECU OLHOTO
KOpHMCTyBaua Ta 3[i/ICHIOBaTH [I€aHOHIMi3allilo, 1[0 MOXe O6yTH KOPUCHUM Yy c(pepi IPaBOOXOPOHHOI [isJIBHOCTI, aje
CTaHOBUTbD 3arpo3y 1JIsl IPUBATHOCTI IIEPCOHAJIPHUX IAHUX KOPUCTYBayviB. JJOC/IiIPKEHHSI METOAiB aHali3y rpada

BiTkoiH-TpaH3aKiil BUsBJIsIE C1a0Ki Miclisi B MoZeJi IpyuBaTHOCTI BiTKOiHA i cTHMYIII0€ pO3POOKY iHCTPYMEHTIB



3axUCTy. MeTa po6GOTH: CIIPOLIEHHS IPOLIECiB PO3POOJIEHHS Ta €KCITyaTallii IporpaMHOro 3abe3nedeHHs A
aHaizy rpada BiTkoiH-TpaH3aKill mIIX0oM pO3pO0JIeHHS y3araJbHEeHOi apXiTeKTypy IIPOrpaMHoOi CUCTeMU Ha
OCHOBI cIleljanizoBaHoi Mofiesli TpPaH3aKLiMHUX NaHUX, sSIKa HaJlae YHi(IKOBaHUI CEMaHTUYHUN KOHTPAKT [J1sl
iHTerpauii NnporpaMHMX KOMIIOHEHTIB i 3a0e3nedye MmacmtaboBaHe 06pobseHHs icTopii Tpan3akuint. Po3nin 1
posriagae iCTOpUYHI Ta EKOHOMIYHI IIepeIyMOBH I0sBU biTKOIHA, aHai3ye MPOTOKOJI i TpaH3aKLiliHy MOJEb,
IOCHiKye TpobseMy ITPUBATHOCTI, TEXHOJIOTIi AeaHoHiMizallil Ta HasiBHI iHCTpyMeHTH 3axucTy. POpMYJIIOEThCS
KOHLIEMIlisl i BUMOTHY [0 IPOrpaMHOi cucTeMHU OOy J0BY 1 aHaii3y rpada 3HaHb [Ipo TpaH3akujii. Po3ain 2
IIPUCBSIYEHO PO3pO06JIEHHIO crieniasnizoBaHoi RDF-mopesni biTkOIH-TpaH3aKUiil AJ1s MOIIYKY [IaTePHiB TUIIOBUX
onepauiii. OGrpyHTOBAaHO BUOIp TEXHOJIOTIN IIpeJCTaBJIeHHs BeJIMKUX rpadis 3HaHb, po3risgHyTo SPARQL sk MOBY
[IaTEPHOBOTO aHaJIi3y 3 MiITPUMMKOIO crieliaizoBaHux (PinbTp-PyHKLi. Po3zin 3 mponoHye meTon Kiactepusaliii
BMXOJiB TPaH3aKlill HA OCHOBI €BPUCTUYHMX NAaTEPHIB i ponaraii 38'sa3KiB BjacHOCTi B RDF-rpagi 3HaHs.
[TokazaHO MOSKJIMBICTh iIHKPEMEHTaJIbHOI KylacTepu3allii 3i 36epeskeHHsIM IPOMIKHUX pe3ysbTartiB. CHopMyap0BaHO
niAxonM 40 3aXMCTY Bifl aTepHOBOTO aHali3y: PaHAOMi3allist cTpaTeriii MeHeI)KMEHTY BUXO[IiB i 6araTOKpOKoBa
CHUMYJIALIS IJIATEXIB OMHOMY OTPUMYBA4y [JI1 MAaCKyBaHHS Ollepaliil KoHcoJliganii. Po3zin 4 onucye apxiTeKTypy
IIPOrpaMHOI CUCTEMH, L0 CKJIATAEThCS 3 MOLYJIiB 300py Aanux, ETL-incTpymeHTiB, RDF-cxoBuIa, KOMIIOHEHTA
nporaratii 38's13kiB Ta iHTepdericy pocaimkeHHs rpada. Po3pobeHo nporec 3aBaHTaXXeHHs OJIOKIB i3 Mg TPUMKOIO
peoprasisaliiil JaHLIora; CTBOPEHO i BikpuTo 6i61i0TeKy 1151 B3aeMoaii 3 BiTkoiH-Mepexelo 3 cepefoBulLa
Common Lisp. Hosi HaykoBi peaysbTtaty: 1. CnenjanizoBana RDF-Mozesnb TpaH3aKUifHUAX JAHUX, 10 00'€IHy€
TpaH3aKlii, iXHi BUXO¥, BJIACHUKIB Ta 30BHIIIHI aHOTAaLjii B €fHOMY rpadi 3 ronepenHbO 0O6GUNCIEHUMA
arpubyramu, 3abesnedye yHipikoBaHUI CeMaHTUYHUI KOHTPAKT i MiTPUMYeE IOLIYK CKIATHUX 6araTOKPOKOBUX
onepauin. 2. MeTos iHKpeMEHTaJIbHOI €BPUCTUYHOI KJIacTepu3allii BUXOiB TPaH3aKL il i3 TOKPOKOBOIO
IIporarali€lo 3B'a3KiB BJIACHOCTI Ta 30€peXeHHSIM [IPOMDKHUX pe3yJIbTaTiB y rpadi 3HaHb. 3. MeTO[, 3aXUCTY Bif,
[IaTepHOBOTO aHaJli3y KOHCOJIJALiHUX onepaliil MIIXxoM 6araToKpOKOBOi CUMYJIALII IJIaTeXiB, 10 GopMye
CTiliKui1 10 po3mni3HaBaHHA niarpad. 4. YzarajbHeHa apxiTekTypa IporpaMHoOi CUCTEMHU aHauli3y rpada TpaH3aKLii 3

RDF-mMopeio SIK OHTOJIOTIYHUM SIIPOM i CTaHAAPTU30BaHUM iHTEpdENCOM B3aEMOZ;.

2. Over nearly two decades, Bitcoin has evolved into a significant component of the global financial system - a
micropayment system, investment asset, instrument for international settlements, and element of state financial
strategies. Its independence from governmental and banking institutions is particularly attractive to users in
unstable regions. In this context, anonymity and personal data protection become critically important.
Nevertheless, Bitcoin is not fully anonymous: its open transaction ledger records the complete history of all
operations, with each user represented by pseudonymous addresses. Transaction graph analysis enables the
establishment of socio-economic links between participants, clustering of addresses belonging to the same user,
and deanonymization - which may be valuable for law enforcement, but poses a threat to users' financial privacy.
Studying Bitcoin transaction graph analysis methods reveals weaknesses in Bitcoin's privacy model and drives the
development of protective tools. Objective: To simplify the development and operation of software for Bitcoin
transaction graph analysis by designing a generalized software system architecture based on a specialized
transaction data model that provides a unified semantic contract for component integration and ensures scalable
processing of transaction history. Section 1 examines the historical and economic prerequisites for Bitcoin's
emergence, analyzes the protocol and transaction model, investigates the privacy problem, deanonymization
technologies, and existing protective tools. The concept and requirements for a software system for constructing
and analyzing a transaction knowledge graph are formulated. Section 2 is devoted to developing a specialized RDF
model of Bitcoin transactions for identifying patterns of typical operations. The choice of technologies for
representing large-scale knowledge graphs is justified, and SPARQL is examined as a pattern analysis query
language with support for custom filter functions. Section 3 proposes a method for clustering transaction outputs
based on heuristic patterns and ownership relation propagation within an RDF knowledge graph. Incremental
clustering with preservation of intermediate results is demonstrated. Approaches to protection against pattern
analysis are formulated: randomization of output management strategies and multi-step payment simulation to a
single recipient for masking consolidation operations. Section 4 describes the software system architecture,



consisting of data collection modules, ETL tools, an RDF store, an ownership propagation component, and a graph
exploration interface. A block loading process with blockchain reorganization support is developed; a library for
interacting with the Bitcoin network from the Common Lisp environment is created and released as open-source
software. New scientific results: 1. A specialized RDF transaction data model that unifies transactions, their
outputs, owners, and external annotations in a single graph with precomputed attributes - providing a unified
semantic contract and supporting queries for complex multi-step operations. 2. A method for incremental
heuristic clustering of transaction outputs with step-by-step ownership relation propagation and storage of
intermediate results within the knowledge graph. 3. A method for protecting against pattern analysis of
consolidation operations through multi-step payment simulation, forming a recognition-resistant subgraph. 4. A
generalized software system architecture for transaction graph analysis, with the RDF model as an ontological core
and a standardized interaction interface.
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