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1. MeTonu i iHCTpyMeHTaJIbHI 3ac061 006QyCKallii aIrTOpUTMIYHOTO 3a6€3M1eYeHHs] B CUCTEMAaX 3aXUCTy IPOrPAaMHOrO

3a20e31e4Ye Hs

2. Methods and tool means for algorithmic maintenance obfuscation in systems of software protection

Pedepar:

1. 1. O6'eKT JOCTiAKEHHS - IPOLIEC 3aXUCTY IPOrPaMHOro 3abe3rnedeHHs. MeTa JOCiIKeHH - i BULIEHHS
3aXMCHUX BJIACTUBOCTE ITPOrPaMHUX Ta iHCTPYMEHTAJILHUX 3aCO0IB LIJIIXOM PO3POOKU METO/IIiB CTPYKTYPHO-
(dyHKIiOHAJIBHOTO NTEPETBOPEHHSI MOJieJIel aIfOpUTMIYHOrO Ipolecy. MeTony AOCHiIyKeHHs - MeTOH i
I10JI0KEHHSI KOMOIHATOPHOTrO aHani3y, 6ysieBoi anre6pu, Teopii MHOXKMH, aITOPUTMIYHUX anredp. Anaparypa -
[IepPCOHAJIbHUMI KOMIT'I0TED. TeOopeTHYHi i MpaKTU4HI pe3ybTaTy SOCiIKEHb - OTPYMAaHI HAyKOBi pE3YJIbTATU €
OCHOBOIO JiJ151 BUPiLlIEeHHS HayKOBO-TIPUKJIAHOI 33/1a4i CUHTEe3y 00 yCcKaliHMX AUHAMIYHYX [1ePEeTBOPIOBAYIB
CHCTEM 3aXUCTy [IPOrPaMHOro 3abe3nedeHHs; IPaKTUYHa 1iHHICTbh pe3ysbTaTiB pob0THU I0Jsirae B po3po6blii HOBOroO
niAaxony 10 MifABUILEHHS 3aXUIE€HOCTI IPOrPaMHOro 3a0e3Me4eHHs IJISIXOM peasisalii 00ycKaliiHux
[IepETBOPEHDb HA aJIrOPUTMIYHOMY PiBHi. HaykoBa HOBU3HA - BIIEpIlE 3alIPONIOHOBAHO METOJL, CTPYKTYPHO-

(dYHKLIOHAJIBHOTO NIEPETBOPEHHSI MOJIeJIel aJlfOPUTMIYHOTO IIPOLIECY, SIKUN XapaKTepU3y€eThCsl IEPETBOPEHHIM



3a[1aHOI MOJIeJli AITOPUTMIYHOTO Mpolecy B 06(pycKaliliiHy 3 HOBOIO CTPYKTYpOIO Ta JIOTIYHMMU (YHKLISIMY, IO A€
MO>KJIMBICTb YCKJIQAHIOBATH CTaTUYHUI aHAJIi3 IPOTrpamu; BIEPILE 3alIPOIIOHOBAHO METOZ, T00YN0BY AMHAMIYHUX
aJITOPUTMIYHUX [1EPETBOPIOBAUIB, IKMI XapaKTepu3yeThCsl (POPMYyBaHHSIM 00(QyCKalliiiHOi MOAeJli arOpUTMIYHOTO
IIPOLIECY, 11O JA€ MOKJIMBICTb YCKJIQNHIOBATH AMHAMIUYHMIN aHajli3 MPOrpaMy; yIOCKOHAJIIEHO METO], IEPepPaxyBaHHs
[IEPETBOPEHD AJITOPUTMIYHMX [IEPETBOPIOBAYIB, IKM1I, HA BiIMIHY Bif] iCHYI0YMX, PO3IJISa€ WMPIINHA KJ1ac
IlepeTBOpPeHb - PYHKIIOHAJIbHI IepeTBOPEHHS, 1110 J03BOJIsIE OLIIHUTHU KiJIbKiCTh IIEPETBOPEHD i 0Oy yBaTh
KaTaJloru nNepeTBOpeHb, HEOOXiHI Mifl Yac CUHTEe3y aIrOPUTMIYHUX II€PETBOPIOBayiB. Pe3ysibTaTi AucepTauiiHoi
po60TH BIPOBaIKEHO B [1ybs1ivHOMY akLioHepHOMY TOBapuUCTBi "AT HayKoBO-70CIiIHNAN iIHCTUTYT PalliOTEXHIYHUX
BUMIpPIOBaHb" Ta B Jlep>)KaBHOMY MIiATIPUEMCTBI "XapKiBCbKUI HAYKOBO-IOCiAHNUN iHCTUTYT TEXHOJIOTi]
MamuHoOyayBaHHs". HayKoBi Ta MpakTU4Hi pe3ybTaTy JUcepTaLifiHOI pOOOTH MOXKYTb OYTU BUKOPUCTaHI B
HAyKOBO-JOCJIiJHAX OPraHizalisx Ta MiAnpruemMcTBax YKpaiHy, o 3aiMaloThCsl PO3POOKOIO 3aXUILEHOTO

NporpamMHOro 3abe3neyeHHs Ha eTarli po3poOKY arOPUTMIYHOTO 3a6e3neyeHHs.

2. 3. Object of research: the process of software security. Aim of research: increasing of the software and tool
means security properties via development of structural-functional conversion methods of algorithmic process
models. Research methods: methods and terms of the combinatorial analysis, Boolean algebra, set theory, the
algorithmic algebras. Hardware: personal computer. Theoretical and practical results of the research: the obtained
scientific results are the basis for the solution of the scientific-applied task of software security systems'
obfuscation dynamic converters synthesis; the practical value of the research results is development of a new
approach to increasing of software security via implementation of obfuscating conversions on the algorithmic
level. Scientific novelty: first proposed is the method of structural-functional conversion of algorithmic process
models, that is designated by conversion of the given algorithmic process model into an obfuscated one with a new
structure and logical functions, which enables the complication of the program's static analyses; first proposed is
the method of dynamic algorithmic converters building, that is designated by formation of algorithmic process
obfuscation model, which enables the complication of the program's dynamic analyses; improved is the method of
algorithmic converters' conversions enumeration, which covers a wider scope of conversions in comparison with
the existing ones; functional conversions, which enables evaluation of conversions number and building of
conversions catalogs necessary for algorithmic converters synthesis. The results of the dissertation have been
implemented in the Public Joint-Stock Company "Joint-Stock Company Kharkov Scientific-Research Institute of
Radio Measurements" and in State Enterprise "Kharkov Scientific-Research Institute of Machine Building
Technology". Scientific and practical results of the dissertation can be used in scientific-research organizations
and enterprises of Ukraine, that secure software at the stage of algorithmic means development".
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