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Pedepar:

1. Y nuceprauiiiHiil poboTi peasyizoBaHO MifXxif, 10 N0O0YA0BU 6araTopiBHEBOi cucTeMU Bepu@iKallii JOCTOBIPHOCTI B
I03BLILHOMY 6JI0KYeIH-CepeIOBuILi, OpPieHTOBAHMIA Ha Jiep>KaBHi IMPOBi I1aTGOpMU. 3alIpONOHOBAHO riOpUIHY
MOJIeJib 3aXUIIEeHOT0 36epiraHHs IepCOHANbHUX JAHUX, KA BiATIOBinae BUMOraMm HOPMaTUBHUX aKTiB, 30KpeMa
GDPR, ISO/IEC 27701 Ta 3akony Ykpainu N¢ 4336-1X, i 3a6e3neuye iHTerpatilo NpUHLUIIB JOCTOBIPHOCTI,
IIPO30POCTi Ta CTIMKOCTI 0 Kibep3arpo3. OKpemy yBary npupiieHo CTBOPEHHIO MaTEMaTUYHOI Mozeli Bepudikariii
TpaH3aKIili HA OCHOBI CMapT-KOHTPAKTiB, Zero Knowledge Proofs Ta airopuTmiB MamimHHOro HaBYaHHS, 110
IIO3BOJISIE BUSBIISITY @aHOMAJIbHI Ziii 6€3 po3KpUTTs KoHGineHifiHOoi iHdopmauii. V nepmomy posaini «AHami3
METO/IiB 3a0€31eUeHHs! 6€3IEKM 3aXUCTY [IEPCOHANIbHUX AAaHUX IIPU POo3po0Li Ta eKcIuyaTalii iHpopmManinHux
CUCTEM» 3[IICHEHO CUCTEMHUN OIJIS, HOPMATHMBHUX aKTiB, MKHAPOAHUX CTAHAAPTIB, 4 TAKOK HAYKOBUX i

IIPUKJIAIHUX ITy6stikanifl y cdepi nudposoi nosipu Ta Bepudikallii nepcoHanbHUX JaHUX. [IpoaHanizoBaHo migxoau



10 3abe3revyeHHs 6e31eKu B Aep>KaBHUX iHPOpMaLIITHMX CUCTEMaX, BUOKPEMJIEHO IIpobieMu (pOpPMabHOI,
3MICTOBOI Ta KOHTEKCTHOI JOCTOBIpPHOCTI, COOpMYJILOBAaHO HAYKOBY AOLIJIBHICTb iHTErpauii 6araTopiBHEBUX
MoJesiell nepeBipKU JaHuX y 6J10KYefiH-apXiTeKTypy. OOIpyHTOBaHO 3aCTOCYyBaHHs NpuHLuIy Privacy by Design,
nceBIOHIMI3alil Ta NpuHIUMMIB MiHiMi3alii faHux BinnosinHoO 1o 3akoHy Ykpainu N2n4336-1X Big 27.03.2025 mono
BuMor 110 KC3I knacy AC-1. Y gpyromy po3sgaizni «Po3pobka Mozesli BUSIBJIEHHS 3arpo3 y 6JI0KYEH-CACTEMAX»
cpopMyIbOBAHO KOHLEIITYasbHI [I0JIOXKEHHS 00 3aXUCTy iHdopMallii B J03BiNbHUX 610KUeH-cepeoBuax. Ha
OCHOBI KpUTUYHOTO aHani3y knacuyHux Metoguk STRIDE, DREAD, NIST CSF, MITRE ATT&CK BcTaHOBJIEHO IXHIO
obMesxeHy e(EeKTUBHICTb Y JeLeHTPali30BaHUX YMOBaX. PO3p06s1€HO alaiTUBHY MOJI€Jb BUSIBJIEHHS 3arpo3, 10
BpaxoBye crienudiky 06poOKY MepCOHaNBbHUX JAHUX Y O6JI0KYeHH-crucTemMax 6e3 LieHTPali30BaHOT'O KOHTPOJIIO.
Br3HayeHO apxiTeKTypHi BUMOTH [0 TaKUX MOJIEJIEN, 3alIPOIIOHOBAHO MMOBEAIHKOBUM MiJXiJl 4O BUSBJICHHS
PU3MKOBUX TPAH3aKLiN y PEXXUMIi peaIbHOro 4acy. Y TpeTboMy po3zisi «Po3pobka meTony 3a06e3leueHHs
IOCTOBIPHOCTI JaHUX y 6JI0KYEH-CHUCTEMax» 3alIPOIIOHOBAHO TPUETAIHY MojeJib Bepudikaliii JoCTOBipHOCTI
TpaH3aKIili, sIKa N0eJHY€e CMAapT-KOHTPAKTH /J1s [lepeBipku CTPYKTypH, Zero Knowledge Proof niis
KpunrorpagiyHoro nifTeepKeHHs IPaBOMIPHOCTI Ta MallMHHE HaBYaHHS JJ1s1 IOBEAiHKOBOI BasliaLii.
[TobymoBaHo ¢popMasbHy MaTeMaTUYHY MOZEJb (PYHKLIOHYBAaHHS CUCTEMU Ta peanizoBaHo ii y Burnsaai REST API-
cepsicy Ha 6a3i Hyperledger Fabric. Po3po6siena ribpunHa mozesns noefnye on-chain merapasi 3 off-chain
30epiraHHsaM 3amn¢poBaHUX JaHUX, 110 3a06e3redye 6asaHCc MixK 6€31eK0I0, MaCIITAab0BAHICTIO Ta BiATIOBIIHICTIO
GDPR. Y yeTBepToMy po3zisi «O1uiHKa e(peKTUBHOCTI 3alIPOIIOHOBAHOTO METOAY» IPOBEIEHO TOBHOMACHITA0HE
€KCIIepUMEHTAJIbHE JOCIIKEHHS 3 CUMYJIbOBaHMMU TpaH3akuismu (n = 300), 1o niaTBepAnIo TOUHICTD
Bepudikariii Ha piBHi 70 93,4%, cepenHiii yac 06po6ku - 0.066 c. 3nificCHeHO MOJIe/IIOBaHHSI IT'SITU TUIIIB aTakK,
BKJtovarouu DoS, Unauthorized Submit, Brute-force Payload, nigminy ganux, Sniffed Replay. 3anpononosasno
METOJMKY PO3rOPTaHHS y XMAPHUX CEPEIOBUILAX, BIPOBAIKEHO NNPOTOTUI aMiHICTPATUBHOTO JAMIOOPy, 10
II03BOJISIE 3MiMICHIOBATH Bi3yaJbHUI KOHTPOJIb 32 JOCTOBIPHICTIO TPaH3aKIill i CTaHOM 6e3NeKu cucTemMu. ¥
BHCHOBKax JucepTalii cpopmysbOBaHO OCHOBHI HayKOBi Ta NPaKTUYHi pe3yJbTaTH, 30KpeMa: ooy ioBa
MaTeMaTU4HO OOI'PYHTOBAHOI MOJI€Jli IEPEBIPKU NOCTOBIPHOCTI TPaH3aKLliil, po3pooKa ribpuaHoi Mogei 3
Oe3ne4YHrnM 30epiraHHsIM MepCOHANbHUX JAHUX, IHTErpalis MojeJi B 103BiIbHOMY OJIOKYEIH 3 ypaxyBaHHSIM HOBUX
BUMoOT 3akony N2n4336-1X, popmasizallis KpuTepiiB NPpUIHSTTS pillleHb HA OCHOBI MAlIMHHOTO HaBYaHHS, OLliHKa
€(EeKTUBHOCTI B €KCIIEPUMEHTAJIbHUX YMOBaX. 3allPOIIOHOBAHI MiJX041 MOXYTb OYTH BUKOPUCTaHI y lep>KaBHUX

UM(pPOBUX CUCTEMAX 3 MiIBUIIEHMMU BUMOTaMU 10 HAiMHOCTI Ta MPO30POCTi 06POOKM NEPCOHANIBHUX JAHUX.

2. The dissertation work implements an approach to building a multi-level authenticity verification system in a
permissioned blockchain environment, focused on state digital platforms. A hybrid model of secure storage of
personal data is proposed, which meets the requirements of regulatory acts, in particular GDPR, ISO /IEC 27701
and the Law of Ukraine No. 4336-IX, and ensures the integration of the principles of authenticity, transparency
and resilience to cyber threats. Special attention is paid to the creation of a mathematical model of transaction
verification based on smart contracts, Zero Knowledge Proofs and machine learning algorithms, which allows
detecting anomalous actions without disclosing confidential information. In the first section “Analysis of methods
for ensuring the security of personal data protection in the development and operation of information systems”, a
systematic review of regulatory acts, international standards, as well as scientific and applied publications in the
field of digital trust and verification of personal data is carried out. The approaches to ensuring security in state
information systems are analyzed, the problems of formal, content and contextual reliability are identified, the
scientific feasibility of integrating multi-level data verification models into blockchain architecture is formulated.
The application of the Privacy by Design principle, pseudonymization and data minimization principles is justified
in accordance with the Law of Ukraine No. 4336-IX of 27.03.2025 on the requirements for KSZI class AC-1. The
second section “Development of a threat detection model in blockchain systems” formulates conceptual provisions
on information protection in permissioned blockchain environments. Based on a critical analysis of the classical
methods STRIDE, DREAD, NIST CSF, MITRE ATT&CK, their limited effectiveness in decentralized conditions is
established. An adaptive threat detection model is developed that takes into account the specifics of personal data
processing in blockchain systems without centralized control. Architectural requirements for such models are



defined, and a behavioral approach to detecting risky transactions in real time is proposed. In the third section,
“Development of a method for ensuring data authenticity in blockchain systems,” a three-stage transaction
authenticity verification model is proposed, which combines smart contracts for structure verification, Zero
Knowledge Proof for cryptographic confirmation of legitimacy, and machine learning for behavioral validation. A
formal mathematical model of the system’s functioning is built and implemented as a REST API service based on
Hyperledger Fabric. The developed hybrid model combines on-chain metadata with off-chain storage of encrypted
data, which provides a balance between security, scalability, and GDPR compliance. In the fourth section
“Evaluation of the effectiveness of the proposed method”, a full-scale experimental study with simulated
transactions (n = 300) was conducted, which confirmed the accuracy of verification at the level of up to 93.4%, the
average processing time was 0.066 s. Five types of attacks were simulated, including DoS, Unauthorized Submit,
Brute-force Payload, data substitution, Sniffed Replay. A deployment method in cloud environments was proposed,
and a prototype of an administrative dashboard was implemented, which allows for visual control over the
authenticity of transactions and the security status of the system. The conclusions of the dissertation formulate
the main scientific and practical results, in particular: construction of a mathematically based model for verifying
the authenticity of transactions, development of a hybrid model with secure storage of personal data, integration
of the model in the permission blockchain taking into account the new requirements of Law No. 4336-1X,
formalization of decision-making criteria based on machine learning, evaluation of effectiveness in experimental
conditions. The proposed approaches can be used in state digital systems with increased requirements for
reliability and transparency of personal data processing.
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