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Pedepar:

1. Y puceprauiiiHiil po6oTi peanizoBaHo Miaxiz 40 Mo6ynoBy 6araTopiBHEBOI cUCTeMU Bepu@iKallii OCTOBIPHOCTI B
II03BiJIbHOMY 0JI0KYeH-CcepeloBuILi, OpieHTOBaHUI Ha JiepKaBHi 1MPpPOoBi ny1atgopmu. 3anporoHOBAHO Ti6pUIHY
MOJIeJIb 3aXUIIEHOro 30epiraHHs epCOHANbHUX JIAHNUX, SKa BiINIOBilae BUMOraM HOPMATHUBHUX aKTiB, 30KpeMa
GDPR, ISO/IEC 27701 ta 3akony Ykpainu N 4336-1X, i 3a6e3neuye iHTerpario NpyuHIUIIB JOCTOBIPHOCTI,
IIPO30POCTi Ta CTIMKOCTI 10 Kibep3arpos. OKpeMy yBary npuzijieHo CTBOPEHHIO MaTeMaTUYHoI Mmogesii Bepudikarii
TpaH3aKlili Ha OCHOBi CMapT-KOHTPAKTiB, Zero Knowledge Proofs Ta aropuTmiB MalIMHHOrO HaBYaHHS, 1110

IO3BOJISIE BUSBIISITY QHOMAJIbHI Z1ii 6€3 po3KpUTTs KOHQiAeHiIHO]I iHdopMauii. ¥ nepmomy po3aisi «AHami3



MeTO/IiB 3a6e3Me4eHHs 6e31eKU 3aXUCTy NePCOHANbHUX JAHUX ITPU PO3pOOLIi Ta eKCITyaTauii iHpopmMaliiHux
CHUCTEM» 3IiHICHEHO CUCTEMHUI OTJIsI], HOPMATUBHUX aKTiB, M’XKHapOJHUX CTAHJAPTIB, & TAKOK HAYKOBUX i
IIPUKJIAJHYX ITy6Jlikauiil y cdepi uudposoi nosipu Ta Bepudikallii nepcoHanbHUX JaHUX. [IpoaHanizoBaHo Migxoau
10 3a6e3Me4yeHHs 0e3MeKH B Iep’KaBHUX iH(POPMAaLiIHUX CUCTEMAaX, BUOKPEMJIEHO MTPobIeMU (POPMAaIbHOI,
3MiCTOBOi Ta KOHTEKCTHOI IOCTOBIPHOCTI, C(POPMYIbOBAHO HAYKOBY JOLNBHICTb iHTErpalii 6araTopiBHEBUX
Mozesiel IepeBipKkU JaHuX y 6J10K4YeH-apxiTekTypu. OOrpyHTOBaHO 3aCTOCyBaHHs NpuHLumy Privacy by Design,
IICeBIOHIMI3alli Ta MIpMHLMNIB MiHiMi3alii faHKX BinnoBinHO Ko 3akoHy YKpainu N2o4336-1X Bin 27.03.2025 monmo
BuMor 1o KC3I knacy AC-1. V npyromy po3sgnisni «Po3po6ka MoJiesli BUSIBJIEHHS 3arpo3 y 6JI0KYENH-CUCTeMaX»
cpopMyIbOBAHO KOHLIEIITYaIbHI [I0JIOXKEHHS 00 3aXUCTy iHdopMallii B J03BiNbHUX 610KUeH-cepenoBuiax. Ha
OCHOBI KpUTUYHOTO aHani3y knacuyuux Metoguk STRIDE, DREAD, NIST CSF, MITRE ATT&CK BCTaHOBJIEHO IXHIO
obMesxeHy e(EeKTUBHICTb y JeLeHTPali30BaHUX yMOBaX. PO3p06s1€HO alaiTUBHY MOJI€Jb BUSIBJIEHHS 3arpo3, 10
BpaxoBye crielndiky 06pooKu epCcoHaIbHUX JAaHUX y 6JI0KYEH-CUCTEeMax 6€3 LIeHTPali30BaHOTO KOHTPOJIIO.
Br3HaueHO apxiTeKTypHi BUMOTH [0 TaKUX MOJIEJIEN, 3alIPOIIOHOBAHO MMOBEAIHKOBUM MiJXiJl 4O BUSBJICHHS
PU3UKOBUX TPaH3aKLi{l y peXXUMi peasbHOro yacy. Y TpeTboMy po3zisi «Po3pobka meTony 3a0e3leueHHs
IOCTOBIDHOCTI JaHUX y OJIOKYENH-CUCTEMAX» 3alIPOIIOHOBAHO TPUETAIHY MOJeJb Bepudikalii JOCTOBIpHOCTI
TPaH3aKIil, SIKa T0EJHY€E CMApT-KOHTPAKTH /JIs [lepeBipku CTPYKTypH, Zero Knowledge Proof mis
KpuntorpagivHoro nifTBepA KeHHs MPaBOMIPHOCTI Ta MalIMHHE HaBYaHHS [J1s1 TOBEIiHKOBOI Bastifallii.
[TobynoBaHo ¢popMasbHy MaTeMaTUYHY MOZEJb (PYHKLIIOHYBaHHS CUCTEMU Ta peanizoBaHo ii y Bursisai REST API-
cepsicy Ha 6a3i Hyperledger Fabric. Po3po6siena riopunna mozesns noennye on-chain meramasi 3 off-chain
30epiraHHaM 3amupoBaHUX JaHUX, 110 3ab6e3redye 6asaHCc MixK 6€31eK00, MaCIITabOBAHICTIO Ta BiATIOBIHICTIO
GDPR. Y yeTBepTOoMy po3zisi «O1iHKa e(peKTUBHOCTI 3aIIPOIIOHOBAHOTO METOAY» IPOBEIEHO TIOBHOMACIITA0HE
€KCIIEPMMEHTAJIbHE IOCIIIP)KEHHS 3 CUMYJIbOBAHUMHU TpaH3akuisimMu (n = 300), o NigTBEpAUIIO TOUHICTh
Bepudikariii Ha piBHi 70 93,4%, cepenHil yac 06po6ku - 0.066 c. 3mificCHeHO MOJIe/TIOBAaHHSI IT'SITU TUITIB aTakK,
BKJtovarouu DoS, Unauthorized Submit, Brute-force Payload, nigminy nanux, Sniffed Replay. 3anpononosasno
METOJIMKY PO3TrOPTaHHS y XMapPHUX CEPEIOBUILAX, BIPOBAIKEHO NNPOTOTUII aMiHICTPATUBHOTO JAOOPy, 10
I03BOJISIE 3MiMICHIOBATH Bi3yaJbHMI KOHTPOJIb 32 JOCTOBIPHICTIO TPaH3aKIil i CTaHOM 6e31eKu cucremu. ¥
BHCHOBKax JucepTalii copmysbOBaHO OCHOBHI HayKOBi Ta IPaKTUYHi pe3yJbTaTH, 30KpeMa: ooy oBa
MaTeMaTU4HO OOI'PYHTOBAHOI MOJieJli IEPEBIPKYU NOCTOBIPHOCTI TpaH3aKlliil, po3pooka ribpuaHoi Mmogei 3
Oe3ne4YHrnM 36epiraHHsIM NepCOHANbHUX JAHUX, IHTerpalis MoJeJii B 103BiIbHOMY 0JIOKUEH 3 ypaxyBaHHSIM HOBUX
BruMoOr 3akony N°n4336-1X, dopmarizaiis KpuTepiiB MpUIHSTTS pillleHb HA OCHOBI MAIIMHHOTO HaBYaHHS, OLiHKa
e(EeKTUBHOCTI B €KCIIEPUMEHTAJIbHUX YMOBax. 3allpOIIOHOBAHI MigX041 MOXKYTb OYTH BUKOPUCTAHI y Iiep>KaBHUX

IM(PPOBUX CUCTEMAX 3 MiIBUIIEHMMHU BUMOTaMU [I0 HAIIMHOCTI Ta IPO30POCTi 06POOKM EPCOHANIBHUX JAHUX.

2. The dissertation work implements an approach to building a multi-level authenticity verification system in a
permissioned blockchain environment, focused on state digital platforms. A hybrid model of secure storage of
personal data is proposed, which meets the requirements of regulatory acts, in particular GDPR, ISO /IEC 27701
and the Law of Ukraine No. 4336-IX, and ensures the integration of the principles of authenticity, transparency
and resilience to cyber threats. Special attention is paid to the creation of a mathematical model of transaction
verification based on smart contracts, Zero Knowledge Proofs and machine learning algorithms, which allows
detecting anomalous actions without disclosing confidential information. In the first section “Analysis of methods
for ensuring the security of personal data protection in the development and operation of information systems”, a
systematic review of regulatory acts, international standards, as well as scientific and applied publications in the
field of digital trust and verification of personal data is carried out. The approaches to ensuring security in state
information systems are analyzed, the problems of formal, content and contextual reliability are identified, the
scientific feasibility of integrating multi-level data verification models into blockchain architecture is formulated.
The application of the Privacy by Design principle, pseudonymization and data minimization principles is justified
in accordance with the Law of Ukraine No. 4336-IX of 27.03.2025 on the requirements for KSZI class AC-1. The
second section “Development of a threat detection model in blockchain systems” formulates conceptual provisions

on information protection in permissioned blockchain environments. Based on a critical analysis of the classical



methods STRIDE, DREAD, NIST CSF, MITRE ATT&CK, their limited effectiveness in decentralized conditions is
established. An adaptive threat detection model is developed that takes into account the specifics of personal data
processing in blockchain systems without centralized control. Architectural requirements for such models are
defined, and a behavioral approach to detecting risky transactions in real time is proposed. In the third section,
“Development of a method for ensuring data authenticity in blockchain systems,” a three-stage transaction
authenticity verification model is proposed, which combines smart contracts for structure verification, Zero
Knowledge Proof for cryptographic confirmation of legitimacy, and machine learning for behavioral validation. A
formal mathematical model of the system’s functioning is built and implemented as a REST API service based on
Hyperledger Fabric. The developed hybrid model combines on-chain metadata with off-chain storage of encrypted
data, which provides a balance between security, scalability, and GDPR compliance. In the fourth section
“Evaluation of the effectiveness of the proposed method”, a full-scale experimental study with simulated
transactions (n = 300) was conducted, which confirmed the accuracy of verification at the level of up to 93.4%, the
average processing time was 0.066 s. Five types of attacks were simulated, including DoS, Unauthorized Submit,
Brute-force Payload, data substitution, Sniffed Replay. A deployment method in cloud environments was proposed,
and a prototype of an administrative dashboard was implemented, which allows for visual control over the
authenticity of transactions and the security status of the system. The conclusions of the dissertation formulate
the main scientific and practical results, in particular: construction of a mathematically based model for verifying
the authenticity of transactions, development of a hybrid model with secure storage of personal data, integration
of the model in the permission blockchain taking into account the new requirements of Law No. 4336-1X,
formalization of decision-making criteria based on machine learning, evaluation of effectiveness in experimental
conditions. The proposed approaches can be used in state digital systems with increased requirements for
reliability and transparency of personal data processing.
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