O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iIKOBHH HOMeP: 0418U002889
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peectpauii: 16-07-2018

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. Martsiituyk-lOnina Osnena BacuiiBHa

2. Matviychuk-Yudina Olena V

KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bup, pucepranii: kanguzaar Hayk
AcnipaHTypa//IOKTOpPaHTypa: Hi

IIIndp HaykoBOi creniaIbHOCTI: 13.00.10

Ha3Ba HayKoBOIi CIIeniaJIbHOCTI: [HdopMaLiiiHO-KOMyHIKaLiiiHi TEXHOIOTIi B OCBITi

T'anyss / ramysi 3HaHB. He 3aCTOCOBYETHCS

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs

Jara 3axucCTy: 12-07-2018

CneniabHICTB 32 OCBIiTO0: HapoHa XyI0KHS TBOPYiCTh

Micue po6oTH 3400yBava: HauionanbHuiil aBiauiiiuuii yHiBepeuteT

Kopg 3a €IPIIOY: 01132330

Micuesnaxo,szeHHa: np. Kocmonasra Komapoga 1, M. Kui, Kui, 03058, Vkpaina

dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HayKy YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
Iudp cnenianizoBaHoi BYEHOI pagH (pa30Boi CIeliai30BaHOi BYE€HOI pagH): [ 26.459.01

IloBHe HaiMEeHYBaHHSI IOPHUAHUYHOI 0COOH: [HCTUTYT iHOPMALIHIX TEXHOIIOTIH | 3aC06iB HABYAHHS
HAITH VKkpainu

Kopg 3a €IPIIOY: 25761786

Micqesﬂaxon)KeHHﬂ: M. bepauHcekoro, 9, M. Kuis, Kuis, 04060, Ykpaina
dopma BaacHOCTI:

Cdepa ynpaBiiHHS: HaujonanbHa akaziemis rearoriyHux HayK Ykpainu

InenTugikarop ROR: He zacrocosyerscs

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaiMEeHYBaHHSI IOPHUAUYHOI 0COOH: HaujonanbHuii aBiauiitHuil yHiBepcuTeT

Koz 3a €IPIIOY: 01132330

MicuesnaxomerHﬂ: nip. Kocmonasra Komapoga 1, M. Kuis, Kuis, 03058, Vkpaina

dopma By1acHoCTI:

Cdepa praBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

V. BimomocTi npo guceprauiio

Mosga guceprarii:

Koau reMaTHYHHX PYOPHK: 14, 14.01.29, 14.01.85.03, 14.01.87
Tema gucepranii:

1. Kommiekc esIeKTpOHHUX OCBITHIX pecypciB HaBYaHHS KOMITIOTepHOI rpadiku MaiibyTHiX 6akanaBpiB
KibepbOe3neku

2. Electronic educational resources complex in computer graphics training of future bachelors of cybersecurity

Pedepar:

1. Incepraliist € TEOPETUKO-E€KCIIEePUMEHTAIbHUM AOCJIIPKEHHSIM IPO6I€MU PO3POOKU i BAKOPUCTAHHS KOMIIJIEKCY
€JIEKTPOHHHUX OCBITHIX pecypciB HaBUaHHSI KOMITIOTEPHOI rpadiku y npoteci npodeciiiHoi NigroToBKM MaibyTHiX
OakasaBpiB Kibepbe3neku. Y auceprallii 3#iiicCHeHO Ipo6ieMHO-TeOPeTUYHUI aHaJli3 HayKOBO-TIearorivHux rnpalb,
BMMOT MDKHAPOJIHOI CUCTEMU CTaHJApTU3allii ranysi Kibepbe3neku Ta CUCTEMHO-KOHLENTyaIbHUM aHali3
3apyODKHOrO Ta BiITYM3HSIHOTO JOCBiAy NPo@eciiiHOoi MiArOTOBKM MalOyTHIiX 6aKkaiaBpiB Kibepoesneku. 3
ypaxyBaHHSM pO3MaiTTs MOIJISiB YU€HUX i IIeJjaroriB-MpakTHKiB 3'SCOBAHO, 10 B yMOBaX rjobaisarii cycninbCcTaa,
i, B mepiy uepry, indpopmarusaiii Bcix JaHOK npolecy npodeciiiHoi NiiroTOBKM po3pobKa Ta BIIPOBAI>)KEHHS
KOMILJIEKCIB €JIEKTPOHHUX OCBITHIX peCypCiB HaBYaHHs HabyBa€ 3HAY€HHS OLHOTO 3 HallBaKJIMBIINX YMHHUKIB
MiABUIIEHHS SIKOCTI HaJJaHHS OCBITHIX ITOCJIYT Ta [IEPCIIEKTMBHOIO PO3BUTKY CUCTEMU BULIOI OCBITH B LitoMy.Ha

MiZICTaBi BUBYEHHS JeP>KaBHOI MOJIiTUKY BIPOBAII)KEHHS Ta peasisalii MbKHapOJHUX CTaHJAPTIB Ta AisIIbHOCTI



nposigHux IT-koprnopaliil Takux KpaiH cBiTy, sk YKpaiHa, [Tosbima, Kazaxcran, ®panuis, Himeuyunna, CIIA ta
IesKUX IHIINX, TOBeJEeHO, 0 Cy4acHa CUCTeMa MiiTOTOBKY MalOyTHIX 6akaiaBpiB Kibepbesneky B YKpaiHi IOBUHHA
BiZJITOBiZJaTV BUMOraM Mi’KHapOJHUX CTaHIAPTIB, a Came: 3arajbHill CUCTEMI CTAaHIAPTU3ALII MEHEIKMEHTY IIOCITYT
a6o Cucremi sIKOCTI MeHeIpKMeHTY nocatyr (CSM) cepii — ISO 9001-15; crienianbHiit abo nmpodeciiiHiil cuctemi
cTangapTu3atii nocyyr indopmariitHoi ta / a6o Kb a6o Cucremi meHepKMeHTy iHdopmauiiiHoi 6e3neku (CMIB),
cepii - ISO 2701; IngycrpianbHa mogens Kibepoesneku (Cybersecurity Industry Model USA - 2014). TeopeTuuHo
OOI'PYHTOBAHO Ta PO3pO6JIEHO KOMILJIEKC €JIEKTPOHHUX OCBITHIX pecypciB HaBYaHHS KOMITIOTEPHOI rpadiku
Mai6yTHIiX 6aKasaBpiB Kibepbe3nexku. 3anponoHOBAaHNI KOMILJIEKC €JIEKTPOHHUX OCBITHIX pecypcCiB HaBUaHHS
KOMITI0TepHOI rpadikyu MailbyTHIX 6akajiaBpiB Kibepoesrneku siBisie co6010 iHTerpoBaHy iHpopmalliiiHy MoJieb, 1110
MIiCTUATb CHCTEMATU30BaHi 1aHi HAYKOBO-HABYaJIbHOTI'O XapaKTepy, IPEeCTaBIIeH] y BUIJISIAI TEKCTOBOI, rpadiyHoj,
uu@poBoi, aynio-, Bifeo- iHpopmaii Ta T.I. ABTOPCbKUI KOMILJIEKC €JIEKTPOHHUX OCBITHIX PECYpCiB HaBYaHHSI
KOMITI0TepHOi rpadiky MaiibyTHiX 6aKkanaBpiB KibepOesneku po3po6IeHO Ha MifCTaBi iHTerpauiitHoro nigxony 3
ypaxyBaHHSM XMapHUX TeXHOJOrii popmyBaHH iHpopmauiiiHux pecypciB 3BO. PenipeseHTOBaHUI KOMILIEKC
€JIEKTPOHHHUX OCBITHIX pecypciB HaBYaHHsI KOMIT'IOTepHOI rpadiku MailbyTHiX 6akasaBpiB KibepOe3rneKku MiCTUTD Y
€061 HaNGiNbLI MOBHUI Mepeslik KOHTEHTY €JIeKTPOHHUX OCBITHIX PeCypcCiB 3 TOUKU 30py HOTO Bi3yasbHO-
MCUXOJIOTIYHOTO CIIPUUAHSITTS Ta OCBITHBOTO HAIIOBHEHHS. Bu3HaueHo repestik mpodeciiiHuX KOMIIeTeHTHOCTEN
MalbyTHix 6akasaBpiB KibepOeseku 3 KOMITIOTEPHOI rpadiku 3 oIy Ha BJIACTMBOCTI Cy4acHUX iHpopMaliliHO-
KOMYHIKaLiTHUX CUCTEM Ta 3 ypaXxyBaHHAM BMMOT MKHApPOAHOI CUCTEMU CTaHIapTu3alii Ta IngycTpiasbHOI Mogei
Kibep6e3neku. BcTaHOBIIEHO, 110 MaiiOyTHIl 6akasaBp KibepOe3neKru Mae OBOJIOLITH TAKUMU (PaXOBUMU
KOMITIETEHTHOCTSIMU 3 KOMITIOTE€pHOI rpadiku: 30aTHICTb 3a6e31e4yBaTH NPoLeC IPUXOBYBaHHS KPUTUYHOI
Bigeoinpopmarii B IKC (creranorpais); 3maTHicTs 3abe3edyBaTy NpoLecy roaorpadivHoro 3axXucTy
indopmauiitnux pecypcis IKC (ronorpadis); 30aTHICTb 0 pO3pOOKH, 3a6€3M€4EHHS Ta MiTPUMKHU Pi3HUX KJIACIB Ta
BUTiB cucteM iHdorpadiky Ta T.1. [In14 LinecrnpsmoBaHoi peasisalii KOHLEeNTyaJlbHUX el JOCTiIKeHHS
PO3p06JIEHO aBTOPChKY METOAUKY BUKOPUCTAaHHS KOMILJIEKCY €JIEKTPOHHUX OCBITHIX pecypciB HaBUaHHS
KOMITIOTE€PHOI rpadikyu MaOyTHIX 6aKasaBpiB Kibepbe3rneKky, sIKka CIIMPaeThCsl HA BUMOTH CBITOBOI CUCTEMU
crangaprusauii cepii ISO Ta crangapris IHgycTpianbHOI Mogesi Kibep6e3neky, TOOTO BpPaXOBYE Cy4acHi BUMOTH 10
daxiBuiB ingyctpii IT-nocayr. MeTa i 3aBIaHHs CIIPOEKTOBAHOTO M€JaroriyHOro MpoLecy 3HaXOASIThCs Y
JlanizapHOMY CIiBBiIHOIIEHH] i3 coljiabHUM 3aMOBJIEHHSIM IHAycTpianbHOI Mozesi Kibepbe3neku. MeToguka
nepeznbadae HalaHHS TPAKTUYHUX 3HAHb, YMiHb i HABUYOK MaliOGyTHIM 6akanaBpaM Kibep6e3neKku 3 METO
dbopmyBaHHS TpodeCciiiHNX KOMIIETEHTHOCTE! 3 HaBYaJIbHOI JUCLIUIIIIHY KOMITIOTepHa rpadiky, a came:
OBOJIOZiHHS TEXHOJIOTisIMU iHpopMaLifiHoro nu3anny (indorpadiku), creranorpadii Ta rosorpadii.
ExkcniepyuMeHTaIbHOIO peasizaliielo aBTOPChKOi METOIUKY JoBeeHO ii epekTuBHicTb. OnepikaHi eMnipyuyHi faHi Ta
ix MaTeMaTr4yHa nepesipKa JaoThb MifcTaBy A1t GOPMYJIIOBAHHS BUCHOBKY PO €(EKTUBHICTb BIIJIMBY aBTOPCBKOI
MEeTOJ UK/ BUKOPUCTaHHS KOMIJIEKCY €JIeKTPOHHUX OCBIiTHIX pecypciB HaBYaHHS KOMITIOTepHOi rpadiku ManOyTHIX
OakasaBpiB Kibepbe3neku. EkcriepruMeHTabHy rinoTe3y MiATBEpAKEHO, METU 1 3aBIaHb €KCIIEPUMEHTY [OCITHYTO.
[IpoBenenui negaroriyHn eKCIEpUMEHT 3aCBifjuye, 10 3alIPOIIOHOBAHA METOAMKA BUKOPUCTAHHS KOMILIEKCY
€JIEKTPOHHUX OCBITHIX pecypciB HaBYaHHS KOMITIOTepHOI rpadiku MarbyTHiX 6akasiaBpiB Kibepbesnexku €
eeKTUBHO0. Pe3ysibTaTi BIPOBAKEHHS PO3P006JI€HOI METOAUKN BUKOPMCTAHHS KOMILJIEKCY €JIEKTPOHHUX
OCBITHIX pecypcCiB HaBYaHHS KOMITIOTE€PHOI rpadikyu MaOyTHIX 6aKanaBpiB KibepOe3neKku MifTBEPIKYIOTS ii

eeKTHUBHICTb.

2. The thesis is a theoretical and experimental study of the problem related to developing and applying an
electronic educational resources complex in computer graphics training of future bachelors of cybersecurity. The
thesis is devoted to the issues of theoretical analysis of scientific and pedagogical works, the requirements of the
international system for standardization in the field of cybersecurity industry, as well as the conceptual system
analysis of foreign and domestic experience regarding professional training of future bachelors of cybersecurity.
Taking into account the diversified opinions of scientists and practitioners, it became clear that in the context of
globalization of society and, primarily, informatization of vocational training process, developing and implementing
of electronic educational resources complexes become one of the most important factors in improving the quality



of providing educational services and prospective development of higher education system as a whole. Based on
the study of state policy pertaining to implementing and integrating international standards and activities of
leading IT corporations of such countries as Ukraine, Poland, Kazakhstan, France, Germany, USA and some others,
it is proved that the current training system for obtaining Bachelor's degree in cybersecurity in Ukraine should
meet international standard requirements, namely: - the general system of service management standardization or
Service Quality Management System (QMS) series - ISO 9001-15; - a special or professional standardization system
of information services or Information Security Management System (ISMS), series ISO 2701; - the Industrial
Cybersecurity Model (Cybersecurity Industry Model USA - 2014). The electronic educational resources complex in
computer graphics training for future bachelors of cybersecurity is theoretically substantiated and developed. The
proposed electronic educational resources complex in computer graphics training of future bachelors of
cybersecurity is an integrated information model that contains systematic data of scientific and educational
materials, presented in the form of text, graphic, digital, audio and video information, etc. The authorial complex of
electronic educational resources in computer graphics training of future bachelors of cybersecurity is developed
on the basis of the integration approach, taking into consideration cloud technologies for forming information
resources. The presented electronic educational resources complex in computer graphics training of future
bachelors of cybersecurity contains the most complete list of electronic educational resources in terms of visual
and psychological perception and educational content. The list of professional competences in computer graphics
for future bachelors of cybersecurity has been determined in view of the features of modern information and
communication systems and requirements of the international standardization system and the Industrial Model of
Cybersecurity. The future bachelors of cybersecurity are supposed to master the following professional
competences in computer graphics: the ability to provide the concealing critical video information in the ICS
(steganography); the ability to provide the holographic protection of ICS information resources (holography); the
ability to design and support various classes and types of infographic systems, etc. For purposeful implementing
the conceptual ideas of the study, there has been developed the authorial methodology for utilizing the electronic
educational resources complex in computer graphics training of future bachelors of cybersecurity on the basis of
requirements of the international standardization system of ISO series and standards of the industrial model of
cybersecurity, considering the current requirements for IT industry professionals. The purpose and tasks of the
designed pedagogical process are in a lapidary relation to the social orders of the Industrial Model of
Cybersecurity. The following technique supposes providing future bachelors of cybersecurity with the practical
knowledge, skills, and abilities for forming professional competences on the discipline «Computer graphics»,
namely, mastering the technologies of information design (infographics), steganography, and holography.
Experimental implementation of the authorial methodology has proved its effectiveness. The obtained empirical
data and their mathematical verification provide grounds for the conclusion with regard to the effective influence
of the authorial methodology of using the electronic educational resources complex in computer graphics training
for future bachelors of cybersecurity. The experimental hypothesis has been confirmed, the experimental goal and
tasks have been achieved as well.
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