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V. BimomocTi npo guceprauiio
Mosga guceprarii:
Koau TemaTHYHHUX PYOPHK: 28.29.05, 50.41

Tema gucepranii:
1. Metonu, mogesi Ta 3aco6u MPOTUIi] 37I0BMUCHIH [isi7IbHOCTI KOPUCTYBAUiB y BiIKpUTUX iHPOpMaLIiTHIX
CepeJoBUIIAX HA OCHOBI TEOPETUKO-IrPOBOTO MiAXOAY.

2. Methods, models ant tools of mitigation malicious activity in open informational environments based on game
theory.

Pedepar:

1. Incepraniiina po60oTa IpucBsYeHa po3poobiii KOMIIEKCY METOiB, MOZiesIel Ta 3ac0obiB KepyBaHHS BiIKPUTUMU
indopmaniitnumu cepenosuimamu (BIC), o HanaloTh cepBicK KOPUCTYBayaM 32 YMOB KOHQJIKTY i HEBU3HAYEHOCTI.
Taki cucreMu npeACcTaBisOTh aKTyaabHUI 00'€KT NOCIIiI)KEHHS, 30KpeMa, IPUKIIaJaMy Takoi CUCTEMHU € MepesKa
[HTEpHeT Ta cy4yacHi 6araTonpolecopHi 060UKCIIOBaIbHI CepenoBUIa. Y pobOTi 3alIpONIOHOBAHO TEOPETUKO-
irpoBuUi minxin, SIKUIM 3aCTOCOBYETHCS [0 aHAJI3y CUTyallill KOHKYPEHIIii KOPUCTYBaviB 32 pECYpCU CUCTEMH,
KOHQJIKTHOI B3aeMO/Iii KOPUCTYBayiB Ta 3JI0BMUCHUX LIiJIECIIPSIMOBAHUX [Iiil, CIIPSIMOBAaHUX Ha TIOPYLIEHHS
(PYHKLIOHYBaHHS CUCTEMU — aTaK Ha BiAMOBY. B po60Ti po3p061€HO KOMIIJIEKC aHAIITUYHUX IOTOKOBUX KEPOBAHUX
mogerseil mepex. [TobynoBaHa irpoBa MOZeJb [1Jis SIKOi 3HalIeHi yMOBY, 110 rapaHTyIOTh CKIHYEHHICTh Yacy

BUYEPIIaHHS YepT, TOOTO MOMEHTY 4Yacy, KOJIM Yepru Mepeski po3BaHTaKaThCs Bif 1akeTiB KOpUCTyBauiB. [Ij1s1 3agadi



B3aeMoii N KOpUCTyBayiB 3HaliEHi YMOBH, fKi rapaHTYIOTh BiZICYTHICTb BTPAT Yy MEPEXKI, iCHyYBaHHA i piBHOBaru
Hemwma. [To6yzoBaHo irpoBy MofieJib IIJIaHYBAaHHSI PECYPCIiB pO3NOJieHOI CUCTEMH 3a HAassBHOCTi KOHKYPEeHIIii
KopucTyBauiB. [IpoBeieHuii irpoBri aHasi3 MIaHyBaJbHUKIB TUILY €Xtr-extr 11 3arajJbHoi 3a1a4i MHOKEHHS
pe3yJIbTaTU MiATBEPIKEHI €KCIIEPUMEHTAJIbHUMU O0YMCIIEHHSIMU Ha KJ1acTepi IHcTuTyTy nporpamuux cuctem HAH
Ykpainu. ITpoBeneHa knacudikallis icHyl0UMX aTak Ha BiZlMOBY, 3alIpOIIOHOBAHA KOHIEILisl CUCTeMU NPOTULi, sKa
6a3yeTbCs Ha TEOPETUKO-IrPOBOMY MOJI€JII0BaHHI Mepexki. [Io6yioBaHi irpoBi Moziesli BaXX/IMBUX KJaciB aTak Ta
3aIPOIIOHOBAHNN METOJ, OLIIHKY BPa3/IMBOCTI Mepexi. CTBOPEHE CepeOBUIIE IMITALIITHOrO MOJEJIIOBAHHS aTaK Ha
BiZIMOBY Ta iX OLiIHKM Ha POOGOTY CUCTEMH, 110 HaZla€ cepBicu KopucTyBadaM. Kilo4yoBi cjioBa: aTaky Ha BiMOBY,
Teopis irop, piBHoBara Heia, KodiKTHO-KepOBaHi IIpoliecH, rapasesibHi 00YMCIeHH s, Ipif, Kilayl, KepoBaHi

MoJesi 6araTonpoLeCOpHUX 064YKCIeHb, TPOTOKOIM Mepexi IHTepHeT.

2. This thesis deals with models, methods and tools of control of Open Informational Environments (OIE),
providing services to users under conflict and uncertainty. For instance, Internet and multiprocessor computers
are examples of OIE’s. In first case service is a bandwidth, in second - computation resources. It is proposed game
theory approach to analysis of users competition over system resources, users interactions and malicious attacks,
trying to disrupt system performance. In this work game-theory based model of controlled network with many
selfish users was developed and conditions on Nash equilibrium existence and uniqueness are presented. Then
model was extended to include real-world effects (queues, losses, window of TCP algorithm). Using differential
equations with discontinuous right side it was proved existence and uniqueness of solution for model of TCP key
feature (AIMD scheme). For game with N users it was formulated payoff matrix for a network game and found
conditions of equilibrium existence depending of loss sensitivity parameter. For problem of scheduling and load
balancing it was proposed model using a game-theoretic framework. The general objective was to identify and
address the efficiency problems, where game theory can be applied to the model and evaluate user conflicts
problems and consequently to design efficient solution. We consider the fluid model of computations to calculate
the "ideal" complete time, which gives the lower bound of possible real time. We propose the game model of user's
interaction on the example of matrix multiplication problem with centralized planner of extr-extr type. It was
provided game theory analysis of planner and found the conditions of Nash equilibrium uniqueness, which is
Pareto inefficient. Game theory provides mathematical base for analyzing and modeling security problems with
many agents which could interact in complex, dynamic environment. The advantage of game theory approach is
possibility of analyzing many different scenarios before adopting a certain strategy. Using mathematical modeling
we provide simulations of network topology, controlling algorithms and users’ actions. Then we introduce network
attacker into system and estimate attack influence on equilibrium characteristics. Using this approach we
formulated theory-based estimations of network topology resilience and how attack will affect network
equilibrium. Key words: denial of service attacks, game theory, Nash equlibria, conflict-controlled processes, grid,
cloud computing, controlled multiprocessor computations, Internet protocols.
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