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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. MeTonu Ta MoAeJli AMHAMIYHOTO YIIPaBJIiHHS PeCypcaMu 3aXUCTy iHpopmarii

2. The methods and models of dynamic resource control in information security

Pedepar:

1. Incepralis npyucBg4Y€Ha BUPIIIEHHIO IUTAaHb T€OPii Ta MPAKTUKKU CTBOPEHHS €(PEKTUBHUX CUCTEM 3aXUCTY
iHdopmauii. MeToro pobOTH € NifBUIIEHHS PiBHS 3aXUIEHOCT] iHPOpMalLiiHUX CUCTEM 32 PaxyHOK ONTHMaJIbHOTO
posmoginy pecypcis 3axucTy iHpopMallii MixK 00'€eKTaMU 3aXUCTY i3 BpaXyBaHHSIM [Iill 37I0BMUACHMKA. Ha OcHOBI
MaTeMaTU4HOro anaparty Teopii irop po3po6ieHO MaTeEMaTUYHY MOJIeJIb CKJIAIHUX iHPOPMALIITHUX CTPYKTYP, 1O
NOTPeOYIOTh 3aXUCTY, SIKA Ja€ MO>KJIMBICTb ONTUMI3yBaT BUKOPUCTaHHS PECYPCIB 3aXUCTy B CUCTEMaX, SIKi
BiIPi3HSIIOTBCS KiJIBKICTIO 00'€KTIiB, pO3TalllyBaHHIM IIE€PELIKO], iX ypasinuBicTIO, po3nogisiomM iHdpopmauii o
00'eKTax Py Pi3HMX CHiBBiJHOLIEHHSIX PECYPCiB Hanaay i 3axucTty. PO3rjsiHyTO yMOBU iCHYBaHHS CiZlJIOBOi TOYKHU
6a3i mogei po3pob6sieHO METO], YIOCKOHAJIEHHS TEXHOJIOTIi AUHAMIYHOTIO PeryJll0BaHHs PO3MOily pecypciB
3aXUCTY, 110 BPaXOBY€ 3MiHYy [TapaMeTPiB Ta XapaKTEPUCTUK CUCTEMHU 3aXUCTY 3aJIESKHO Bifl 3MiHM HALiJIEHOCTI aTak
3JI0BMUCHMKA. 3allpOIIOHOBAHO MOJEJIb peasisallii TpoLeciB pisHOHAIIPABIEHOTO IIPOTUCTOSAHHS 171 BU3HAYE€HHSA

4acoBoi 3aJ1e>KHOCTI iHpopMaliiiHOro 6a1aHCy KOHKYPYIOUMX CTOPiH B YMOBaXx IIOCTIHUX CIIPOO 3100y TTs



indopmauii. [IpoBeieHO DOCTIIXEHHS CUCTEM 3aXUCTy iHPOpMallii, Ha OCHOBI SIKMX C(POPMYJILOBAHO PEKOMEH ALl

IO7T0 BUKOPUCTAHHS PO3POBIEHNX METOMIIB i MOeen.

2. The thesis is dedicated to solving theoretical and practical problems of generation efficient information security
systems. Research has as its object increasing information security indices by optimal use of resources. Pursuing
objective mathematical model of multilevel multibarrier information security systems is developed and studied; the
model enables to optimize the use of resources in systems which differ in quantity of objects, placement of
obstacles, vulnerability, and information distribution between the objects with different ratio of attack and defense
resources. Conditions of saddle point existence of objective function are examined; saddle point existence
intervals of values relative amount of resources in complicated systems, which differ in structure, number of
objects, information distribution between the objects, their vulnerability, are calculated. Using mentioned model
method of testing in dynamic mode of complex confrontation when each of the sides attempts both to defense his
information and to get his opponent's information. The method of determining time dependence of competitive
sides' information balance in permanent attempts to get information, which based on Markov chains, is devised.
System designs are provided, on base of which recommendations for software devising are made.
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