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1. Incepraliiio MprucBs9eHO KOMIJIEKCHOMY JOCJIIKEHHIO aIMiHiCTPaTHBHO-TIPABOBOTO 320€3M1eYeHHS 3aXUCTY
[IepCOHAJIbHUX JaHUX B yMOBax Iudposizalii nybsiyHoro ynpasiaiHHs. B nepmomy po3zisni «3arajipHa
XapaKTepPUCTUKA aJMiHICTPaTUBHO-TIPABOBOr0 3a0€3I1€UEHHS 3aXUCTY [1IEPCOHAIBHUX JAaHUX y cepi nybiuHoro
YIIPaBJIiHHS» NOCJIIPKEHO KOHLIENTyaIbHi OCHOBU 3aXUCTy IEPCOHAJIBHUX JIAHUX SIK 00'€KTa aiMiHICTPaTUBHO-
IIPaBOBOi OXOPOHH, PO3KPUTO BILJIMB LudpoBizanii Ha TpaHchOpMaLLilo TPaBOBITHOCKH Y Liil cepi Ta BU3HAUEHO
MEeXaHi3MU BIIMBY Mi’KHAPOJHUX CTaHAAPTIB Ha HallioHaJIbHE agMiHiCTpaTUBHE 3aKOHOJABCTBO. OOIPYHTOBAHO, 1110
[IEPCOHAJIbHI [1aHi € cnenu@iyHUM 00'€eKTOM aMiHICTPaTUBHO-TIPABOBOI OXOPOHH, BiIMiHHUM BiJl 00’€KTiB
KOHCTUTYLIITHO-TIPABOBOTO i IMBIJIbHO-IIPABOBOIO PETYJIOBaHHSA. 3alIPOIIOHOBAHO aBTOPCHKE BU3HAYEHHS

[IEPCOHAJIPHUX JAHUX Y KOHTEKCTI Iy0OJIiYHOro yIpaBiHHS, sSIKe BpaxoBye crelu@iky cyo'eKkTiB 06poOKY, IIpaBOBY



mizcTaBy Ta AyasbHY METY peasnizalii my6siuHO-BIaHUX IOBHOBAKEHD i 3a0€3Me€4eHHSI IPaB 0COOH, a TAKOXK
Bimobpaskae peanbHiCcTh 06p0OOKY Yepe3 undpoBi TexHoJIOrii Ta iHTerpoBaHi iHdopMariiHi cucremu. ludposizaris
Iy6JIiYHOrO YIIPaBJliHHS PO3IJIHYTA K YMHHUK KiCcHOI TpaHcdopMallii IpaBoBifHOCKH Y cdepi 3aXUCTy
[IEPCOHAJIBHUX JAHUX, L0 OXOILIIOE 3MiHy CyO'€KTHOTO CKJIaZly IPaBOBiJHOCKH, IPUPOAM ix 00'€KTa, 3MICTY NIPaB i
00OB'SI3KIiB CTOPIH Ta XapaKTepy IIPaBOBOTO 3B'SI3Ky MiX [I€p>KaBoIo i T[pOMaIssHUHOM. BUSBIEHO ABa IPUHLIUIIOBO
HOBIi TUIIY [TPABOBiIHOCUH: BiITHOCUHM MiXK Cy0'€KTOM [aHUX i aJITOPUTMOM SIK Cy0'€KTOM aBTOMAaTH30BaHOTO
VIPaBJIiHCBKOTO PillleHHS Ta BiIHOCUHM B YMOBax CTPYKTYpPHOI iHpopmalifiHoi acumeTpii, 3a sKoi gepkasa
aKyMYJII0€ KOMILIEKCHUI IM(PPpOoBUiA Tpodib IPOMAISIHIHA HE3AIEKHO Bill HOT0 aKTUBHUX 3BEPHEHb. JJOCIIKXEHO
apxiTeKTypy MiPKHapOJHMX Ta HaJHAIlIOHAJIbLHUX CTAHMAPTIB 3aXUCTY IEPCOHAIBHUX JAHUX, 110 OXOIII0E
Konsenriito 108+ K iHCTpyMEHT Mi>KHapOJIHOTO IIpaBa Ta akKTu BTOpUHHOro npasa €C - GDPR, [lupektuBy
2016,/680, Data Governance Act i EU Al Act - sk B3aeMOMNOB's13aHi iHCTpymMeHTH. YV npyromy po3zisni «3mict
aZMiHiCTpaTUBHO-IIPABOBOTO 3a6€3M1€YEHHS 3aXUCTy IIEPCOHAJIPHUX IAHUX B yMOBax LU(poBisallii my6s1i4HOro
VIPaBJIiHHS» NOCIiI)KEHO HOPMATUBHO-TIPAaBOBY OCHOBY, CyO'€KTHUI CKJIaJl Ta NIPOLELypPHI €JIeMEHTH MeXaHi3My
3aXMCTy [IEPCOHAJIbHUX JaHuX Y cdepi uudposoro ny6siivHoro ynpasiaiHHa. OxapakTepr30BaHO HOPMATHUBHO-
[IPAaBOBE PETYJIIOBAHHS 3aXUCTy NEPCOHAIBHUX JAHUX y cepi undpoBOro my61iYHOro ypasiliHHS i BCTAHOBJIEHO
H1OT0 CTPYKTYPHUI AucOaTaHC MK CTPIMKUM PO3BUTKOM 3aKOHOZABCTBA PO LMPOBi NyOJIiuHi IOCIyrH Ta
PEECTPY i XPOHIYHMM BiZICTaBaHHSM CIIEL[iaJIbHOTO 3aKOHOLABCTBA [IPO 3aXUCT [I€PCOHAJIBHUX JaHUX. JJOCIiIKeHo
CHACTEMY CY0O'€KTiB 3a0€3I1€4€HHSI 3aXUCTY IEPCOHAIBHUX JAHUX Y cdepi MyOsiuHOro ynpasliHHS Ta IPOBELEHO iX
kyacu@ikauiio 3a QpyHKIiOHAJIbHUM KpUATEPieM 3 ypaxyBaHHSIM crieln@iku Hu@poBOro myo6ivHOro yrpasliHHS.
Po3kputo 3MicT aiMiHiCTpaTUBHUX NPOLeLyp 06POOKY IIEPCOHANIbHUX JAaHUX Y CUCTeMax IMPPOBOTO [1y6iYHOTO
YIIPaBJIiHHS i BCTAHOBJIEHO IXHIO IKICHY BiIMiHHICTb BiJl TpaguLIiMHMX agMiHICTPAaTUBHUX NIpoLenyp. BusHadyeHo, mo
[IPaBOBE PETYJIIOBAHHS TAKUX NIPOLENYDP Ma€ I'PYHTYBATUCh HA BUMOTaxX NPO30POCTi aJIFTOPUTMIYHUX PillleHb,
IiA3BITHOCTI BCiX Cy0’eKTiB 0OPOOKY Ta peasbHOi JOCTYIIHOCTI MEXaHi3MiB 3aXUCTY [IpaB Cy0’eKTiB IepCOHANbHUAX
IaHux BianosigHO 1o craHpaptiB GDPR i npaktuku €CILIL Y TpeTboMy po3gii «YI0CKOHAIEHHS aAMiHICTPAaTUBHO-
IIPaBOBOTO 3a0€3M€YEHHS 3aXUCTy [IEPCOHAJIbHUX JAaHUX B yMOBax LIM(poBizalii ny6siuHOro ynpasliHHSI»
IOCJIiZIPKEHO MPAaKTU4HI IPO6JIeMH IPABO3aCTOCYBAHHS Y cepi 3axXxUCTy NEPCOHANIBHUX JAHUX, BUSIBJIEHO CUCTEMHI
[IPaBOBIi [IPOTAJIMHYU Y PEryJIl0BaHHI €JIEKTPOHHUX My6JIiYHUX IIOCJIYT Ta BU3HAYEHO MEXaHi3MH i IpiopuTeTn
rapMoHi3zalii yKpaiHCbKOr0 3aKOHOJABCTBA i3 TpaBoM €Bporieficbkoro Corwo3sy. [IpoaHanizoBaHO CTaH
[IpaBO3aCTOCYBaHHS y cdepi aAMiHiCTpaTUBHOI Bif[TOBiNAILHOCTI 32 MOPYLIEHHS 3aKOHOAABCTBA PO 3aXUCT
NIEPCOHAJIPHUX JIAHUX i BCTAHOBJIEHO (PEHOMEH «MEPTBOi HOPMI», SIKUI1 [TOJIITae y TOMY, L0 32 HASIBHOCTI TUCSY
3BEPHEHb Cy0’eKTiB [1IEPCOHAIbHUX JAHUX PeajlbHEe IPUTSATHEHHS [0 BiJ[IOBiIaJbHOCTI € I0OAMHOKUM.
O6rpyHTOBaHO NPOIO3ULi WOA0 pePOpMyBaHHS CUCTEMU aIMiHICTPATUBHOI BiNOBiAAIBHOCTI 32 MOLEILIIO
IBOpiBHEBOI CTPpyKTypu GDPR 3 nudepeHnnianieo caHKIill 3a1€5KHO Bifl TSKKOCTi TOPYIIEHHS Ta OGHOYACHUM
3aMpOoBa/IKEHHSIM CIIPOLIEHOT0 NMPOBAJKEHHS i CleliabHOro MopsAKy 36MpaHHs LA(PPOBUX JOKA3iB.
OxapaKTepr30BaHO [IPABOBUI PEXXUM 3aXUCTY I€PCOHANBHUX AHUX Y CUCTEMAX €JIEKTPOHHUX MMyOJIiYHUX TIOCIIYT i
BCTaHOBJIEHO, WO pobsemu miardopmu «Jis», cucremu «Tpembita» Ta peectpy «O6epir» MaloTh CIiJIbHY
CHCTEMHY IPUYMHY — BiICYTHICTb IPEBEHTUBHUX [IPABOBUX iHCTPYMEHTIB Ha €Talli IPOEKTYBaHH Ta 3aIlyCKY
ny6s1iYHUX LMPPOBUX CepBiciB. BU3HaYeHO NpiopUTETH Ta MEXaHi3MU rapMoHi3allii agMiHicTpaTuBHOrO
3aKOHO/JABCTBA YKpaiHU y cpepi 3axucTy NepCoHANbHUX JaHux i3 npaBoM €C i goBefeHo ii 6araToBUMipHUI
XapakTep, 10 BUXOAUTH 3a Mexi imrnemeHTanii GDPR i oxonoe lupektusy 2016 /680 y npaBooxOpoHHiil cepi Ta

EU Al Act y yaCTHHI CUCTEM LITYYHOTO iHTEJIEKTY y MyO6JIiYHOMY CEKTOPI.

2. The dissertation is devoted to a comprehensive study of the administrative and legal protection of personal data
in the context of the digitalization of public administration. In the first section "General characteristics of the
administrative and legal protection of personal data in the sphere of public administration" the conceptual
foundations of the protection of personal data as an object of administrative and legal protection are investigated,
the impact of digitalization on the transformation of legal relations in this sphere is revealed and the mechanisms
of influence of international standards on national administrative legislation are determined. It is substantiated
that personal data is a specific object of administrative and legal protection, different from the objects of



constitutional and civil law regulation. The author's definition of personal data in the context of public
administration is proposed, which takes into account the specifics of the subjects of processing, the legal basis and
the dual purpose of exercising public authority powers and ensuring the rights of the individual, and also reflects
the reality of processing through digital technologies and integrated information systems. The digitalization of
public administration is considered as a factor of qualitative transformation of legal relations in the field of
personal data protection, which includes a change in the subject composition of legal relations, the nature of their
object, the content of the rights and obligations of the parties and the nature of the legal relationship between the
state and the citizen. The architecture of international and supranational standards for the protection of personal
data is studied, which includes Convention 108+ as an instrument of international law and acts of secondary EU law
- GDPR, Directive 2016 /680, Data Governance Act and EU Al Act - as interconnected instruments. The second
section, “The content of administrative and legal support for personal data protection in the context of
digitalization of public administration,” examines the regulatory and legal basis, subject composition, and
procedural elements of the mechanism for protecting personal data in the field of digital public administration.
The regulatory and legal regulation of personal data protection in the field of digital public administration is
characterized and its structural imbalance between the rapid development of legislation on digital public services
and registers and the chronic lag of special legislation on personal data protection is established. The system of
subjects for ensuring personal data protection in the field of public administration is studied and their
classification is carried out according to functional criteria, taking into account the specifics of digital public
administration. The content of administrative procedures for processing personal data in digital public
administration systems is disclosed and their qualitative difference from traditional administrative procedures is
established. It was determined that the legal regulation of such procedures should be based on the requirements
of transparency of algorithmic decisions, accountability of all processing entities and real accessibility of
mechanisms for protecting the rights of personal data subjects in accordance with the standards of the GDPR and
the practice of the ECHR. The third section, “Improving the administrative and legal support for the protection of
personal data in the context of the digitalization of public administration,” examines practical problems of law
enforcement in the field of personal data protection, identifies systemic legal gaps in the regulation of electronic
public services, and identifies mechanisms and priorities for harmonizing Ukrainian legislation with European
Union law. The state of law enforcement in the field of administrative liability for violations of personal data
protection legislation is analyzed and the phenomenon of a “dead norm” is established, which consists in the fact
that with thousands of appeals from personal data subjects, real prosecution is rare. Proposals for reforming the
administrative liability system based on the model of the two-tier structure of the GDPR with differentiation of
sanctions depending on the severity of the violation and the simultaneous introduction of simplified proceedings
and a special procedure for collecting digital evidence are substantiated. The legal regime for the protection of
personal data in electronic public service systems is characterized and it is established that the problems of the
"Diia" platform, the "Trembita" system and the "Oberig" registry have a common systemic cause - the lack of
preventive legal instruments at the stage of designing and launching public digital services.
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JopaTrkoBa inHpopmanist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HayKOBO-IOCIi/{HNI IHCTUTYT IPUBATHOTO NPaBa i

nignpuemHulTBa imeHi akagemika @. I'. Bypuaka HauioHanpHOI akagemii mpaBoBux HayK YKpaiHu
Kopg 3a €IPIIOY: 19485263

MicueSHaxo,vieHHﬂ: ByJ1. Kaaumupa Manesuua, Kuis, 03150, Ykpaina

dopma BracHOCTI: /lepxaBHa

Cdepa ynpaBiriHHS: HaujonanbHa akazieMist IpaBoBux HayK YKpaiHu

InenTudikarop ROR:

VIII. 3ak1104Hi BiZOMOCTI
Bsiacue IlpisBume Im's Io-6aThKOBI [Tomoxoird Basnepiit [BaHOBIY

TOJIOBH pajgu

BnacHe IlpizBume Im's I10-6aTbKOBI [Tomoxosiy Banepiit [BaHOBIY
TOJIOBYIOYOTO Ha 3acCiiaHHi

BignoBimasbHHH 3a Hi,ZII‘OTOBKy Koposnenko Bitaniin Muxainnosuy
00JIiIKOBHX JOKYMEHTIB

PCGCTpaTop FOpuenko TetsiHa AHaToJiiBHA



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




