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I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
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IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaliIMEeHYBaHHS IOPUAHYHOL OCOOM: BiHHUIILKMII HAIIOHA/ILHUI TEXHIYHUI YHIBEPCUTET
Kopg 3a €IIPIIOY: 02070693

MicuesnaxomerHﬂ: 21021 m. Binaun, ByJs. XMeJbHULbKE 1I0Ce, 95

dopma By1acHoCTI:

Cdepa praBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu
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V. BimomocTi npo guceprauiio
Mosga guceprarii:

Koau TemaTuyHHUX PyOpPHK: 50.33.14
Tema gucepranii:

1. Metonu i 3aco6u 610K0BOTrO MKUGPYBaHHS NigBUILIEHOI CTIMIKOCTI HA OCHOBI apU(PMETUYHUX Ollepalliil 3a

MOJIYJIEM.

2. Methods and means of the block ciphers for increased security based on the arithmetic operations after the
modulo.

Pedepar:

1. O6'exT mocnifKeHHs - mpolec KpunTorpa@iyHoro 3axucty iHpopmallii B KOMII'IOTEPHUX CUCTEMAX; METOIO
po60TH € MigBUIIEHHS PiBHS 3aXUIIEHOCTi iHpopmallii B KOMITIOTEPHUX CUCTEMaX IIJIIXOM PO3POOKU METOiB Ta
3aco6iB 6J10KOBOrO MK(pPyBaHHS NiABUILEHOI KpUNTorpagiyHoi CTINKOCTI Ha OCHOBI apu(pMeTUYHUX olepalliil 3a
MOJyJIeM; BUKOPUCTaHi METOIY TeOpii 4uces1, KpUIITOJIOrii, MAaTEMAaTUYHOI CTATUCTUKHU i METOIU TeOPii HudpoBux
aBTOMATIB; TEOPETUYHi PE3yJIbTaTU - METOAU CUMETPUYHOTO 6JI0KOBOTO IM(PYBAHHS HA OCHOBI aPU(PMETUIHUX
orepaliii 3a MozlyJieM, SIKi Iepe6avaloTh BUKOPUCTAaHHS KOMOIHOBaHOTO PO3TOPTAaHHS KJIIOUiB Ta
IICEB/IOBUIAIKOBE 3aB's1I3yBaHHSIM OJIOKIB JaHUX, 10 3abe3redye MiBULIEHHS PiBHS CTIMKOCTi 6J10KOBOTO
mr@PyBaHHA [0 BilOMUX KPUIITOrpaivyHMX aTaK 32 PaXyHOK YCKJIAIIHEHHS aHai3y B 27°p Ta 27N pas, BillIOBigHO.

CTpyKTypH creLiaizoBaHUX IIPOLECOPiB 115l 67I0KOBOTO MKUQPYBaHHS, SIKi 326€311e4y0Th MiABULEeHHS MBUAKOCTI



mudpyBaHHS MOPiBHSIHO 3 peasli3allielo Ha OCHOBI YHiBEpCaJbHUX MiKporpolecopiB y L pa3zis. Metog,
CHMETPUYHOT0 6JI0KOBOrO MHQPYBaHHS HAa OCHOBI apudpMeTUYHUX Orlepaliiil 3a MOJyJieM, 1[0 BUKOPUCTOBY€E
MOJYJIb SIK OJIHY 3 CKJIa[IOBUX CEKPETHOTO KJII0Ya; IPAaKTUYHi pe3yJbTaTU - IPOrpPaMHi 3acobu Ta CTPYKTypU
CIIeLliali30BaHUX NIPOLECOPIB, sIKi peasizyloTb METOAY CUMETPUYHOTrO 6JI0KOBOTO M(PYBaHHS HA OCHOBI
apudMeTUYHUX OTepaliili 3a MOZyJIeM; Lie Ja€ MO>KJIMBICTh MiJIBUIEHHS PiBHS 3axulieHOCTi iHpopmariii B
KOMIT'IOTEPHUX CUCTEMAaXx; CTYIIiHb BIPOBAI)KEHHSI - pe3yJbTaTy po6oTu BripoBaakeHo y TOB "BIATEJ", IT1
"BIHBEYJI30JI" Ta B HaBuanbHuil nnpotiec BHTY. Cdepa(ranysp) BUKOPUCTAHHS - BUPOOHUIITBO IPOTPaMHUX 3aC006iB

Ta 3aC00iB KOMIT'IOT€PHOI TEXHIKU.

2. A research object is the process of cryptographic security of information in computer systems; the aim of work
is to improve information security in computer systems by developing methods and tools for block cipher
cryptographic strength increased on the basis of arithmetic operations after the modulo; used methods of number
theory, methods of cryptology, the methods of mathematical statistics,methods of automata theory; theoretical
results - the method of symmetric block cipher based on the arithmetic operations after the modulo, which
involves the use of the combined deployment of keys and pseudorandom tying blocks of data, which increases
level of stability to the block cipher known cryptographic attacks by complicating the analysis in 2”p and 2™N
times, respectively. The structure of specialized processors for the block cipher are proposed and provide a speed
boost over encryption implementation based on the universal chip in L times. The method for the symmetric block
cipher based on arithmetic modulo by using one of the components of the secret key as a module are improved,
practical results - software tools and structures of specialized processors that implement the methods of a
symmetric block cipher based on arithmetic modulo are proposed; It gives an opportunity to improve the security
of information in computer systems; the degree of implementation - the results have been implemented in PLC
"VIATEL", firm "VINBUDIZOL" and in the scientific process of VNTU. Scope of - the production of software and
hardware.
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Cdepa ynpasiriHHS:
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Penensentu

VIII. 3ak1104Hi BiZOMOCTI

Biacue IpizBume Im's [1o-6aTbKOBI Keernuit Poman Haymosnd
rOJIOBH pagu

Biacue IpizBume Im's [10-6aTbKOBI Keerhuit Poman Haymosny

TOJIOBYIOYOTO Ha 3acCiiaHHi
BignoBigasibHUI 3a MiATOTOBKY
00JIiIKOBHX JOKYMEHTIB

PeecTpaTtop

KepiBHuk Bigainy YKpIHTEI, mpo €
BiZINOBiZaJIbHUM 32 peeCcTpallilo HayKOBOi IOpuenko T.A.

OisSIIBHOCTI




