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V. BimomocTi npo guceprauiio
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1. KpuminanictryHi npuitomMu, Crioco6u i 3aco6u BUSABJIEHHS, PO3KPUTTS Ta PO3CiyBaHHS KOMII'IOTEPHUX 3JI0YMHIB

2. Criminalistic Practices, Techniques and Tools of Cybercrimes Detection, Exposure and Investigation

Pedepar:

1. Incepranist NpucBsY€Ha KOMILJIEKCHOMY [OCJIiIP)KEHHIO KPUMiHaNiCTUYHUX IPUIOMIB, CIIOCO6iB i 3ac06iB
BUSIBJIEHHS, PO3KPUTTS Ta PO3CIiAyBaHHS KOMII'IOTEPHHUX 3J/I09MHIB. BU3HAa4al0TLCS CKIIANOBI KpUMiHAJICTUYHOL
XapaKTEePUCTHKU KOMIT'IOTEPHUX 3JI0YMHIB, PO3KPUBAETLCA iX 3MiCT. JlaeThCs aBTOPChKE BU3HAYEHHS [IOHATD
"KOMIT'IOTEPHi 371041HU", "CI1I0COOM BYMHEHHSI KOMIT IOTePHUX 3JI0YMHIB", "KOMIT'I0TepHa iHbopmariis”,
IIPOIIOHYIOTHCS 3MiHM i TOMTOBHEHHS 10 YAHHOI'O 3aKOHOAABCTBA. AHAJII3YIOThCS IIOHATTS "KPMMIHATICTUYHUN
IpunoM", "KpMMIiHaMiCTUYHUI CIIOCI6", "KPMMIHAJIICTMYHI 32C00M" 1 (POPMYIIIOETHCS BUBHAYEHHS! LIVX ITOHSTb.
BUCBITIIIOIOTHCS TAKTUKO-KPUMIHAJIICTUYHI IPUHOMHU, CIIOCOOU i TEXHIKO-KPUMIHAIICTUYHI 3ac06U, IPUHOMU
BUSIBJICHHS, PO3KPUTTS Ta PO3CJIiyBaHHS KOMIT'IOTEPHUX 3JI04MHIB. JJOCIiIKyeTbCSI MDKHAPOIHUI LOCBI,
BUSIBJIEHHS1, PO3KPUTTS Ta PO3CIIilyBaHHs KOMIT'IOTEPHHUX 3/I09MHiB. Bu3HauaoThcsa pekoMeHgalii momo

BIOOCKOHAaJIEHHS BUSABJIEHHS, PO3KPUTTA Ta pOSCJIi,ILYBaHHH OJaHUX 3JI0Y1HIB.



2. This thesis is dedicated to comprehensive research in criminalistic practices, techniques and tools of
cybercrimes detection, exposure and investigation. The composites of criminalistic characteristics of computer-

"o

related crimes are defined. Author's definitions of "cybercrimes”, "ways of cybercrimes commission

, "computer
information" are provided, legislative changes to be made are proposed. The notions of "criminalistic practices",
"criminalistic techniques" and "criminalistic tools" are analyzed and determined. The tactical and criminalistic
practices and techniques as well as technical and criminalistic tools and practices of cybercrimes detection,
exposure and investigation are reported. International best practices in the area of cybercrimes detection,
exposure and investigation are researched. The recommendations with respect to improvement of such crimes
detection, exposure and investigation are defined.
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