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1. MetonosoriyHi ocHOBM iHbOpMaIiliHOI TeXHOJIOTii 3a6e3neYyeHHs 6e3MeKy KpUTUIHUX €HEPreTUIHUX
iHppacTpyKTyp

2. A methodology of information technology for safety assurance of critical energy infrastructures

Pedepar:

1. O6'exT - mpouecu 3abe3neyeHHs 6e3neKru KPUTUYHUX eHepreTUYHUX iHPPacTPyKTyp Ta ix indpopmauitHo-
KEePYIOUUX CUCTEM Y IIPOLieCi CTBOPEHHS 11 3aCTOCYBaHHS; MeTa - 3a6e3Ie4eHHs 0e31eKu KPUTUYHNUX eHePreTUYHUX
iHppacTpyKTyp Ta iHpOopMaliflHO-KEepPYIOUUX CUCTEM LIJISXOM PO3pO06JIEHHSI METOAOJIOTIYHUX OCHOB Ta
indopmauiitnoi TexHosorii (IT); MeTony - cucTeMHMI aHali3, TEOPis HAMIHOCTI Ta 6€3MEeKU CKIAHUX CUCTEM,
HeuiTke Ta iMOBipHiCHe MozemoBaHHs. Pe3ysbTaT - BUpilleHa akTyajabHa HAyKOBO-TIPUKJIAiHA MTpobiema, sKa
II0JIsITa€ y CTBOPEHHI iHpopmaliiiiHoro 3abe3nedeHHs KpUTUYHUX eHepreTnyHux iHppacTpyktyp (KEI) misxom
PO3pOOKM METOAOJIOTIYHUX OCHOB iH(OpMaIliliHOI TEXHOJIOTI O1liHIOBaHHS Ta 3abe3reyeHHs iX 6e3eKu 3
ypaxyBaHHSM eMeppKeHTHOro pusuky (EP) B ymoBax HeBU3HaYeHOCTi. HOBU3HA - Briepiue po3po61eHO MaTPUUHY

Mogesb 6e3reKy, MeTo, iHTerpallii pe3ysbTaTiB allpiopHOro ¥ anocTepiopHOro aHali3iB 6e3MeKu, MeToy,



OLIiHIOBaHHSI 6€3M€KU 3 YPAXyBaHHSM THUIIIB iHPPACTPYKTYPHOTrO PU3UKY.YIOCKOHAIIEHO METOL0JIOTII0
3a6e3reyeHHs 6€3MeKu KPUTUIHUX €HePreTUYHUX iHPPACTPYKTYP, METO, TapajesIbHO-MOCIiJOBHOTO OL[iHIOBAaHHS
6e3meKu, MeToJ, 3abe3eyeHHs 6e3MeKH MJSIXOM BUOOPY AUBEPCHOI cucTeMU. JicTasy OalbIIoro pO3BUTKY
JIOTIKO-JIIHTBiCTUYHA MOJIeJIb O€3MeKH, METOJ HEUITKOTO OLIiHIOBaHHS 6araTopiBHEBOI Jierpajallii, riopugHNI METOZ,
3a6e3reyeHHs 6€3MeKH 3 ypaxyBaHHIM €MePIKEHTHOTrO pru3uKy. CTyIiHb BIIPOBA/IKEHHS - PE3yJIbTaTU
JOCJIiZI>KEHHS BIIPOBAIKEHO B [isI7IbHICTh MIOCTHOX BITYM3HSIHUX MMiANPUEMCTB Ta Y460BUX 3akafiB. ['anysp
BUKOPUCTAHHS - iHYOpMaLiIHO-KepYUdi CUCTEMU KPUTUYHOTO 3aCTOCYBAHHSL.

2. The object - critical energy infrastructure and information and control system safety assurance processes
during development and application stages; The goal - critical energy infrastructure and information and control
system safety assurance through development of methodological basis and information technology (IT);methods -
system analysis, theory of reliability and safety of complex systems, fuzzy and probabilistic modelling. Results - an
urgent applied scientific problem of development of information suppport of critical energy infrastructure through
development of methodological basis of information technology of critical energy infrastructure safety assessment
and assurance considering emergent risks under uncertainties. Novelty - the matrix safety model, the method of
integration of priori and posteriori safety analysis results, the safety assessment method considering the types of
emergent risk were developed for the first time.The methodology of critical infrastructure safety assurance, the
method of parallel-sequential safety assessment, the method of safety assurance by selection of diverse system
were imporved. The logical-linguistic safety model, the method of fuzzy evaluation of multilevel degradation,
hybrid method of safety assessment, the method of safety assessment considering the reliability of its systems
(subsystems), safety assurance method considering emergent risk were further developed.The degree of
deployment - the research results were introduced at six enterprises and educational organizations. The scope -

information and control systems for critical application.
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