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Pedepar:

1. Inceprauiiina po60Ta NpUCBSY€HA BUPIIEHHIO aKTyaIbHOI HAyKOBO-TEXHIYHOI 3a/1a4i, [TOB'513aHOI 3 pO3POOKOI0
HOBUX Ta y[IOCKOHAaJIEHHSI iCHYIOUMX METOIiB PO3IOIiy 3aBJaHb, 110 IIOTPEOYIOTh BUKOHAHHS Y PEXKUMI,
HaOJIMKEHOMY JI0 PeayIbHOTO Yacy, B TYMaHHUX cepefioBulax IHTepHeTy pedeil. O6'€eKT NOCiIPKEHHS — Ipolec
PO3MO0/iny 3aBIaHb y TYMaHHOMY CepeoBUILi IHTepHeTy peuell. [IpeameT noCiIpKeHHsS — MOJieJli Ta METOU
po3Ioziny 3aBAaHb y TYMAaHHOMY cepefoBulli IHTepHeTy pedeil. MeToo nucepTauiiiHoi poOOTH € MiJiBUIEeHHS
e(eKTUBHOCTiI BUKOPUCTAHHS O0YMCIIIOBAJIbHUX PECYPCiB TYMaHHUX CEPEeIOBUIL IHTepHEeTy pedel MIIsIXOM
PO3POOKU HOBHUX Ta YAOCKOHAJIEHHS iCHYIOUMX METO/IiB PO3IOAiNY 3aBJIaHb, 10 NOTPEOYIOTh BUKOHAHHS Y PEXUMI,
HaOJIDKEHOMY JI0 PEaJIBHOTO 4acy. 3a pe3ysibTaTaMU JOCIiIKEHHS OTPMMAHO TaKi HAyKOBi pe3yJIbTaTh: OTPMMAB

[OIQ/IBIINI PO3BUTOK METOJ, KlacTepu3allii TYMaHHOT O cepeloBHUINa MiATPUMKY IHTepHeTy peyel 32 paxyHOK



BUKOPUCTAHHS MAaTEMATU4HOI MOJeJli T0YaTKOBOTO PO3MOily iHTErPOBAHOrO KjlacTepa 0OYMCIIIOBAIbHUX PECYPCiB,
110 4,O3BOJINJIO TOKPALIUTH SIKICTh TPYITyBaHHS 3aBJIaHb i PECYPCiB Ta CIIPUAJIO MiJBULIEHHIO IPOIYKTUBHOCTI
TyMaHHOi I1aT$OPMHU; BIIeplIe pO3PO0JIEHO MOJENIb €JIEMEHTAPHUX ITI0TOKIB 3aBIaHb IHTEpHETY pedeil Ipu
BMKOPHMCTaHHI TYMaHHOI INIaT(QOPMH, SIKa BPaXOBY€e 0COOJIMBOCTI PO3NOJiIE€HNX 00UNCIIEHD Ta JO3BOJISIE IPOBECTU
IIeKOMIIO3MLIiI0 3B'$I3HOI HEMIEPEePBHOI IOCTiOBHOCT] BXiTHNX JAaHUX; YIOCKOHAJIEHO KOMIIJIEKC METO/IiB PO3IOAITY
PeCypcCiB TYMaHHOIO CEPENOBUIIA ITIATPUMKU [HTEPHETY peYel, SIKUH BiIPi3HAETHCA BiJl BiLOMUX CYMiCHUM
BHMKOPHCTaHHSIM PO3P0O06JIEHO] MOZEJIi eleMEeHTapHUX MOTOKIB 3aBAaHb Ta METOAY KJlacTepu3allii, 1110 J03BOJINIIO
IIPUCKOPUTH NPOLEC AANTUBHOTO NIEPEPO3INOLiNTY PECYPCiB Ta IPOBOLUTH OTr0 6€3 NPU3YIHMHEHHS IIPOLECy
00pOOKY TpaH3aKIliil y BUMafKax 3MiHHOr0 HaBaHTaKE€HHs Ta 361/1blIIEHUX BUMOT [0 PECYPCIB, a TAKOX 3HAYHO
3MEHIIUTU Yac 0OpOOKM Ta 36a71aHCYBaT BUKOPUCTAHHS XMAapHUX PECYPCiB IPU HAAXOI)KEHHI BEJIMKUX [10TOKIB
IAHUX; OTPMMAB [IOJAJBIIMI PO3BUTOK METO/] IIBUIKOI IBOX(AKTOPHOI ayTeHTUPiKaLlii MiXK IPUCTPOSIMU
IHTEpHETY pevell 3a paxyHOK iHTerpatii gpyroro ¢pakropy B ci1yK0y ayTeHTUdiKalii 3 LLeHTpasi30BaHO 623010
KOPHMCTYBauiB, 1110 103BOJINJIO CYTTEBO 3MEHIIUTU Yac Ha [1epeBipKy CaHKLiOHOBAHOCTI JOCTYILy Ta 3a6e3I1e4eHHs
KOHQineHUiltHOCT] fanux. [IpakTM4He 3HAaYEHHSI OTPUMAaHUX PE3YJIbTATIB [10J19ra€ B HACTYITHOMY: — MiJJBUIIEHHS
IpOAYKTUBHOCTI TyMaHHoOi yatrgopmu 10T no 9%. OnHielo 3 KII0YOBUX NIEPEBAr € MOKPalleHHsI BUPOOHUYMNX
Pe3yJIbTaTiB CUCTEMHU 3aBJSIKH ONTHUMI3alii po3noziny 3aBnanb. Lle mo3Bosisie 6inbul MBUAKO Ta €(PEKTUBHO
00pOO6ISITH AaHi, 0 HATXOAATh Bif ceHcopiB 0T Ta BUKOHYBaTU 3aBAaHHS OOPOOKY AHUX; — 3MEHILIEHHS Yacy
BiAryKy 1o 10%: po3po6JieHi MeTou NO3BOJISIOTh OijbIll PallioOHAJIbHO BUKOPUCTOBYBATH PECYPCH, TaKi SIK

004N CIIIOBaJIbHI IOTY>KHOCTI Ta NIPOIYyCKHA 3aTHICTh Mepexi. Lle Npu3BoguTh 40 3MEHLIEHHS CEPEAHbOrO Yacy
BiITYKy CUCTEeMHU; — TIOKPallleHHsI METO[y LIBUIIKOI IBOX(aAKTOPHOI ayTeHTUdiKallii B TYMAaHHUX CEpPeIOBUILAX
BMKOPHMCTAaHHI LJbOTO METOLY AJIS1 PO3IJISiAA€EMOI TYMaHHOI IIIaTGOPMU; — PO3BUTOK CYy4aCHUX 3aCTOCYBaHb:
OTPUMaHi pe3yJIbTaTu poOJIATh JOCTYITHUMU OisbIIly KiNIbKICTb CLieHapiiB BUKOPUCTaHHS cucTeM IoT Ha TymaHHIN
nnatdopmi. lle posmupioe MOXIMBOCTI IJ1s1 3aCTOCYBaHb B TAKUX Tajy3siX, K YIPaBliHHS MiCTOM, IPOMHUCJIOBICTB,
OXOPOHA 3[I0POB's Ta 6araTo iHIIKX; — 3a6€3e4eHHs CTiIKOCTi Ta HaAiIHOCTI B CEPEIHbOMY A0 3%: ONITUMI30BaHi
MeToau po6sidTh cucteMu [0T 6inbll CTIIKMMU 10 BUKJIMKIB Ta 3a0€3M€4yI0Th HalillHICTh POOOTH B yMOBaxX
HaBaHTaXEHHS Ta 3MiH. 3a pe3ysbTaTaMU JOCIIIPKEHHS MiATBEPIPKEHO IPAKTUYHY Ta TEOPETUYHY LiHHICTb
PO3p06JIEHUX METOIiB, HAJIJAHO NIPAKTUYHI peKOMEeHallii, 00 3aCTOCYBaHHS PO3POOJIEHNUX METOIIB T PO3IJISIHYTO

INEPCIIEKTNBU ix [ooabuioro po3BUTKY.

2. The dissertation work is devoted to solving an urgent scientific and technical problem related to the
development of new and improvement of existing methods for distributing tasks that need to be performed in near
real time in foggy environments of the Internet of Things. Object of research is the process of task distribution in
the foggy environment of the Internet of Things. The subject of research is models and methods of task
distribution in the foggy environment of the Internet of Things. The purpose of the dissertation is to increase the
efficiency of using the computing resources of the foggy environments of the Internet of Things by developing new
and improving existing methods for distributing tasks that need to be performed in near real time. The following
scientific results were obtained as a result of the study: the method of clustering the fog environment supporting
the Internet of Things was further developed by using a mathematical model of the initial distribution of the
integrated cluster of computing resources, which improved the quality of grouping tasks and resources and
contributed to the performance of the fog platform; for the first time, a model of elementary task flows of the
Internet of Things using a fog platform was developed, which takes into account the features of distributed
computing and allows decomposition of a coherent continuous sequence of input data; an improved set of
methods for allocating resources of the fog environment supporting the Internet of Things, which differs from the
known ones by the joint use of the developed model of elementary task flows and the clustering method, which
made it possible to speed up the process of adaptive redistribution of resources and carry it out without
suspending the transaction processing in cases of variable load and increased resource requirements, as well as
significantly reduce processing time and balance the use of cloud resources when large data flows are received;
the method of fast two-factor authentication between IoT devices was further developed by integrating the



second factor into the authentication service with a centralized user database, which significantly reduced the
time required to verify access authorization and ensure data confidentiality. The practical significance of the
results is as follows: - increase the performance of the fog IoT platform by up to 9%. One of the key benefits is
improved system performance due to optimized task distribution. This allows for faster and more efficient
processing of data coming from IoT sensors and performing data processing tasks;- reduction of response time by
up to 10%: the developed methods allow for more rational use of resources, such as computing power and network
bandwidth. This leads to a reduction in the average response time of the system; - improving the method of fast
two-factor authentication in foggy IoT environments. As a result of these improvements, the authentication speed
has increased by 2.65 times when using this method for the considered fog platform; - development of modern
applications: the results obtained make more scenarios for using IoT systems on the fog platform available. This
expands the possibilities for applications in industries such as city management, industry, healthcare, and many
others; - ensuring resilience and reliability by up to 3% on average: optimized methods make IoT systems more
resilient to challenges and ensure reliable operation under load and change. Based on the study results, the
practical and theoretical value of the developed methods was confirmed, practical recommendations were given
on applying the developed methods, and prospects for their further development were considered.
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