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PO3PO6KM HOBUX Ta YAOCKOHAJIEHHS iCHYIOUMX METOZIB PO3NOiNy 3aBJjaHb, 10 IOTPEOYIOTh BUKOHAHHS Y PEXKUMI,
HaOJIMKEHOMY JIO PEeaJIbHOTO Yacy. 3a pe3yJibTaTaMu JOCIiIP)KeHHsl OTPUMAaHO TaKi HAyKOBi pe3yJIbTaTu: OTPUMaB
[IOJAJIbIINI PO3BATOK METOJ, KJIaCTEPU3alLlii TYMAaHHOIO CepefoBuUIIA MINTPUMKHU [HTEPHETY pedel 32 paxyHOK
BMKOPHCTaHHSI MaTEMAaTUYHOI MOZEJIi MOYaTKOBOTO PO3MNOiy iIHTETPOBAHOTO KJIaCTepa 00YMCIIIOBATIbHUX PECYPCIB,
1110 4,O3BOJIMJIO ITIOKPALIUTY SAKICTh IPYITyBaHHA 3aBIaHb i PECYPCIB Ta CIIPUAJIO MMigBULIEHHIO IPOLYKTUBHOCTI
TyMaHHOi I1aT$OpPMU; BIieplie po3po6JIeHO MOJesib eJleMeHTapHUX ITI0TOKIB 3aBJjaHb IHTepHeTYy pedeil Ipu
BMKOPHMCTaHHI TYMaHHOI IJ1IaTQOPMH, SIKa BPaXOBy€e 0COOJIMBOCTI PO3NOJieHNX 064NCIIEHD Ta JO3BOJIsIE IPOBECTH
IIeKOMIIO3UIIiI0 3B'$I3HOI HEMePEPBHOI IOCTiTOBHOCT] BXiTHNX JAHUX; YIOCKOHAJIEHO KOMILJIEKC METO/IiB PO3IOALTY
PECYpCiB TYMaHHOT'O CEPENOBUIIA TiATPUMKU [HTEPHETY peYeld, SIKUH BiIPi3HAETHCA Bifl BILOMUX CYMiCHUM
BHMKOPHCTaHHSIM pPO3p0o06JIeHO] MOZieJIi eleMeHTapHUX MTOTOKIB 3aBaHb Ta METOAY KJlacTepu3allii, 1110 J03BOJINIIO
IIPUCKOPUTH IIPOLIEC AANITUBHOTO NEPEePO3NOIiay PECYPCiB Ta IPOBOAUTU MOr0 6€3 PU3YNHMHEHHS IPOLEeCY
06pOOKM TPAH3aKIill y BUIaJIKax 3MiHHOTO HaBaHTA>XEHHSI Ta 30iIbLIEHUX BUMOT /10 PECYPCIB, a TAKOXK 3HAYHO
3MEHUIUTU Yac 0OpOOKM Ta 36a71aHCYBaT BUKOPUCTAHHS XMapHUX PECYPCiB IIPU HAAXOIKEHHI BEJIMKUX [1I0TOKIB
IAQHUX; OTPUMAaB [10JAJbIIMI PO3BUTOK METO/, IIBUIKOI IBOX(AKTOPHOI ayTeHTUPiKaLlii MiXK IPUCTPOSIMU
IHTepHeTy peuell 3a paxyHOK iHTerpaii Apyroro (pakTopy B CIyX0y ayTeHTU]IKalii 3 LeHTpali30BaHOI0 6a3010
KOPHCTYBauiB, 1110 [03BOJINJIO CYTTEBO 3MEHIUINTU Yac Ha [1epeBipKy CaHKLiOHOBAHOCTI JOCTYILy Ta 3a6e3Ie4eHHs
KoHQineHUiltHOCTI ganux. [IpakTM4He 3HaUEHHsI OTPUMAaHUX Pe3yJIbTaTiB [10J19ra€ B HACTYITHOMY: — T BUIIEHHS
IPOAYKTUBHOCTI TyMaHHOi natgopmu IoT no 9%. OpHielo 3 KJII0YOBUX NIEPEBAT € NOKPAllleHHSI BUPOOHUYNX
Pe3yJIbTaTiB CUCTEMHU 3aBJSKM ONTHUMI3alii po3noziny 3aBnans. Lle mo3Bosisie 6inbul mBUAKO Ta €(PEKTUBHO
00pOO6ISITH AaHi, 10 HATXOAATh Bifl ceHcopiB 0T Ta BUKOHYBaTU 3aBAaHHS OOPOOKY AAHUX; — 3MEHILIEHHS 4acy
BiAryKy 1o 10%: po3po6JieHi MeTOu NO3BOJISIOTH OiJbIll PallioOHAJIBHO BUKOPUCTOBYBATU PECYPCH, TaKi SIK

004K CIII0BaJIbHI MOTY>KHOCTI Ta IPOIYCKHA 3[AaTHICTb MepexXi. Lle Npr3BOAUTD 4O 3MEHLIEHHS CEPEIHbOTO 4acy
BiITYKy CHCTEeMHU; — TIOKPAllleHHS] METO[y [IBUIKOI IBOX(PaKTOPHOI ayTeHTUdiKalii B TYMAaHHUX CEepeloBUILAX
BMKOPHMCTaHHI 1JbOTO METOJY OJIs1 pO3IJIsiAAa€EMOI TyMaHHOI IIJIaTGOPMH; — PO3BUTOK CYy4aCHUX 3aCTOCYBaHb:
OTPMMaHi pe3ysbTaTh pOOJISATh JOCTYIIHUMU Oislblly KiJIbKiCTh CLieHapiiB BUKOpucTaHHs cuctem loT Ha TymaHHIl
nnatdopmi. lle posmnpioe MOXIMBOCTI IJ1s1 33CTOCYBaHb B TaKUX Tajy3siX, SK YIPaBiHHS MiCTOM, IPOMHUCJIOBICTB,
OXOPOHA 3[I0pOB'sl Ta 6araTo iHIKX; — 3a6€3e4eHHs CTiIKOCTi Ta HaAiiHOCTi B CEPeIHbOMY [0 3%: ONITUMI30BaHi
MeToaU po6sidTh cucteMu [0T 6inbll CTIIKMMU 10 BUKJIMKIB Ta 3a06€3Me4yI0Th HalilHICTh POOOTH B yMOBaxX
HaBaHTaXEHHS Ta 3MiH. 3a pe3ybTaTaMU JOCIIIPKEHHS MiATBEPIPKEHO IPAKTUYHY T4 TEOPETUYHY LiHHICTb
PO3p06JIEHUX METOIiB, HaJlaHO NPAKTUYHI peKOMeHallii, 00 3aCTOCYBaHHS PO3POOJIEHUX METOIiB Ta PO3IJISIHYTO

INEPCIIEKTNBU ix IIo04aJIbIIOro pO3BUTKY.

2. The dissertation work is devoted to solving an urgent scientific and technical problem related to the
development of new and improvement of existing methods for distributing tasks that need to be performed in near
real time in foggy environments of the Internet of Things. Object of research is the process of task distribution in
the foggy environment of the Internet of Things. The subject of research is models and methods of task
distribution in the foggy environment of the Internet of Things. The purpose of the dissertation is to increase the
efficiency of using the computing resources of the foggy environments of the Internet of Things by developing new
and improving existing methods for distributing tasks that need to be performed in near real time. The following
scientific results were obtained as a result of the study: the method of clustering the fog environment supporting
the Internet of Things was further developed by using a mathematical model of the initial distribution of the
integrated cluster of computing resources, which improved the quality of grouping tasks and resources and
contributed to the performance of the fog platform; for the first time, a model of elementary task flows of the
Internet of Things using a fog platform was developed, which takes into account the features of distributed
computing and allows decomposition of a coherent continuous sequence of input data; an improved set of
methods for allocating resources of the fog environment supporting the Internet of Things, which differs from the
known ones by the joint use of the developed model of elementary task flows and the clustering method, which
made it possible to speed up the process of adaptive redistribution of resources and carry it out without



suspending the transaction processing in cases of variable load and increased resource requirements, as well as
significantly reduce processing time and balance the use of cloud resources when large data flows are received;
the method of fast two-factor authentication between IoT devices was further developed by integrating the
second factor into the authentication service with a centralized user database, which significantly reduced the
time required to verify access authorization and ensure data confidentiality. The practical significance of the
results is as follows: - increase the performance of the fog IoT platform by up to 9%. One of the key benefits is
improved system performance due to optimized task distribution. This allows for faster and more efficient
processing of data coming from IoT sensors and performing data processing tasks;- reduction of response time by
up to 10%: the developed methods allow for more rational use of resources, such as computing power and network
bandwidth. This leads to a reduction in the average response time of the system; - improving the method of fast
two-factor authentication in foggy IoT environments. As a result of these improvements, the authentication speed
has increased by 2.65 times when using this method for the considered fog platform; - development of modern
applications: the results obtained make more scenarios for using IoT systems on the fog platform available. This
expands the possibilities for applications in industries such as city management, industry, healthcare, and many
others; - ensuring resilience and reliability by up to 3% on average: optimized methods make 10T systems more
resilient to challenges and ensure reliable operation under load and change. Based on the study results, the
practical and theoretical value of the developed methods was confirmed, practical recommendations were given
on applying the developed methods, and prospects for their further development were considered.
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VIII. 3aKkJII04Hi BiZOMOCTi
Biacue IpizBume Im's I1o-6aThbKOBI 3axosopoThuit Onexkcannp IOpiiosuy

TOJIOBH pajgu



BaacHe IlpizBumie Im's ITo-6aTbKOBI
TOJIOBYIOYOTO Ha 3acCiiaHHi
BignoBigasibHUMH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

PeecTpartop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIOBiZaJIbHUM 32 peEeCTpallilo HAayKOBOIi

OisSIIBHOCTI

3axkoBopotHuii Onekcanap KOpiioBrny

Pes3anoB borgan MuxanioBu4

VKpIHTEI

IOpuenko TeTsHa AHaTOJiiBHA



