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2. Methods and Means of Synthesis of Distributed Computer Systems Resistant to Social Engineering Attacks

Pedepar:

1. B pucepTaniiiHiil poboTi pO3B’A3y€EThCS aKTyasbHA HAYKOBO-IIPUKJIAHA 3a7a4a MiABUIIEHHS CTIMKOCTI 4O aTak
coljiasbHOI iH)KeHepii POo3NoAiIEHUX KOMITIOTEPHUX CUCTEM IIJISIXOM PO3PO6JIEHHS METOIiB Ta 3aCO6iB CUHTE3Y
CTilKUX 10 aTak coljanbHoi imkeHepii PKC. O6’eKT focliKeHHs — POoLeC IPoLeC CUHTE3y CTIMKUX [0 aTak
colianpHOI iHXKeHepii po3noiieHnx KOMITIOTEPHUX cucTeM. [IpeameT HociIpKeHHsl — MoZeJli, MeToAu Ta 3aCo6u
CHHTe3Y CTilKMX [0 aTaK COoLjia/IbHOI iH)KeHepii po3noiIeHNX KOMITIOTEPHUX CUCTeM. MeTOlo IuCcepTaLiliHoOro
IOCTIIKEHHS € MiIBUILIEHHS CTiMKOCTI 10 aTak ColiaybHOi inkeHepii po3NnoileHuX KOMITIOTEPHUX CUCTEM
IJISXOM PO3PO06JIEHHS METOIB Ta 3aC00iB CUHTE3Y CTiMKUX [0 aTak colianbHoi inkeHepii PKC, gKi KoMIIeKCcHO
320€31e4yI0Th JOCTOBIPHICTh BUSIBJIEHHS aTaK, aJallTUBHICTh, MacIITA60BAHOCTI, )KUBYYIiCTh Ta €(PEKTUBHICTD
IIPUMHATTS KOJIEKTUBHUX pinleHsb By3iiB PKC. V nucepTaniiiHiil po6oTi Bliepiie po3po6yeHo MeToJ, 3a0e31eUeHHs
MacmraboBaHocTi apxiTekrypu PKC, cTilikoi 1o aTak coujianbHOi iHKeHepii, IKuil Ha BiIMiHY Bif BilOMUX MiIXOLiB
N0€JIHy€e NPUHLMNN AMHAMIYHOI 1€eKOMII03M11ii, 6araToareHTHOI B3aeMO/Iii Ta aJaTUBHOTO NIEPEPO3IOLiNy PECYPCiB

3 ypaxyBaHHSM I10BeIiHKOBUX XapaKTEPUCTUK KOPUCTYBAiB i 3arpo3, 1110 Ja€ 3MOry 3a6€31e4UTH KEPOBaHy



MacIITabOBaHICTh PO3NOIIEHOI CUCTEMHU 0€3 3HUKEHHS PiBHS 3aXUILEHOCTI, MiIBUMINATY ii )KUBYYiCTb 32 YMOB
3POCTaHHSI KiIbKOCTi By3J1iB po3noaisieHoi KC ta iHTeHCUBHOCTI aTak colliayibHOI iHXeHepii. V nucepTaniiiHiil poboTi
BIIEpIlIe PO3PO6TIEHO METO KOMIIJIEKCHOTO OLiiHI0OBaHHS cTitikocTi PKC 1o aTak couianbHOi iHKeHepii, sSIKuil Ha
BiIMiHY BiJl BilOMUX METO/IiB I'PYHTY€ETbCS Ha 6araTOBUMIipHil cucTemi popmaizoBaHUX KpUTEPiiB alallTUBHOCTI,
MacmTaboBaHOCTi, )KUBYYOCTi Ta JOCTOBIDHOCTI BUSIBJIEHHS, 110 0O3BOJIMJIO OTPUMATHU €UHY YHiBEpCAJIbHY
METpUKY oLiHI0BaHHS cTilikocTi PKC no aTak couianbHOi iHXeHepii. Y nucepTaliiiniil poboTi HabyJia MoAanbuoro
PO3BUTKY apxiTeKTypa CTiMKOi 10 aTaK COLiaJbHO]I imXXeHepii po3NoJineHoi KOMITIOTEPHOI CUCTEMH, KA Ha BigMiHY
Biz BimoMux 6a3yeTbcs Ha iepapxiyHiil 6araToareHTHi OCHOBI 3 3ACTOCYBaHHSIM MiIKPIIIOBaIbHUM HAaBYAHHSM,
€HTPOMNiIHO-OpieHTOBaHUMHU (PYHKLISIMU BUHATOPOY, allpiOpHUMU 3HaHHIMU Y BUTJIAi rpada 3HaHb Ta
MOJAJIbHO-CIIelIU(piYHMMIU CEPBICHUMU areHTaMu, 110 J1a€ 3MOTy aIalITBHO 3MEHINTYBAaTU HEBU3HAYEHICTh Y
[IpoLeCi BUSABJIEHHS aTaK, CKOPOYYyBaTU KiJIbKICTh AiaZlorOBMX KPOKIB i MiABUIYBAaTH TOYHICTh BUSBJIEHHS Ta
xiacudikauii atak couianpHoi imKeHepil. Y gucepranifiHiil po60Ti TAKOX YIOCKOHAJIEHO METO] BUSBJIEHHS
KibepaTak coliayibHOiI iHXeHepii B po3MoAiJIeHuX KOMITIOTEPHUX CUCTEMAaX Ha OCHOBI YHIKaJIbHOT'O JIIHTBICTUYHOTO
ineHTHdikaTopa GopMyIIOBaHHS, IKUI Ha BiIMiHY Bifl BiOMUX NiIXOZiB I'PYHTyeTbCS HA POPMYBaHHI
CIIeLliali30BaHOI MHOKMHY YHIKQJIbBHUX MOBHUX ileHTU(IKaTOPiB, ix monepenHiil JiHrBiCTUYHINA HOpMalisauii,
eKCIIEpTHOMY MapKyBaHHI Ta 3aCTOCYBaHHI MeTony k-HalOaMK4MX CyciniB i3 momanpmum afanTuBHUM
HaJIAIITYyBAaHHSIM lilleprapameTpiB i IOPOroBUX 3HAYEHb JOBIpY, 1O Ja€ 3MOTY MiABUIIUTYH TOYHICTb Ta CTiHKICTb
BUSIBJIEHHSI aTaK COLia/IbHOI iH)KeHepii, SMEHIINTY KiJIbKiCTb XMOHUX CIIPallbOBYBaHb, 320€311€UNTH PaHHE
pearyBaHH$ Ta iHTerpalilo pe3yJbTaTiB y KOHTYPU 3aXUCTy PO3NOJiNeH0i KOMITIOTepHOI cuctemu. [IpakTuyHa
L[iHHICTb OTPMMAaHUX PE3YyJIbTATIB MOJIArae B peasisdallii yCix TEOPETUYHHUX [10JI0KEHD, IIOJAHNX B JUCEPTALITHOMY
IOCJiIKeHHI, y IPUKJIAJHI pillleHHs Ta MOXJIMBOCTI iX 6e3110cepefHbOrO BIIPOBAIPKEHHS 11 BAKOPUCTAHHS Ha
nignpueMcTBax. 3a pesysbTaTaMy BUKOHAHUX JOCTiIXEHb 300yBaYeM peasli3oBaHO PO3NO/ieHy KOMITIOTEPHY
CHCTEMY, CTiHKy JIO aTak coljanabHoi imkeHepii. [IpakTudHa LiHHICT pOOOTH MOJISITAE Y MOKIIMBOCTI BUKOPUCTAHHS
OTPMMAaHUX PE3YJIbTATIB [1J11 PO3PO6JIEHHS] KOPIIOPATUBHUX IOJIITUK 6€3I1EKU, T00YI0BU CUMYJIALIIAHMX TPEHAKEPIB
171 DOCIIiIPKEHHS B3aeMOZil KOPUCTYBaUiB i3 aTakamMy COLiaJIbHOI IH)KEeHepii, CTBOPEHHS IHTE€JIEKTYaJIbHUX areHTiB
1151 Kibep3axXUCTy Ta ONTUMi3allii apxiTeKTyp po3NoAiIeHNX CUCTEM 3 YPAxXyBaHHSIM PU3UKiB. 3alTPOIIOHOBAHI
METOJ}1 MO>XYTb 3aCTOCOBYBATUCS Y GaHKIBCBKill, TeJIEeKOMYHIKalliliHill, eHepreTUYHil Ta gep>kaBHill chepax, ne
KPUTAYHO BKJIMBO 320€3I1€UNTH CTIMKICTh CUCTEM [0 CKJIA[IHUX [10BEMIiIHKOBUX 3arpo3. Pe3ysbTaTu JUcepTauiiiHoi
po6otu BrpoBamkeHo y: ITIT «ABIBI» (axT BipoBamkeHHs Big, 08.1.2025 p.); TOB «DKI EM XOCT» (akT
BripoBagKkeHHs Bif 30.12.2025 p.); y HaBYasibHOMY Iporieci XMeJbHUIBKOTO HallioHAJIbHOTO YHIBEPCUTETY (aKT
BrpoBamykeHHs Big 30.09.2025 p.); mpu BUKOHAHHI 1€P>KOI0KETHOI TeMU XMeJIbHULIBKOIO HalliOHaIbHOTO
yHiBepcuTeTy «Cucrema BusiBjieHHS 3[13 Ta KOMII'IOTEPHUX aTaK B KOPIIOPAaTMBHUX MEPEXKAX 3 BUKOPUCTAHHSIM
XUOHUX 00'€KTIB aTak Ta nactok» (P N2 0124U000980).

2. The dissertation solves the current scientific and applied problem of increasing the resistance to social
engineering attacks of distributed computer systems by developing methods and means of synthesizing RCS
resistant to social engineering attacks. The object of the study is the process of synthesizing distributed computer
systems resistant to social engineering attacks. The subject of the study is models, methods and means of
synthesizing distributed computer systems resistant to social engineering attacks. The purpose of the dissertation
research is to increase the resistance to social engineering attacks of distributed computer systems by developing
methods and means of synthesizing RCS resistant to social engineering attacks, which comprehensively ensure the
reliability of attack detection, adaptability, scalability, survivability and efficiency of collective decision-making of
RCS nodes. In the dissertation work, a method for ensuring the scalability of the RCS architecture, resistant to
social engineering attacks, was developed for the first time, which, unlike known approaches, combines the
principles of dynamic decomposition, multi-agent interaction and adaptive resource redistribution taking into
account the behavioral characteristics of users and threats, which makes it possible to ensure the controlled
scalability of the distributed system without reducing the level of security, to increase its survivability under
conditions of an increase in the number of distributed CS nodes and the intensity of social engineering attacks. In
the dissertation work, a method for comprehensively assessing the resistance of RCS to social engineering attacks



was developed for the first time, which, unlike known methods, is based on a multidimensional system of
formalized criteria for adaptability, scalability, survivability and reliability of detection, which allowed obtaining a
single universal metric for assessing the resistance of RCS to social engineering attacks. In the dissertation work,
the architecture of a distributed computer system resistant to social engineering attacks was further developed,
which, unlike the known ones, is based on a hierarchical multi-agent basis with the use of reinforcement learning,
entropy-oriented reward functions, a priori knowledge in the form of a knowledge graph, and modal-specific
service agents, which allows adaptively reducing uncertainty in the process of detecting attacks, reducing the
number of dialog steps, and increasing the accuracy of detecting and classifying social engineering attacks. The
dissertation also improves the method for detecting social engineering cyberattacks in distributed computer
systems based on a unique linguistic identifier of the formulation, which, unlike known approaches, is based on the
formation of a specialized set of unique language identifiers, their preliminary linguistic normalization, expert
labeling and the application of the k-nearest neighbors method with subsequent adaptive tuning of
hyperparameters and trust thresholds, which makes it possible to increase the accuracy and stability of detecting
social engineering attacks, reduce the number of false positives, ensure early response and integration of the
results into the protection circuits of a distributed computer system. The practical value of the results obtained
lies in the implementation of all theoretical provisions presented in the dissertation research into applied solutions
and the possibility of their direct implementation and use in enterprises. Based on the results of the research, the
applicant implemented a distributed computer system that is resistant to social engineering attacks. The practical
value of the work lies in the possibility of using the obtained results to develop corporate security policies, build
simulation simulators to study user interaction with social engineering attacks, create intelligent agents for cyber
defense and optimize distributed systems architectures taking into account risks. The proposed methods can be
applied in the banking, telecommunications, energy and government sectors, where it is critically important to
ensure the resilience of systems to complex behavioral threats. The results of the dissertation work have been
implemented in: PP "AVIVI" (implementation act dated 08.01.2025); LLC "GM HOST" (implementation act dated
30.12.2025); in the educational process of Khmelnytskyi National University (implementation act dated 30.09.2025);
when implementing the state budget theme of Khmelnytskyi National University "System for detecting malware
and computer attacks in corporate networks using false attack objects and traps" (state research project No.
0124U000980).
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