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1. IndpopmatiiiiHa TEXHOJIOTISI MOJEIIOBAHHS CUMETPUYHUX OIepalliil KpunTorpadivHoro KojyBaHHs /1J1s 3aXUILIeHUX
iHpopmalifiHUX cucTeM KPUTUYHOI iHPPACTPYKTYpHU

2. The information technology for modeling symmetric operations of cryptographic encoding for protected
information systems of critical infrastructure

Pedepar:

1. Incepranifina po60Ta IpUCBSIYEHA NiABUILEHHIO IPOAYKTUBHOCTI HAYKOBUX JOCJiIPKEHb NIPOLECIB TOKPAIEHHS
3axXUIIEHOCTi iIHPOPMALIITHMX CUCTEM KPUTHUYHOI iHPPACTPYKTYypHU LIJISIXOM CTBOPEHHSI HOBUX METOIiB
MOJIeJIIOBaHHS Ta aHasli3y CUMETPUYHUX ollepaliii KpunrorpadivyHoro KogyBaHHs. Y NepiioMy po3ziji BUSHAUEHO,
110 OJJHUM i3 IEPCIIEKTUBHUX HAIPSIMiB PO3BUTKY iH(POPMAaLiIHMX CUCTEM i TEXHOJIOTIIN € iX yJJOCKOHAJIeHHS [J1s1
3a0e3ne4eHHs MOXJIMBOCTI aBTOMATH3allii IPOBENEHHSI HAYKOBUX NOCJIiIKE€Hb HAMIPaBJICHUX HA MiABUILEHHS
3axXuIleHOCTi iHdpopMaLiiHUX CUCTEM KPUTHUYHOI iHdpacTpyKTypu. [IpoBefieHo aHaMiTUIHUH OTJISAY 3aXUIeHUX
iHpopmaLiiHUX cucTeM KpUTUYHOI iHPPpacTPyKTypU KU II0Ka3aB HEOOXiAHICTb ii MOCTITHOrO BOOCKOHAJIEHHS.
Anaiis Mogiesiel1 i MeToAiB 3axuCTy iHpopMalii B iHpopMaLlilHAX CUCTEMAX KPUTUYHOI iHPpaCTPyKTypH [10KA3aB,
110 BOHMU $K [TPAaBMJIO aHAJIOTi4Hi MeToiaM 3axuCTy iHdopmalii B iHpopmalLiiiHUX Ta TeJIEKOMYHIKaLiHUX

CUCTEMAX, i He BPaXOBYIOTb OCOOJIMBOCTI IIPAKTUYHOTO 3aCTOCYBaHHS. HaBelleHO pe3yIbTaTi Cy4aCHOTO CTaHy



HAYKOBUX JIOCJIiJPKEHb MIOB'I3aHUX i3 CHHTE30M Ta aHaJi30M olepaliil kpunrorpadgivyHoro kogyBaHHs. JlaHi
pe3yJIbTaTy [10Ka3aIu MOKJIMBICTD afanTallii cucteM 3axUCTy iHdopMalii 1o 0Co6IMBOCTE ITPeICTaBIeHHS
iHgopmatiii, sKa BUKOPUCTOBYETHCS B iHPOPMALITHMX CUCTEM YIIPABIIiHHS 00'€KTaMU KPUTUYHOI iHPPaCTPYyKTypH.
BcTaHOBJIEHO 10 CUMETPUYHI ABOXONEPaHAHI onepalii BAKOPUCTOBYIOThCS IPY MOOYI0OBi IPAKTUYHO BCiX
KPUIITOQJITOPUTMIB, IIPOTE NPOLECAaM aBTOMATH3allii IX MOJIEIIOBAHHS Ta AOCIIIIKEHHS HE NIPUALISAIOCS JOCTATHLOI
yBaru. PopMyJIIoeThCS MeTa i 3a7ja4i HAyKOBOT'O NOCiIKeHHs. [Ipyruil po3fis nprucBsiueHui 1o0yaoBi MeTony
CHHTE3y MOZeJell CHMETPUYHHUX JBOXOIEPaHAHUX Ollepallill KpUnTorpa@iyHoro KojyBaHHsI HA OCHOBI KOPTEXIB
CAMETPUYHHUX OGHOOIEPAHIHUX Omepauiil. 171 bOro JOCIiIKEHO MOKJIMBICT CUHTE3Y MOJIeJIe!l CUMETPUYHUX
IBOXOIIEPAaHIHUX Olepaliiii KpunTorpadivyHOro KOAyBaHHS Ha OCHOBI 00'€THAHHS 32 MOJyJIeM Mozesiei
CHMETPUYHUX OJHOOIEPAHIHUX olepauiil. JJoCaigyKeHO MOKIIMBICTb CUHTE3Y CUMETPUYHUX IBOXOIIEPAaHIHUX
onepauii KpunrorpagidyHOro KOAyBaHHS Ha OCHOBI Ay0OJIIOBaHHS Ta 00'€JHAHHS 32 MOAYJIEM MOZENEN
CUMETPUYHUX OLHOOIEPAHAHUX onepanin. IoCaiaKeHO MOXKIIMBICTb CUHTE3Y MOJEJIEN CUMETPUYHUX
IBOXPO3PSIIHUX JBOXOIEPAaHIHUX ollepaliili KpuntorpagivyHOro KoAyBaHHS Ha OCHOBI KOPTE€XiB CUMETPUYHUX
OJIHOOIEPaHIHUX ollepaliil nepeTBopeHHs iHdpopmauii. [Tig yac mpoBeeHHs NOCTiIKeHb 0yJI0 BCTAHOBJIEHO SKiCHI
i KiZIbKiCHI XapaKTEPUCTUKU Pi3HUX IMiIXOIB 4O CUHTE3Y CUMETPUYHUX IBOXOIEPAaHIHMUX onepalii. Ha ocHOBI
OTPUMAaHUX Pe3yJbTaTiB IOOYLOBAHO METOy CUHTE3Y MOiesIell CUMEeTPUYHUX ABOXOIEPaHAHMX Ollepariiii
Kpunrorpa@iyHoro KojyBaHHsI Ha OCHOBi KOPTEXiB CUMETPUYHUX OJHOOIIEPaHIHUX Ollepalliil Ta po3pob6ieHO
aJIrOpUTM Horo peasnisauii. TpeTiit po3zin NpuCBSIYeHUI po3pO06JIEHHIO METOLLY CUHTE3Y IPYIl MOAEEN
CAMETPUYHUX JIBOXOINEPAaHIHUX ONepaliiii KpunrtorpadivHOro KoAyBaHHS 1151 6710KOBOTO MKQPYBaHHS HA OCHOBI
337jaHOI CUMETPUYHOI IBOXOIEPaHHOI onepatlii. I 1bOro Ha OCHOBI y3araJbHEHHS BiIOMUX METO/IiB aHAJIi3y
Pe3yJbTaTiB CUHTE3Y IPYyIl CUMETPUYHUX MOIM(PIKOBAHUX 3aIIPONIOHOBAHO KOHLEILIiI0 CUHTE3Y, sIKa J03BOJIsIE
00’eIHaTV METOJY CUHTE3Y Pyl CUMETPUYHUX ABOXPO3PSIIHUX IBOXONEPAHIHUX Olepalliil, siKi JOCIiIpKyBabCsl.
Ha ocHOBI 3an1ponoHOBaHOi KOHIEMN1ii CMHTE30BaHO [IBi HOBi TPYNIY CUMETPUYHUX JBOXOINEPAHIHUX ONepaliil.
[TobypmoBaHi rpymnu onepauiil NigTBepIUIN KOPEKTHICTb 3aIIPOIIOHOBAHOI KOHLIENii cuHTe3y MOAN(IKOBaHUX

I BOXOIE€PaHIHUX onepaliil. Ha 0CHOBI 3alTpOIIOHOBAHOI KOHLEMNIMY CUHTE3Y Ta aHaJli3y CUHTE30BaHUX IPYII
CUMETPHUYHUX JABOXOINEPaHIHUX ONepaLiil po3p06IE€HO METO, CUHTE3Y MOZEJIel CUMETPUYHUX JBOXOIIEPAHIHUX
onepaliii kpunrorpagidyHOro KoAyBaHHs, Ta aJITOPUTM Horo peasnizauii. YeTBepTuil po3zis IPUCBSIYEHO
YIOCKOHAJIEHHIO METOIiB IIOOYA0BU iHPOpMaLiiiHMX cucTeM i iHpopMaLiliHUX TEXHOJIOTIM MOJIE/IIOBaHHS i
IOCJIiIPKEHHS oNepaliil Kpunrorpa@iyHoro KojyBaHHs. [I715 11bOr0O AOCIIPKEHO 0COOIMBOCTI peanisallii METOaY
CHHTEe3y MOZeJiell CHMETPUYHUX JBOXOIEPaHIHUX Ollepalii Kpuntorpa@iyHoro KojyBaHHS Ha OCHOBI KOPTEXIB
CAMETPUYHHUX OJHOOIIEPaHIHUX Ollepalliil AJ1si cucteM 6510KkoBoro mudpysaHHs. Ha 0ocHOBI oTpuMaHux
[IPaKTUYHUX PE3YJIbTATIB 3alIPOIIOHOBAHO AJITOPUTM IOMIYKY CUMETPUYHUX KOMYTAaTUBHUX JBOXOIE€PAHIHUX
omnepatiil. JlocigkeHo 0CO6IMBOCTI peanisalii METOy CUHTE3y TPyl CAMETPUYHUX JBOXONEPAaHIHUX Oepalliil
KpurnrorpadiyHoro KoyBaHHsI Ha OCHOBi BUOpaHOi CUMETPUYHOI KOMYTaTHBHOI ornepauii. Ha ocHOBi oTpuMaHux
Pe3yJbTaTiB YOCKOHAJIEHHO METOAM NOOYA0BY iHPOpMaLiHUX cUCTeM i iHpopMalLiliHMX TEXHOJIOT I
MOJEJIIOBAHHS i NOCIIIPKEHHS ollepalil KpunrorpadiyHoro KkogyBaHHs. Po3po6JieHo CTPYKTypy iHpOpMaLiiHOI
CHCTeMU sIKa 3abe3redye peasidaliio iepapxiuHoi iHpopmariiiHoi TeXHOJIOTIl MOZeJII0BaHHS CUMETPUYHUX
IBOXOIIEPaHIHUX oNepaliil kpunrorpagidyHoro KogyBaHHs. HaBeneHo anroputMmu QyHKIiOHYBaHHS iH(popmMaliiiHoi
TEXHOJIOTiI Ha pi3HUX PiBHSX iepapxii. BepTuKasbHi i ropU30HTAbHI 3B'S13KU B JaHill TEXHOJIOTII peasi3oBaHo 3a
IoTIoMoroo 6a3u AaHux Ta 6a3u 3HaHb. [To6ynoBaHa iHPpopMaIliiliHa TEXHOJIOTS TOPIBHSAHO 3 iHITMMU LO3BOJINIIA
aBTOMATHU3YBaTH IIPOLIEC CUHTE3Y Ta JOCIIIPKEHHS MOJEJIe CUMETPUYHUX ABOXOIIEPAHAHUX ONepalii

Kpunrorpa@iyHoro KogyBaHHSI.

2. The thesis is devoted to increasing the scientific research productivity of the security improving processes in
the information systems of critical infrastructure by creating new methods of symmetric cryptographic coding
operations' modeling and analysis. In the first section, it is determined that one of the promising directions of
information systems and technologies development is their improvement to ensure the possibility of automating
the scientific research conduction aimed at increasing the security of information systems of critical
infrastructure. An analytical review of protected information systems of critical infrastructure was conducted,



which showed the need for its constant improvement. As a result of analysizing the models and methods of
information protection in information systems of critical infrastructure it was found that they are generally similar
to the information protection methods in information and telecommunication systems, and do not take into
account the peculiarities of practical application. The results of the current state of scientific research related to
the synthesis and analysis of cryptographic coding operations are presented. The results have shown the
possibility of information protection systems adaptation to the features of information representation, which is
used in information systems of critical infrastructure objects management. It has been established that symmetric
two-operand operations are used in the construction of almost all cryptographic algorithms, but not enough
attention was paid to the automating processes of their modeling and research. The aim and objectives of the
study are formulated. The second section is devoted to constructing a method for synthesizing the models of
symmetric two-operand operations of cryptographic encoding based on tuples of symmetric one-operand
operations. For this purpose, the possibility of synthesizing the models of symmetric two-operand operations of
cryptographic encoding based on modulo union of symmetric one-operand operations models was investigated.
The possibility of synthesizing symmetric two-operand operations of cryptographic encoding based on modulo
duplication and modulo union of symmetric one-operand operations models has been studied. The possibility of
synthesizing the models of symmetric two-bit two-operand operations of cryptographic encoding based on the
tuples of symmetric one-operand operations of information transformation has been investigated. At the research,
the qualitative and quantitative characteristics of various approaches to synthyzing symmetric two-operand
operations were established. Basing on the obtained results, a method for synthesizing the models of symmetric
two-operand operations of cryptographic encoding through the tuples of symmetric one-operand operations was
proposed and an algorithm for its implementation was developed. The third section is devoted to developing a
method of synthesizing the models' groups of symmetric two-operand operations of cryptographic encoding for
block cypher based on a given symmetric two-operand operation. For this purpose, based on the generalization of
the known methods of analyzing the results of the groups of symmetric modified operations synthesis, it was
proposed a concept of synthesis, which allows combining the methods of synthesizing the groups of symmetric
two-bit two-operand operations that were studied. Based on the proposed concept, two new groups of symmetric
two-operand operations are synthesized. The constructed groups of operations confirmed the correctness of the
proposed concept of modified two-operand operations synthesis. On the basis of the proposed concept of the
synthesized groups of symmetric two-operand operations synthesis and analysis, a method of synthesizing models
of symmetric two-operand operations of cryptographic encoding was constructed and an algorithm for its
implementation has been developed. The fourth section is devoted to the improvement of the methods for building
information systems and information technologies of cryptographic encoding operations modeling and research.
For this purpose, the implementation features of the method for synthesizing the models of symmetric two-
operand operations of cryptographic encoding based on tuples of symmetric one-operand operations for the block
cipher systems were investigated. Based on the obtained practical results, a search algorithm of symmetric
commutative two-operand operations is proposed. The implementation peculiarities of the method for
synthesizing the groups of symmetric two-operand operations of cryptographic encoding on the basis of the
selected symmetric commutative operation are studied. Basing on the obtained results, the methods for building
information systems and information technologies of cryptographic encoding operations modeling and research
have been improved. It has been developed the structure of the information system, which ensures the impl
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2. Heorhii Kuchuk
KBasigikamis: n. 1. 1., npodecop, 05.13.06
InenTudikarop ORCID ID: 0000-0002-2862-438X

JoaparkoBa iHdopmauist: https://www.scopus.com /authid /detail.uri?authorld=57057781300);
https: / /www.webofscience.com /wos /author /record /2485726;
https:/ /scholar.google.com.ua/citations?user=gHejYRUAAAA]

IloBHE HaliIMEeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHU# TEXHIYHUI YHiBepCUTeT "XapKiBChKUii

MOJIITEXHIYHNN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3HaxoaKeHHS: ByJ1. Kupnindoga, 6yz. 2, XapkiB, XapKiBcbkuii p-H., 61002, Ykpaina
dopma BiracHOCTI: /lepxaBHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

Penensentu

Baacwue IlpizBumie Im's Ilo-6aTbKOBI:
1. Tony6 Cepriii BacunboBuy
2. Serhii V. Holub

KBasigikanis: n.1.1., npodecop, 05.13.06

Imentudikarop ORCID ID: He zactocoyerbcs

JoparkoBa iHdopmamist:

IToBHE HafIMeHyBaHHﬂ IOPUIHUYHOL 0C00H: UepKachkuii iepKaBHUIi TEXHOJIOTIYHUI YHiBEpCUTET
Kopg 3a €IPIIOY: 05390336

Micue3HaxoaKeHHS: oynbBap llleBuyeHka, 6yz. 460, Yepkacu, Uepkacbkuil p-H., 18006, Ykpaina
dopma BiracHOCTI: /lepxasHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBiTH i HAayKu YKpaiHu

InenTudikarop ROR:

BiacHe IIpizBuie Im'sa I1o-6aTbKOBI:

1. Muponenp Ipruna BaznepiiBHa



2. Irina Myronets

KBasigikamis: . t. u., gou., 05.13.05

ImenTudikarop ORCID ID: He zactocoyerbcs

JoparkoBa iHdopmamist:

IToBHE HaﬁMeHyBaHHﬂ IOPUIHUYHOL 0CO0H: UepKachkuii iepKaBHUI1 TEXHOJIOTIYHUI YHiBEpCUTET
Kopg 3a €IPIIOY: 05390336

Micue3HaxoaKeHHS: oynbBap llleBuyeHka, 6yz. 460, Yepkacu, Yepkacbkuil p-H., 18006, Ykpaina
dopma BiracHOCTI: /lepxasHa

Cdepa ynpaBiriHHS: MiHicTepcTBo OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

VIII. 3ak1104Hi BiZOMOCTI
Biiacue IlpisBume Im's ITo-6aTbKOBI [anarin Bonozpnmup Bacuibosuy

TOJIOBH pajgu

Bsacue IlpisBume Im'st [T0-6aTbKOBI [anarin Bonognmup Bacunbosn4
TOJIOBYIOYOTO Ha 3acCiaHHi
BiamoBiganbHUH 32 MiZTOTOBKY 3y6ko Irop AHaTosoBIY

00JIiIKOBHX JOKYMEHTIB

PeecTpartop YkpIHTEI

KepiBHuk Bigzainy YKpIHTEI mo €
BiZIIOBiZaJILHUM 32 peecrpauilo HayKOBO'l' Opuenko TersHa AHaToJIiBHA

OisIJIbHOCTI




