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1. Y nuceprauii po3po6sieHO KOHLIENITyaIbHi 3aCaiu ONITUMI3alii CHCTEMU 3aXHUCTy KpUTUYHO] iHdpacTpyKTypH
Ykpainu Big Kibep3arpo3 Ha OCHOBI BIIPOBAJ)KEHHS YIIPaBJliHCbKUX iHHOBALLil 3 ypaXyBaHHSIM iHO3€MHOTI'O JOCBiLy
Ta BITYU3HAHUX peaniil. B nepmomy po3aini «TeopeTuKo-MeTOANYHI OCHOBU YIIPABJIiHHA 3aXUCTOM KPUTUYHOI
iHppacTpyKTypu B yMOBax Kibep3arpos» cpopMOBaHO HAyKOBUI (PyHAAMEHT [J1s YIIPaBIiHCbKOTO BTPYYaHHS Y
3abe3nevyeHHs O6e3exku (HacaMIlepes, y KibeprpocTopi), SKUM I'PYHTYEThCS HAa 3aKOHOMIPHOCTSIX (DYHKIiOHYBaHHS
CKJIQJHUX COLiaJIbHO-€KOHOMIYHUX i TEXHIYHUX CUCTEM, METOMAX YIIPABJIiHHS PU3UKAMHU, IPUHIMIIAX CTIMKOCTI Ta
aJanTMBHOCTI, IO Ja€ 3MOTY 3a0e3NedyBaTy 30ajlaHCOBaHe MMOEJHAHHS IPEBEHTUBHUX, PEaKTUBHUX i
BiZJHOBJIIOBAJIbHUX 3aXOXiB. [JOBEI€HO OLINIbHICTb BUKOPUCTAHHS YIIPABIIHCBKUX iHHOBALiN MTPY BUPILI€HHI
0e311eKOBUX IUTaHb, a/I)K€ BOHY I03BOJISIIOTH MiABUIIATH €(PEKTUBHICTb BUKOPUCTaHHSI JIIOJICHKOTO KalliTamy,
CTBOPIOIOTH CIIPUST/IABI YMOBH [J1s1 PO3POOKM Ta NOIIMPEHHS TEXHOJIOTIYHUX iHHOBallil, CKOPOYYIOTb 4ac
pearyBaHHS Ha 3arpo3M Ta 3a6e3Me4yl0Th THYUKICTh Ta aJalTUBHICTb NpU NPOTUAii HUM. OXapaKTepu30BaHO

KpUTUYHY iHPpacTPyKTypy sk chepy akTUBHOI iHTerpauii inpopmMaLifHUX TEXHOJIOTIN 3 OHOYACHUM 301/IbIIEHHSIM



BPa3JIMBOCTI [10 Kibep3arpo3s. IIpoBefieHO CTPYKTypu3allilo 06'€KTiB KpUTUYHOI iHPPaCTPYKTypH 3 OIJIsIly Ha piBEHb
KPUTWUYHOCTI Ta BIUIMBOBICTh iHDOPMAIIiliHOI CKJIa[I0BOI Ha 371iNCHEHHS AislIbHOCTI. [JOBEIeHO MOLiMbHICTh
3aCTOCYBaHHS LMKJY yrpasiiHHg PDCA 111 3aXUcTy KpUTUYHOI iHDpacTpyKTypH Bif, Kibep3arpos. B spyromy
PO31ii «AHai3 yIIpaBliHCbKUX ACIEKTIB 3aXUCTYy KPUTUYHOI iHPpacTpyKTypH YKpainu Bif Kibep3arpos»
IIPOAHAJi30BaHO HOPMATUBHO-NIPaBOBUI1 (PYHIAMEHT NPUIHSTTS YIPABIiHCbKUX pillleHb B cepi Kibep3axucty
KPUTUYHOI iHDPaCTPYKTYypH [I0 SIKOTO, 30Kpema, HajiexxaTb «CTpaTeris Kibepoesneku YKpaiHuy», 3aKkoHu YKpaiHu
«I1po ocHOBHI 3acanu 3a6e3neyeHHs Kibepoesnexku YKpainu», «[1po KpuTu4Hy iHPpacTpyKTypy», clielianizoBaHi
nocraHoBu KabineTy MiHicTpiB YKpaiHu, a TakoxX MixkHaponHi ctangaptu ISO /IEC 27001, ISO /IEC 27002, NIST
Cybersecurity Framework Tomo. JlocifpkeHO pUHKOBI MO>KJIMBOCTI 117151 IPUAOAHHS Ta MOasbIIoi iHTerpaii
Cy4yacHHUX 0e3I1eKOBUX pillleHb B Me>Kax 00'€KTiB KPUTUYHOI iHPpacTpyKTypu. BusHaueHo 06Csr Ta CTPYKTYPY
YKPaiHChKOTO PUHKY NPOLYKTIB i MOCIYT KibepOe3neKy, OKpeCJIeHO YMHHUKY, 10 BIJIMBAIOTh HA MOIHUT Ta
IIPOTIO3MLIiI0 Ha BKa3aHOMY PUHKY. PO3p06sIeHO KOH' IOHKTYPHUIA ITPOTHO3 MI0/1aJIbLIOTO PO3BUTKY PUHKY METOTIOM
HalMEHIIVX KBaJIpaTiB 3 I0JaJIbIIOI0 BepudiKallieo 3a JOIIOMOr00 METOly €KCIIOHEHLiITHOTO 3T71al)KyBaHHSI.
OuiHeHo IOLiNbHICTb ABOKAHAIBHOIO iHBECTYBaHHS Y Kibep3ax1CT 32 TEXHIYHUM Ta OPraHi3alifiHO-yIIpaBliHCbKUM
HanpsiMamu Ha OCHOBi mogeri ['opgoHa-JIbo6a. 3anpoBayKeHO MOHATTS «TOYKU IJIATO», IK MEXi, KOJIM JOAATKOBI

iHBecTUIIii B OIMH KaHaJ CTal0Th EKOHOMIYHO Hee(eKTUBHUMU 6e3 BiJITOBiTHOTO 3DOCTAaHHS BKJIAZIEHb B iHIINH.

2. The dissertation develops conceptual foundations for optimizing the system of protecting Ukraine’s critical
infrastructure from cyber threats through the implementation of managerial innovations, taking into account
foreign experience and national realities. In the first chapter «Theoretical And Methodological Foundations Of
Critical Infrastructure Protection Management In The Context Of Cyber Threats», a scientific foundation is
established for managerial intervention in security assurance (primarily in cyberspace). This foundation is based on
the patterns of functioning of complex socio-economic and technical systems, risk management methods, and the
principles of resilience and adaptability. These elements enable a balanced combination of preventive, reactive,
and restorative measures. The expediency of using managerial innovations to address security issues is
substantiated, as they enhance the efficiency of human capital utilization, create favorable conditions for the
development and dissemination of technological innovations, reduce response time to threats, and ensure
flexibility and adaptability in countering them. Critical infrastructure is characterized as a sphere of active
integration of information technologies accompanied by an increase in vulnerability to cyber threats. A structuring
of critical infrastructure objects is carried out according to the level of criticality and the influence of the
information component on operational activities. The expediency of applying the PDCA management cycle for
protecting critical infrastructure from cyber threats is proven. In the second chapter «Analysis Of The
Management Aspects Of Protecting Ukraine's Critical Infrastructure From Cyberthreats», the normative-legal
framework for decision-making in the field of cybersecurity of critical infrastructure is analyzed. This framework
includes, in particular, the «Cybersecurity Strategy of Ukraine», the Laws of Ukraine «On the Basic Principles of
Ensuring Cybersecurity of Ukraine» and «On Critical Infrastructure» specialized resolutions of the Cabinet of
Ministers of Ukraine, as well as international standards ISO /IEC 27001, ISO/IEC 27002, NIST Cybersecurity
Framework, etc. Market opportunities for the procurement and subsequent integration of modern security
solutions into critical infrastructure facilities are examined. The volume and structure of the Ukrainian market for
cybersecurity products and services are determined, and the factors influencing demand and supply in this market
are outlined. A conjunctural forecast of further market development is developed using the least-squares method,
followed by verification via exponential smoothing. The expediency of two-channel investment in cybersecurity
along technical and organizational-managerial lines is assessed on the basis of the Gordon-Loeb model. The
concept of a “plateau point” is introduced as the threshold beyond which additional investments in one channel
become economically inefficient without corresponding growth in investments in the other channel.
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