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Pedepar:

1.V puceprauniiiHoMy TOCJIiIKEHH] BIIEpIle 3AiICHEHN KOMIUJIEKCHUN aHaJli3 i OTpMMaHi HayKOBI pe3yJIbTaTu y
cdepi TEOPETUYHUX | METOLOJIOTIYHMX OCHOB HayK aZiMiHiCTPaTUBHOrO Ta iHPOpMaLiliHOro IpaBa Ta Ha 3acazax
MDKAMCHUIITIHAPHOTO NiAXony y rasnysi indpopMalifiHoi Ta KibepHeTU4HOi 6e31eKr; OTpMMaHi HOBi HAyKOBO
OOI'PYHTOBaHI pe3yJIbTaTH y rajysi afiMiHiCTpaTUBHO-IIPABOBOTrO 3a6€31eYeHHs Jisi/IbHOCTI y cpepi KibepHETUYHO]
6e3nexu Ykpainu. OTprMMaHi pe3ysbTaTd CTAHOBJISITh IHTEPEC [1JI HAyKU i IPaKTUKU agMiHICTPaTUBHOTO IPaBa,
indopmaniitHoro mpasa, KibepHETUYHOTO [IPaBa, Teopii MCKUxoJIoril BIINBIB, fenikTosorii. KoHcTaTyeTbes, o y
Cy4yaCHUX peaslisix IIMPOKOro BIPOBaJKE€HHS HOBUX iHPOpMalLifiHO-KOMYHIKALiIHUX TEXHOJIOTi, 3 OJHOT0 6OKY, i
TEHJIeHIIi} iX BUKOPMCTaHHS JJ1s1 3aBJaHHS MIKOIX 0cobaM, MiJIIPUEMCTBAM, CyCIIiJIbCTBY, Iep-KaBi, 3 iHIIOTo 60Ky,
nepe;; Aep>kaBolo IIOCTA€E 3aBIaHHS HANIIHOTO 3aXMCTy KibepHeTUYHOi H6e3neku cyb'exTiB. B nuceprarii

3aIPOIIOHOBAHNU, OOIPYHTOBYETHCS i TOCIIIKY€EThCSI MKIMCLUIIIIHAPHUI HiAXiN 10 BUBYEHHS Ta peasisarii



edexTUBHUX 3aC06iB TPaBOBOro 3abe3neyeHHs iHpopmaLiiHOi i1 Kibep- 6e3MneKy, SIKUii oJIArae y NoeJHaHHi
3ac00iB, METO/IiB i MpaBMJI aAMiHICTPAaTUBHOTO MPaBa, iHGOPMAIIiITHOTO ITpaBa, npdsa Kibepbesneku, Teopii
IICUXOJIOTII BIUIUBIB, I€JIiKTOJIOrI. Briepie y3aranpHeHi BcTaHOBJIEHI Kogekcom YKpainy Ipo agMiHiCTpaTUBHI
[IPaBONOPYLIEHHS JeJliKTh y cdepi 06iry inpopmaliii i BUKopucTtaHHs iHpOpMaLifHO-KOMYHIKaliHAX CUCTEM.
YIoockoHasieHe pOo3yMiHHS aiMiHICTpaTMBHO-TIPABOBOT0 3a0€3Me4€HHs HislIbHOCTI y cdepi KibepHEeTUYHOI 6e311eKn
YkpaiHy, sike nosisirae y noefgHaHHi 3aco6iB i MeTOJiB aiMiHICTPATUBHOTO IIPaBa 3 ypaxyBaHHSIM TEXHIYHUX aCIIeKTiB
i TEXHOJIOTIYHUX HEGE3NeK B KibepIIpoCTpi, BKII0YaI0UX MPOTUIiI0 BPa3IMBOCTSIM, KibepiHlleeHTaMm,
KibepkoHI(pKTaM. BBeJieHO B yKpaiHCbKUI ITpaBOBUIT HayKOBUI 060poT 3akoH €C npo kibepcriiikicTs (The Cyber
Resilience Act (CRA)) mono noxkpaieHHs Kibepoesneku Ta KibepCTifKOCTi MJIIXOM BCTAHOBJIEHHSI CTaHIAPTIB
Kibepbesneku 115l IPOLYyKTiB 3 [u@poBuMH eaeMeHTamu B €C, 1oCifyKeHi 10ro OCHOBHI [10JI05K€HHSI, IKUMU
3aMPOINIOHOBAHO JOMOBHUTU 3aKOH YKpainu «IIpo oCcHOBHI 3acany 3abe3nedyeHHs Kibepoe3neku YKpaiHu».
JocinkeHi 0cO6IMBOCTI KOHLENTIB «iHdopMaliiiHa 6e3neka», «besneka iHpopmariii», «kibepoesneka» B KOHTEKCTI
0CO00JIMBO] yBaru 10 «KOTHITUBHOI 6e3reKn»; copMYJIbOBaHI I10JIOKEHHS, 1110 Y Cy4acHOMY iHpopMaLiliHOMY
IIPOCTOPIi aKTyaJIbHOIO CTA€ He TiIbKU 3aXUCT iHdopMallii, ane i 3axuct Bif inpopmauii. ¥ nucepraii
3aIpPOINIOHOBAHA i JOCIiIKeHa aBTOPChKa CTPYKTYypa iHpOpMaLiliHUX IIpaB rPOMaisiH. Buxozsyu 3 Toro, mo
«iH@opMmaliiliHi mpaBa» He TOTOXHI «IpaBy Ha iHpopMallilo», 3aIIPOIIOHOBAHA i PO3IJISIHYTA HACTYITHA CTPYKTypa
iHopmaniiiHux npas: cBO60A CJIOBA; [IPABO HA JOCTYI 10 iHopMalLlii, y TOMy UMCJIi IPaBO HA 3BEPHEHHS]; 3aXUCT
[IEPCOHAJIHUX JAHUX; 3aXUCT iHPOPpMaLifHOI 6€3I1€KU; 3aXUCT [IPaB iHTEJIEKTYaJIbHOI BIACHOCTI; IPaBO HA 3aXUCT
BiJl KpMMiHA/IBHUX MOCSTaHb y KibeprpocTopi. PO3KpuUTi 0cO61MBOCTI 3a6€311e4eHHs KOXKHOTO i3 BUJB [IpaB.
3anpornoHoOBaHoO i O6IPYHTOBAHO HEOOXiTHICTh NOMUPUTY BUMOTU 3akoHy YKpainu «I[Ipo ocHOBHi 3acanu
3abe3ne4yeHHs Kibepbesneky YKpaiHu» Ha colliajibHi Mepexi Ta,/abo IPUBaTHI eJIeKTPOHHI iHopMaLiliHi pecypcu B

MepexXi [HTepHeT 5K OTeHLiHi TOYKM BXOAY [JIs1 KibepaTaku.

2. In the dissertation study, a comprehensive analysis was first carried out and scientific results were obtained in
the field of theoretical and methodological foundations of the sciences of administrative and information law and
on the basis of an interdisciplinary approach in the field of information and cyber security, new scientifically
substantiated results were obtained in the field of administrative and legal support of activities in the field of cyber
security of Ukraine. As a result of the research, new scientifically substantiated results were obtained, which are of
interest for the science and practice of administrative law, information law, cyber law, the theory of the
psychology of influences, and torts. It is stated that in the modern realities of the widespread introduction of new
information and communication technologies, on the one hand, and the trends of their use to cause harm to
individuals, enterprises, society, and the state, on the other hand, the state is faced with the task of reliably
protecting the cyber security of entities. The dissertation proposes, justifies and investigates an interdisciplinary
approach to the study and implementation of effective means of legal support for information and cyber security,
which consists of combining the means, methods and rules of administrative law, information law, cybersecurity
law, theories of psychology of influences, torts. For the first time, the torts established by the Code of Ukraine on
Administrative Offenses in the field of information circulation and use of information and communication systems
are generalized. Improved the understanding of the administrative and legal support of activities in the field of
cybersecurity of Ukraine, which consists of using the means and methods of administrative law, taking into
account technical aspects and technological dangers in cyberspace, including countering vulnerabilities, cyber
incidents, and cyber conflicts. The Cyber Resilience Act (CRA) has been introduced into Ukrainian legal scientific
circulation - an EU regulatory act to improve cybersecurity and cyber resilience by establishing common
cybersecurity standards for products with digital elements in the EU. Its main provisions are studied, which are
proposed to supplement the Law of Ukraine «On the Basic Principles of Ensuring Cybersecurity of Ukraine». The
features of the concepts of «information security», «security of information», «cybersecurity» are studied in the
context of special attention to «cognitive security»; the provisions are formulated that in the modern information
space not only information protection, but also protection from information is becoming relevant. The dissertation
proposes and investigates the author's structure of citizens' information rights. Based on the fact that «information
rights» are not identical to the «right to information», the following structure of information rights is proposed



and considered: freedom of speech; the right to access information, including the right to appeal; protection of
personal data; protection of information security; protection of intellectual property rights; the right to protection
from criminal encroachments in cyberspace. The features of ensuring each type of rights are revealed. The need to
extend the requirements of the Law of Ukraine «On the Basic Principles of Ensuring Cybersecurity of Ukraine» to
social networks and /or private electronic information resources on the Internet as a potential entry point for
cyberattacks is proposed and substantiated The need to include legislative regulation of the essence and content
of such security strategies as the Strategy of Foreign Policy Activities of Ukraine, the Strategy of Information
Security, the Strategy of Ensuring State Security, and the Strategy of Energy Security in the Law “On National
Security of Ukraine” is proposed and substantiated.
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ComniasibHO-eKOHOMIYHA CIPSIMOBAHICTb: 3a6€3Me4eHHs IPOMUCIIOBOCT] Y/ HACEJIEHHS HOBUM BUIOM

iHopmaniitHO-KOMYyHIKaliTHUX [IOCJIyT
OxopoHHi gokymeHTH Ha OIIIB:

JlirepaTypHi Ta XyZ,0XKHi TBOpHU
CBiZIOoLITBO PO peeCTpallilo aBTOPCHKOTO paBa Ha TBip N2128241

BrnipoBagkeHHs pe3yJIbTaTiB AHCEPTalii: BiposamkeHo

3B's130K 3 HAYKOBUMH TeMaMH: 0119U103091, 0124U003363, 0120U102136

VI. BizoMocCTi mpo HayKOBOr0 K€PiBHUKa /KePiBHHUKIB (KOHCYJIbTAaHTA)
BaacHe IlpizBume Im'st I10-6aThKOBI:

1. Kynes IOpiit Jlem’sitHOBUY

2. Yuriy Kunev

KBasigikanis: 1. 1. 1., npodecop, 12.00.07

InenTudikarop ORCID ID: 0000-0002-5952-2052

JoparkoBa iHdpopmamnist:

ITloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH: [lepkaBHe HEKOMEDLiIHE MiANPUEMCTBO "JlepKaBHuMi

yHiBepcuTeT "KuiBCbKUM aBialliiHW iIHCTUTYT"

Kog 3a €IPIIOY: 45853942

Micue3Haxoa KeHHsI: npocr. I'yzapa Jlio6omupa, Kuis, 03058, Vkpaina
dopma ByacHOCTI: [lepxasna

Cdepa ynpaBriHHS: MiHicTepCcTBO OCBITH | HayKK YKpaiHu

InenTudikarop ROR:

VII. BizomocTi npo odiniiHNX ONIOHEHTIB Ta PEIeH3€HTIiB
OdiuiiiHi OTIOHEHTH

Baacwue IlpizBume Im'a Ilo-6aTbKOBI:

1. Tuxomunpos Onekcannp OneKkcaHIpOBUY

2. Oleksandr Tikhomirov

KBasigikamnis: 1. 1. u., mom,, 12.00.01

ImenTudikarop ORCID ID: 0000-0001-5163-6584



JoparkoBa iHdpopmamnist:

IloBHe HaliMEeHYBaHHS IOPHUAUYHOI 0COOM: HaujoHanbHa akazemis Ciyk6u 6e3neky YKpaiHu
Kopg 3a €IPIIOY: 20001823

Micue3HaxoaKeHHS: ByJl. M. MakcumoBuua, Kuis, 03022, Ykpaina

dopma BiracHOCTI: JlepxaBHa

Cdepa ynpaBiiHHS: Cryx6a 6e3neku YKpaiHu

InenTudikarop ROR:

BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:

1. HoBuupka Haranig bopucisHa

2. Natalia Novytska

KBasigikamis: 1. 1. 1., npodecop, 12.00.07

InenTudgikarop ORCID ID: 0000-0003-4753-7625

HoparkoBa indopmamnist:

IToBHE HaﬁMeHYBaHHﬂ IOPUIHUYHOL 0CO0H: Jlep>KaBHMIA I0IATKOBUIA YHiBEpCUTET
Kopg, 3a €IPIIOY: 44550814

Micue3Haxoa>KeHHSI: By/. VHiBepcUTeTChKa, Ipninb, 08201, Ykpaina
dopma ByacHOCTI: [lepxasna

Cdepa ynpaBitiHHS: Minictrepctso dinaHcis Ykpainu

Inentudikarop ROR: 004ezwb23

PeuenseHTu

BiacHe IIpi3Buie Im'sa I1o-6aTbKOBI:
1. Jlereubkuiit Mukosia IBaHOBUY

2. Mykola Lehenkyi

KBasigikamis: 1. 1. u., npodecop, 12.00.02
InenTudgikarop ORCID ID: 0000-0003-4179-1964
JonmaTkoBa iHdopmais:

IToBHe HafIMeHyBaHHSI IOPUIUYHOL 0COOM: JlepkaBHe HEKOMEpLIitHe MAnpueMcTBo "Jlep>kaBHuit

yHiBepcuTeT "KniBCbKUN aBialliiHUM iHCTUTYT"

Kopg 3a €IPIIOY: 45853942

Micue3Haxoa KeHHs: npocr. I'yzapa Jlio6omupa, Kuis, 03058, Vkpaina
dopma B1aCHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBiTH i HayKu YKpaiHu

InenTudikarop ROR:



Baacwue IlpizBumie Im's Ilo-6aTbKOBI:

1. ®ininoBuy Banepis BikropiBHa

2. Valeriia Filinovich

KBasigikanis: 1. . 1., gou., 12.00.07
ImenTudikarop ORCID ID: 0000-0001-8824-615X
JonaTkoBa iHdopmanist:

IloBHe HafIMeHyBaHHﬂ IOpI/I,I[H‘IHO'l' 0COO0M: Jlep>kaBHE HEKOMEpLiHE MiANprUeMCTBO "lepKaBHU

yHiBepcuteT "KniBCbKUN aBialliiHWM iHCTUTYT"

Kopg 3a €IPIIOY: 45853942

Micue3Haxoa KeHHs: npocr. ['ysapa Jlio6omupa, Kuis, 03058, Ykpaina
dopma BracHOCTI: JlepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKH YKpaiHu

InenTudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi
BaacHe IlpizBuie Im's Ilo-6aTbKOBi Jlnxosa Codis fIkiBHa

TOJIOBH pajgu

Biacue IpizBume Im's I1o-6aTbKOBI Jluxosa Codis SIxiBHa

rOJIOBYIOYOTO Ha 3acCiiaHHi

BigmoBimasibHU 32 MiATOTOBKY Howxenko Onena AnpiiBHa
00JIIKOBHX JOKYMEHTIB

PeecTpartop IOpuenko TetsiHa AHaToJiiBHA

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaJIbHUM 3a PeeCTpalLio HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

OisIJIBHOCTI




