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1axpancTBo 10Yasao TpaHCc)OPMYBaTUCS Ta HabyBaTu HOBUX (OpM. BU3HaU€HO OCHOBHI KPUMIHOJIOTiYHO Ba>KJIUBI
03HaKU Cy4acHOro Imaxpas. HarosyomeHo, 1o TpaguuifiHe maxpancTBO 30CepeKyeThCsl HA OCOOMCTOMY KOHTAKTI
maxpas ¥ >KEpPTBHU, Y TOM 4ac, sIK eJIEKTPOHHE KOMepLiiiHe — Ha Crlocobi nocsaraHb. He3aMiHHUM 3a7MIIA€ThCS
KOPHCJIUBUM MOTUB, 62KaHHS OTPUMATH Te, 110 He HAJIEXXUTh MIaxpalo Mo NpaBy. PO3KPUTO CTaH HAayKOBUX
IOCJIiI>KEeHb IPpo6JieM 3anobiraHHs MaxpancTBy y cepi e1eKTpOHHOI Toprisii. KoHCTaTOBaHO, 110 HAyKOBa
IIJIOLIMHA NOCIIiPKeHb Cy4YaCHOro MaxpaicTBa 3 03Ul KpUMiHOJIOTII IOTpebye MOCTIHHOTro eMIipUYHOro
OHOBJIEHHS Il TEOPETUYHOT0 OCMUCJIEHHS], 30KpPEMa, B YaCTHHI BUBYEHHS IIaXpaicTBa y cepi eseKTPOHHOI
KOMepii Ta Toprisii. PO3rysiHyTO OopraHisauiiiHi i1 npaBoBi 3acany (yHKLIOHYBAHHS €JIEKTPOHHOI TOPTriBJli B
Ykpaini. KoncraToBaHo, 1110 B pe3ysibTaTi TprBaooyoi udposisaliii cy4acHOTo KUTTS, MifiCUIeHOI KOPOHABIPYCHOIO
kpuzoi COVID-19, cTaBcs 3cyB IONUTY CIIOKMBayviB 3i 3BMYaiiHOI (TpafuLiiiHoi, o¢JiaiiH) TOPriBili 4O €J1eKTPOHHOI.
3po6s1eHO NPOMIXKHI BUCHOBKH, 10 IPUCKOPEHHS HAYKOBO-TEXHIYHOT'O [IPOTPECY 3yMOBJIIOE PO3BUTOK 3JI0Y4MHHOTO
CBITY, IPU3BOJSYM [0 NOSIBU HOBUX GOPM i BUTiB maxpaicTBa y cepi eJ1eKTPOHHOI TOpriBii. PO3KpUTO MOHSTTS
«I1axpaicTBo y cpepi esIeKTPOHHOI TOPriBili» Ta HaJJlaHO NepeJIiK oro icTOTHUX 03HaK, a came: 1) riobanbHUN
XapakTep; 2) BUNHEHHSI KPMMiHaJIBHOTO IPaBOIIOPYIIEHHS Y KibepripocTopi; 3) BUCOKa JIATEHTHICTh Ta iHIIi.
3po6sieHO crIpoby BCTAHOBUTH i TPOAHAJII3yBaTH 3arajbHi KiJIbKICHI Ta SIKICHI XapaKTe€pPUCTUKU Cy4aCHOTO
maxpaiicTa y cepi enekTpoHHOi Toprisii. [Ipy oniHLi HakTUYHOrO PiBHS 37I0YMHHOCTI BpPaXOBAHO [TOKA3HUKU
JIATEHTHOCTI. ¥ 11iJIOMY JOCIIiIpKEHHS CTaHy axpaiCcTB y cepi eseKTPOHHOI TOPriBili MifTBEPUIIO Or0 HEraTUBHY
IVHaMiKy mig, yac nangemii COVID-19, nounnarouu 3 2019 no 2021 pp. BcTaHOBIEHO OCHOBHI criocobtu (popmu)
BYMHEHHS MIaxpalcTBa y cdepi eJIEKTPOHHOI TOPriBJli, KATETopii TOBAPIB i MOCIYT €JIEKTPOHHOI KOMEPLii, SIKUMH
«IICEeBAOIPOAABLi-11axpai» 3alikaBJI0I0Th )K€PTB, OCHOBHI MalllaHUYMKU (MallaHUYMKY), Ha SIKUX BUYMHSETHCS laHe
KpUMiHa/IbHE NIpaBonopyleHHs. Ha npukiani noseneHo, o 4J1s1 KpUMiHOJIOTYHOI XapaKTepUCTUKU
IOCJIiI)KYBAaHOTO KPMMiHAJIbHOTO [IPABOMOPYIIEHHS Yac i MiClie BYMHEHHS 3JI0YMHY HE MAIOTh 3HAYEHHSI.
ApryMeHTOBaHO, 1110 1axpancTBo y cdepi eIeKTPOHHOI TOPTiBJli 3yMOBJIEHE HAasBHICTIO KOMILJIEKCY IIPUYKMH, ceper,
SKUX COLiaJIbHO-€KOHOMIYHi, OpraHi3aliiHO-yIIPaBJIiHChKi I MOPAJIBHO-TICUXOJIOTIYHI YNHHUKY, CUCTEMA SKUAX
cdpopMoOBaHa, MPOBEAEHO X aHasi3. 3p06I€HO BUCHOBOK, 1110 HaBeJ€Hi Ta iHIIli YUHHMKY TiCHO B3a€MOTIOB'SI3aHi MK
€06010 i 32 KOXKHUM i3 HUX CTOITh IIEBHE COLjiasibHe SBHIIe abo Ipobema. 3IilicHeHO KpUMiHOJIOTIYHNU,
BIKTMIMOJIOTIYHMI Ta IICUXOJIOTIYHUI aHaJIi3 B3aeMOJIii axpasd i )KEPTBU B €JIEKTPOHHOMY KOMEPLIIHHOMY
IIaxpaicTBi. BUOKpeMJIEHO 0COGIMBOCTI TaKOTo MaxpaicTBa. Tak, KOHTaKT MiX LIaXxpaeM i )XEPTBOIO
BCTAHOBJIIOETHCS BifJANI€HO, IUCTAHLIMHO; LIiJIbOBA ayAUTOPIs Maxpas 3 OrJisly Ha BUKOPUCTAaHHS LA(PPOBUX
TEXHOJIOTi! 3Ha4YHO posmupuinacs. OkpecseHo crneundivHi BIKTUMHI PUCH KePTB €JIEKTPOHHOTO KOMEPIiiTHOTO
1IaxpaicTsa, ciocobu i NpuilomMy, sIKi BAKOPUCTOBYIOTh Laxpai 1J1s1 100yA0BU B3aEMOZi 3 >KePTBOIO Iif 4yac
BYMHEHHS KPUMiHA/IBHOTO IPaBoNopyueHHs. CTaTUCTUYHO OOIPYHTOBAHO, 110 HIMOBIPHICTb CTATH XXEPTBOIO
maxpaicTsa y cdepi eJIeKTpOHHOI TOPTiBJli 3HaYHO MigBUILYETHCS Y XKaAiOHUX i HAATO HAOBipaMBUX 0Ci6. OKpEeMO
POSIJISIHYTO KaTEropilo a3apTHUX i CAMOBIIEBHEHHUX K€PTB TAKOT'O IAXPayCTBa, SIKi XapaKTePU3YIOThCS
PY3UKOBAHICTIO, BipsITh y ACJAUBUI BUNIAAOK, IIPU LIbOMY MalOTh TapHY OCBITY, BEyTb aKTUBHUI CIIOCI0 XXUTTH,
ni3HaI0Th HOBi BUIY AistbHOCTI. [IpoaHani3oBaHO 0COGIMBOCTI 3a106iraHHs €JIeKTPOHHOMY KOMEPLiHOMY
[IaxpaiCTBy B 3apyODKHUX KpaiHax Ha MPUKJIATi CBITOBUX JinepiB enekTpoHHOI TopriBii — CIIA i KuTato, a came: 1)
OIIMCAaHO HOPMHU CIIellja/IbHUX 3aKOHIB 110J10 3aM06iraHHs OHJIaMH-axpaiicTBy y cdepi eeKTpOHHOI KoMeplii Ta
TOPTiBJI; 2) BUBHAYEHO CYO'€KTIB, 5IKi IPOBAAATh POOOTY 3 3al106iraHHs IaHOMY BUly KPUMIiHaJIbHAX
IIPABOIOPYLIEHb; 3) PO3IJISIHYTO HOBITHI TEXHOJIOTII, IKi BUKOPUCTOBYIOTbCS Y Liil cpepi. OcobamBa yBara
npuzineHa GpopmanabHO yCTaleHUM IIPaBUjlaM 3aXUCTy Cy0'eKTiB, SIKi IPOBALSITh €J1eKTPOHHY TOPrOBEJIbHO-
KOMEPLiIHY [isJIbHICTB, Bifl pi3HOr0 POy 3arpo3 axpaicTBa, SKi MOKJIMKaHI 3BMEHIINTH iX pU3UK y cdepi
€JIEKTPOHHOI TOPTiBJIi. PO3IJISIHYTO BaKJIMBI iIHCTPYMEHTH BUSBJICHHS 1 3aM106iraHHs maxpaucTsy. OKpeca1eHo

yHiBepcasbpHi MexaHi3Mu e(eKTUBHOTO 3ar006iraHHs KpUMiHAJIbHUM IIPABOIIOPYIIEHHSIM Y BinnoBinHil cdepi.

2. The dissertation is dedicated to developing the theoretical and practical foundations for preventing fraud in the
sphere of electronic commerce based on the results of researching the state of this phenomenon, the criminogenic
characteristics of offenders, defining, and revealing its determinants, causes, and conditions that lead to criminal
offenses. The dissertation examines the genesis of the fraud phenomenon from the times of Kyivan Rus to the



present day. It emphasizes that due to the deep penetration of digital and innovative technologies into business
processes, the public sector, communications, and the transition of the economy to the era of digital
opportunities, fraud began to transform and take on new forms. The main criminologically significant features of
the modern fraudster have been identified. It's emphasized that traditional fraud focuses on the personal contact
between the fraudster and the victim, while electronic commercial fraud focuses on the method of intrusion. The
selfish motive remains constant - the desire to obtain what does not rightfully belong to the fraudster. The current
state of scientific research into the prevention of fraud in electronic commerce has been revealed. It is
acknowledged that the scientific landscape in the study of contemporary fraud from criminological perspectives
requires ongoing empirical updating and theoretical interpretation, particularly regarding the investigation of
fraud in electronic commerce and trade. The organizational and legal frameworks of electronic commerce in
Ukraine have been thoroughly examined. It is evident that the continuous digitalization of contemporary life,
compounded by the COVID-19 crisis, has led to a shift in consumer demand from traditional offline trade to
electronic commerce. Preliminary conclusions highlight that the rapid advancement of scientific and technological
progress is propelling criminal activities, resulting in the emergence of new forms and types of fraud within the
realm of electronic commerce. The concept of "fraud in electronic commerce" has been clearly defined, outlining a
list of essential characteristics, such as: 1) its global nature; 2) the commission of criminal offenses in cyberspace; 3)
high latency, and more. An endeavor has been made to establish and analyze the general quantitative and
qualitative features of contemporary fraud in electronic commerce. The assessment of the actual crime level has
taken latency indicators into account. Overall, the study of fraud in electronic commerce has validated its negative
dynamics during the COVID-19 pandemic spanning from 2019 to 2021. The primary methods (forms) of committing
fraud in electronic commerce, categories of goods and services in e-commerce utilized by pseudo-vendors
(fraudsters) to attract victims, and the primary platforms where these criminal offenses occur have been identified.
Using specific examples, it has been demonstrated that, for the criminological characterization of the investigated
criminal offense, the time and place of the crime are insignificant. It is argued that fraud in electronic commerce is
provoked by a complex set of reasons, including socio-economic, organizational-administrative, and moral-
psychological factors. An analysis of these factors, along with their systemic formation, has been conducted. The
drawn conclusion asserts that these and other factors are interrelated, with each being associated with a specific
social phenomenon or problem. A detailed criminological, victimological, and psychological analysis of the
interaction between the fraudster and the victim in electronic commercial fraud has been undertaken. Distinctive
features of such fraud have been brought to light. For instance, the contact between the fraudster and the victim is
typically remote and established over a distance. Furthermore, the fraudster's target audience has significantly
broadened due to the pervasive use of digital technologies. Specific victimological traits of those affected by
electronic commercial fraud have been delineated, along with the strategies and approaches employed by
fraudsters during the commission of criminal offenses. Statistical evidence has convincingly shown that the
likelihood of falling victim to fraud in the realm of electronic commerce is markedly higher among both avaricious
and overly trusting individuals. Moreover, a separate examination has been conducted on a particular category of
daring and self-assured victims of such fraud. These individuals are characterized by their propensity for risk-
taking behavior, a steadfast belief in fortuitous outcomes, high educational attainment, an active lifestyle, and a
penchant for exploring novel activities.
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BaacHe IlpizBuime Im's [10-6aTbKOBI XapuroHos Cepriit OJieKcannpoBuy

roJIOBYIOYOrO Ha 3aciJaHHi



BiamoBiganbHUH 32 MiITOTOBKY Jleit6a Jlionmunia Bacuniua

00JIIKOBHX JOKYMEHTIB

PeecTtpartop YkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaJIbHUM 32 PEECTpalLilo HayKOBOI IOpuenko TeTsHa AHaTosiiBHA

OisIIBHOCTI




