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Pedepar:

1. Incepraliist npucBgYeHa po3po6JIEHHIO TEOPETUYHUX i IPAKTUYHUX 3acaj] 3aM106iraHHs MaxpancTey y cdepi
€JIEKTPOHHOI TOPTriBJli HA OCHOBI P€3yJIbTATIB JOCIIIPKEHHS CTaHy L[bOTO SIBUILA, KDUMIHOTEHHUX PUC
[IPaBONOPYLIHUKIB, BU3HAYEHHS 11 PO3KPUTTS Oro JeTepMiHaHT, IPUYMH i YMOB, 110 3yMOBJIIOIOTh KPUMIHAJIbHI

[IPaBONOPYLIEHHS. Y gucepTalii po3IJIsIHyTO reHe3uc (PeHOMEHY MaxpaicTsa Bif, yaciB KuiBcekoi Pyci 1o

cborojieHHsl. HarosomeHo, 1o mif BIJIMBOM IJTMOMHHOTO MPOHUKHEHHS TU(PPOBUX Ta iHHOBAIIMTHUX TEXHOJIOTIN [0

6i3Hec-IIpolleciB, Jep>XKaBHOTO CEKTOPY, KOMYHIKallill, Iepexoly eKOHOMIKM 10 epu LU(PPOBUX MOXKIINBOCTEN

IIaXpaiCTBO NI0YajIo TpaHCPOPMYBATHCS Ta HAOYBaTU HOBUX (pOpM. Bu3HauY€HO OCHOBHI KPUMiHOJIOTIYHO BaXKJIMBI

03HaKU Cy4aCHOTO Imaxpas. HarosomeHo, mo TpaguiiiiiHe maxpaicTBO 30CepeKyETbCSI HA 0COOUCTOMY KOHTAKTI

maxpas ¥ >KepTBH, Y TOM 4ac, sIK eJIEKTPOHHE KOMepLiiiHe — Ha CrIocobi rocsraHb. He3aMiHHUM 3a7IMIIA€ThCS



KOPUCJIMBUI MOTUB, 62>KaHHS OTPMMATH Te, 110 He HaJIeXKUTD IaxXpalo M0 IpaBy. PO3KPUTO CTaH HAYKOBUX
IOCiIKeHb IIpo6yieM 3ar106iraHHs maxpancTBy y cdepi eseKTpoHHOI TopriBii. KoHcTaToBaHO, [0 HAyKOBa
IIJIOLIMHA [OCIIiIPKEHb Cy4aCHOrO MaxpaicTBa 3 03Ul KpUMiHOJIOTII IOTpebye MOCTIHOTO eMIiPUYHOrO
OHOBJIEHHSI 1 TEOPETUYHOTO OCMUCJIEHHS], 30KPEMa, B YaCTHHI BUBYEHHS IIAXPaiCTBa y cpepi eJeKTPOHHOI
KoMepuii Ta Topriyi. Po3rysgHyTo opranisauiiini i npaBoBi 3acagy GyHKLiOHYBaHHS €J1IeKTPOHHOI TOPTiBIli B
Ykpaini. KoncraToBaHo, 1110 B pe3yJsibTaTi TprBaooyoi nudposisallii cy4acHOTo KUTTS, MifiICUIeHOI KOPOHABIPYCHOIO
kpusow COVID-19, craBcs 3cyB IONUTY CIIOKMBAYiB 3i 3BMYaliHOI (TpafnuLiiHoi, 0¢JaiiH) TOPriBili 4O €J1eKTPOHHOI.
3po6J1eHO IPOMIKHI BUCHOBKHY, 110 IPUCKOPEHHSI HAYKOBO-TEXHIYHOTO IIPOrPeCy 3yMOBJIIOE PO3BUTOK 3JI0YMHHOTO
CBITY, IPU3BOSIYY [0 MOSIBU HOBUX GOPM i BUTIiB axpaiicTsa y cdepi es1IeKTPOHHOI TOPTiBi. PO3KPUTO MOHATTS
«IIaxpaicTBo y cpepi esIeKTPOHHOI TOPriBili» Ta HaJJaHO NePeJIiK 0oro iCTOTHUX 03HaK, a came: 1) rimobaabHUN
XapakTep; 2) BUNHEHHS] KPMMiHAJIIBHOTO NIPABOIIOPYIIEHHS Y KibepIpocTopi; 3) BUCOKA JIATEHTHICTh Ta iHMI.
3po6J1eHO crIpoby BCTAHOBUTH ¥ TPOAHAJIi3yBaTH 3arajbHi KiJIbKICHI Ta SIKICHI XapaKTE€pPUCTUKU Cy4aCHOTO
maxpaiicTa y cepi esekTpoHHOi Toprisii. [Ipy oniHLi HakTMYHOrO PiBHS 37I04MHHOCTI BpPaXxOBaHO [TOKa3HUKU
JIATEHTHOCTI. ¥ LIiJIOMY AOCJiPKEHHS CTaHy IIaxpaiCTB y cepi eJeKTPOHHOI TOPriBJli MifTBEPIUIIO NOr0 HETaTUBHY
IVHaMIKy mig, yac nangemii COVID-19, nounnarouu 3 2019 no 2021 pp. BcTaHOBIEHO OCHOBHI criocobtu (popmn)
BYMHEHHSI axpancTsa y cdepi eJIeKTPOHHOI TOPriBili, KaTeropii ToBapis i MOCIYT e1eKTPOHHOI KOMEPLii, SIKuMu
«IICEBAOINPOAABLi-1Iaxpai» 3alikaBJ0I0Th )K€PTB, OCHOBHI MallaHYMKU (MallaHYMKY), Ha SIKUX BUMHSIETHCS IaHe
KpUMiHa/IbHE NIpaBoNopyleHHs. Ha npukiagni noBeneHo, o 47151 KpUMiHOJIONYHOI XapaKTepUCTUKU
IOCIIiIKYyBaHOTO KPUMIHaJILHOTO NIPABOMNOPYIIEHHS Yac i MiClie BYMHEHHS 3/I0YMHY HE MAIOTh 3HAYEHHS.
ApryMeHTOBaHO, 1110 1axpaicTBo y cdepi eJIeKTPOHHOI TOPTiBJli 3yMOBJIEHE HasBHICTIO KOMILJIEKCY IIPUYMH, ceper,
SKUX COLIaJIbHO-€KOHOMIYHi, OpraHi3aliiHO-yIIPaBJIiHChKi I MOPAJIbHO-TICMXOJIOTIYHI YNHHUKY, CUCTEMA SIKUAX
copmoBaHa, IPOBeAEHO iX aHasi3. 3po6eHO0 BUCHOBOK, 1110 HaBeJIeHi Ta iHIIi YNHHUKY TiCHO B3a€EMOIIOB'SI3aHi MK
€00010 i 32 KOSKHUM i3 HUX CTOITh IIEBHE COIjiaibHe siBuIIe a60 rmpobiema. 3ailiCHeHO KpUMiHOJIOTiYHUH,
BIKTMIMOJIOTYHMI Ta IICUXOJIOTIYHUY aHaJIi3 B3aeMOJIii axpas i )KEPTBU B €JIEKTPOHHOMY KOMEPLIIAHOMY
IIaxpaicTBi. BUOKpEMIEHO 0COGIMBOCTI TaKOTO MaxparcTBa. Tak, KOHTAKT MiX IaXpaeM i )KEPTBOIO
BCTAHOBJIIOETHCS BilJaJIeHO, AUCTAHLINHO; 1IiJIbOBA ayJUTOPis maxpas 3 OrJisgy Ha BUKOPUCTaHHS LU(PPOBUX
TEXHOJIOTi! 3Ha4YHO posmmpuinacs. OkpecseHo creundidHi BIKTUMHI PUCH KePTB eJIEKTPOHHOTO KOMEPIiiTHOTO
IaxpaicTBa, Ciocobu 1 NpuitoMy, sIKi BAKOPUCTOBYIOTh Laxpai 1J1s1 1I00yA0BU B3aEMOZi 3 >KEPTBOIO Mif 4ac
BUYMHEHHSI KpUMiHAJIbHOTO NPaBoNnopyimeHHs. CTaTUCTUYHO OO PYHTOBAHO, 1J0 IMOBIpHICTb CTATH KEPTBOIO
maxpaicTsa y cepi eeKTpOHHOI TOPriBili 3HaYHO MiABUILYETHCS y XaAi0HUX i HALTO JOBipanBUX 0Ci6. OKpemo
POS3IJISIHYTO KaTEropilo a3apTHUX i CAMOBIIEBHEHHUX KEPTB TAKOT'O LIAXPayCTBA, SKi XapaKTePU3YIOThCS
PU3MKOBAHICTIO, BipsITh y ACJAUBUI BUNIAAOK, IIPU LIbOMY MAIOTh TaPHY OCBITY, B€yTb aKTUBHUI CIIOCI0 XKUTTH,
ni3HaI0Th HOBi BUIY AistbHOCTI. [IpoaHanizoBaHO 0COGIMBOCTI 3a106iraHHs €J1IeKTPOHHOMY KOMEPLiHOMY
IaxpaiCTBy B 3apyOKHUX KpaiHax Ha MPUKJIAJi CBITOBUX JinepiB esnekTpoHHOI TopriBii — CIIA i Kurato, a came: 1)
OIIMCAaHO HOPMHU CIIelja/IbHUX 3aKOHIB 1010 3aM06iraHHs OHJIAMH-MAaxpaiiCcTBy y cdepi eJIeKTPOHHOI KoMeplii Ta
TOPTiBJIi; 2) BU3HAUEHO CY0’€KTiB, sIKi IPOBAAATh POOOTY 3 3aN106iraHHs JaHOMY By KPUMiHAJIbHUX
[IPaBOTIOPYLIEHb; 3) PO3IVISIHYTO HOBITHI TEXHOJIOTI, SIKi BAKOPHCTOBYIOThCS Y Lill cdepi. OcobmBa yBara
npuzineHa GpopmanabHO yCTaJleHUM IIPaBUjlaM 3aXUCTy Cy0'eKTiB, SIKi IPOBALSTh €J1eKTPOHHY TOPTrOBEJIbHO-
KOMEPLi/HY [isJIbHICTB, Bifl pPi3HOr0 POy 3arpo3 axpaicTBa, SKi MOKJIMKaHI 3MEHIINTH iX pU3UK Y cPepi
€JIEKTPOHHOI TOPriBJi. PO3rJIIHYTO BaXK/IMBi IHCTPYMEHTH BUSIBJIEHHS 11 3a1106iraHHs maxpaicTBy. OKpecieHo

yHiBepcasbHi MexaHi3Mu e(eKTUBHOTO 3aM006iraHHs KpUMiHaJIbHUM IIPaBOIIOPYIIEHHSIM Y BifNoBifHil coepi.

2. The dissertation is dedicated to developing the theoretical and practical foundations for preventing fraud in the
sphere of electronic commerce based on the results of researching the state of this phenomenon, the criminogenic
characteristics of offenders, defining, and revealing its determinants, causes, and conditions that lead to criminal
offenses. The dissertation examines the genesis of the fraud phenomenon from the times of Kyivan Rus to the
present day. It emphasizes that due to the deep penetration of digital and innovative technologies into business
processes, the public sector, communications, and the transition of the economy to the era of digital
opportunities, fraud began to transform and take on new forms. The main criminologically significant features of



the modern fraudster have been identified. It's emphasized that traditional fraud focuses on the personal contact
between the fraudster and the victim, while electronic commercial fraud focuses on the method of intrusion. The
selfish motive remains constant - the desire to obtain what does not rightfully belong to the fraudster. The current
state of scientific research into the prevention of fraud in electronic commerce has been revealed. It is
acknowledged that the scientific landscape in the study of contemporary fraud from criminological perspectives
requires ongoing empirical updating and theoretical interpretation, particularly regarding the investigation of
fraud in electronic commerce and trade. The organizational and legal frameworks of electronic commerce in
Ukraine have been thoroughly examined. It is evident that the continuous digitalization of contemporary life,
compounded by the COVID-19 crisis, has led to a shift in consumer demand from traditional offline trade to
electronic commerce. Preliminary conclusions highlight that the rapid advancement of scientific and technological
progress is propelling criminal activities, resulting in the emergence of new forms and types of fraud within the
realm of electronic commerce. The concept of "fraud in electronic commerce" has been clearly defined, outlining a
list of essential characteristics, such as: 1) its global nature; 2) the commission of criminal offenses in cyberspace; 3)
high latency, and more. An endeavor has been made to establish and analyze the general quantitative and
qualitative features of contemporary fraud in electronic commerce. The assessment of the actual crime level has
taken latency indicators into account. Overall, the study of fraud in electronic commerce has validated its negative
dynamics during the COVID-19 pandemic spanning from 2019 to 2021. The primary methods (forms) of committing
fraud in electronic commerce, categories of goods and services in e-commerce utilized by pseudo-vendors
(fraudsters) to attract victims, and the primary platforms where these criminal offenses occur have been identified.
Using specific examples, it has been demonstrated that, for the criminological characterization of the investigated
criminal offense, the time and place of the crime are insignificant. It is argued that fraud in electronic commerce is
provoked by a complex set of reasons, including socio-economic, organizational-administrative, and moral-
psychological factors. An analysis of these factors, along with their systemic formation, has been conducted. The
drawn conclusion asserts that these and other factors are interrelated, with each being associated with a specific
social phenomenon or problem. A detailed criminological, victimological, and psychological analysis of the
interaction between the fraudster and the victim in electronic commercial fraud has been undertaken. Distinctive
features of such fraud have been brought to light. For instance, the contact between the fraudster and the victim is
typically remote and established over a distance. Furthermore, the fraudster's target audience has significantly
broadened due to the pervasive use of digital technologies. Specific victimological traits of those affected by
electronic commercial fraud have been delineated, along with the strategies and approaches employed by
fraudsters during the commission of criminal offenses. Statistical evidence has convincingly shown that the
likelihood of falling victim to fraud in the realm of electronic commerce is markedly higher among both avaricious
and overly trusting individuals. Moreover, a separate examination has been conducted on a particular category of
daring and self-assured victims of such fraud. These individuals are characterized by their propensity for risk-
taking behavior, a steadfast belief in fortuitous outcomes, high educational attainment, an active lifestyle, and a
penchant for exploring novel activities.
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