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2. Model, methods, and information technology for digital image authentication in user-oriented systems

Pedepar:

1. Bonorosa H.M. Mopeinb, MmeToau Ta iHdopMalifiHa TexHosorist aBTeHTudikalii 11dpoBUX 300paKeHb Y
IIPUKJIAJHUX CUCTeMaxX KopucTyBava. — KBamigikalillHa HayKoBa IIpalsl Ha IpaBax pykonucy. Jlucepratis Ha
3100yTTs cTyneHs gokropa ¢dinocodii 3a cnenianpHicTo 126 «IHDOpMauifiHi cucTeMu Ta TeXHOJOTi» (12 -
InpopmariiiHi Texnosiorii). - XapkiBCbKUM Hal[iOHAJILHUM YHIBEPCUTET pajlioesIeKTpoHiKM, MiHicTepCTBO OCBITH i
Hayku YKpaiHu, XapkiB, 2023. [JucepratifiHy po60Ty IPUCBSIYEHO aKTyaJIbHOMY 3aBAaHHIO po3pooLi iHpopMaLifiHOI
TEXHOJIOTII MigTBePIPKEHHS IIPaBa BJIACHOCTI Ha M(POBi 300pakeHH, sIKa BUKOPUCTOBYE Cy4acCHi TEHAEHILi] B
ob67acTi ranysi utndppoBUX BOASHUX 3HAKIB Ta 6JI0KYENHY [1J11 CTBOPEHHSI HOBOI JIeLleHTPaJli30BaHOI TeXHOJIOTii
MigTBepI’KeHHS MpaBa BJIaCHOCTI HU(POBUX 300paxkeHb. Y IucepTaliiiHili po60Ti Ha OCHOBI OTPUMaHUX
TEOPETUYHUX Ta €KCIIEPUMEHTAIbHUX AOCJIIPKEHD BUPillleHa 337ja4a OOy I0BM METOAIB reHepallii CTillKkoro g0
CIIOTBOPEHD LU(PPOBOTO BOASIHOTO 3HAKA HA OCHOBI XaOTUYHUX KAPT Ta PO3pOOKU iHPOpMaLiliHOI TEXHOJIOTI]

MigTBEP/I’KEHHS MTPaBa BJIaCHOCTI Ha U@ PoBi 306paskeHHsI. MeTolo AucepTariiiHoi po6oTu € po3pobKa



iHpopMaLiiiHOi TeXHOJIOTIi MiATBepIKEHHS [IPpaBa BJIACHOCTI Ha HN(POBi 300paKEHHS, SIKa BUKOPUCTOBYE Cy4acCHi
TeH[eHLii B ranysi 1udpoBUX BOASHUX 3HAKIB Ta 0JIOKYEIHY IJ1s1 CTBOPEHHSI HOBOI [IelleHTPasi30BaHOi TeXHOJIOTI
MigTBEpI’KeHHs MTpaBa BacHOCTI Ha U@ poBi 306paskeHHs. O6’€KT AOCIIIKEHHs — IIPO1iec MifTBepIKeHHs MpaBa
BJIACHOCTi Ha IM(POBi 306pakeHHs. MeToIU OCiTKeHHS — CUCTEeMHU aHaJi3; NpoLeCcHUN miaxin - aJs
BUBYEHHSI [IPOLIECIB, SIKi BiOyBalOThCS MTPU 3a6€3M1eUeHHI aBTOPCHKOTO NPaBa Ha TBip; MOJEJII0BaHHSI; TEOPis
MHOXUH - J1J1s1 onucy mogeri aBreHTudikauii 1udpoBrx 300paskeHb; cTeraHorpadiuti MeToau — AJis peasnizarii
IIPUXOBYBAaHHS caMoro pakTy BUKOPUCTaHHS LUPPOBOTO MiAANNCY 300paXkeHHs, 110 3a6e3nevye npolec
niATBEpAKEeHHS MpaBa BiacHocTi. HaykoBa HOBU3HA AucepTaliiiHOl pobOTH MoJiarae B TakoMy: 1. Briepeme
3aIIPOIIOHOBAHO KOMILJIEKCHUM KPUTEPill OL[iHKY e(eKTUBHOCTI MeTOHiB BOyLOBU LIN(PPOBUX BOISHUX 3HAKIB Ha
300pakKeHHS, SIKA NIOOYIOBaHMI 3 YPAaxXyBaHHAM KJIIOYOBUX XapaKTEPUCTYK Ta BU3HAYEHHSIM BaroBUX KoeillieHTiB,
Ta JI03BOJISIE IPOBECTU KOMILJIEKCHY OLIiHKY €(DeKTUBHOCTI METOZly HaHEeCEHHS LU(PPOBUX BOJASHUX 3HAKIB. 2.
BnockoHaneHo MeTo/, HafliHOI MepeBipKYU CIIPABXHOCTI LU(PPOBOTo 300paXKEHHS 3 BUCOKUM CTYIIEHEM 3aXUCTY.
HapiiiHicTb BocCsIraeThCsl 3a paxyHOK TOro, 1o 1IB3 xoBaeThcsl He B yCbOMY 300pakeHHi, a B ioro pparmeHTi, SKui
HaubiblIe MiAXOOUTD OJ1s1 TPUXOBYBAHHS 300pakeHHS, a TAKOXK 3aCTOCYBaHHS sIK 1]B3 3aBaioBUX KOJiB. 3.
BIOCKOHaZIEeHO METO/, MiIBUIIEHHSI CTIKOCTi CTETOCUCTEMU 32 PAaXyHOK BPAaxXyBaHHSI KJIIOYOBUX ITOKAa3HUKIB.
OmnucaHuil y po6oTi MeToZ, [iceBhoroyorpadiyHoro KogyBaHHs HU(POBUX BOISHUX 3HAKIB € e(PEKTUBHUM JJIs1
IpoTuii ycim TUmam artak, o po3rJISAINCs, OKPiM IOBOPOTY 306pakeHHs. 4. OTpuMany NoAanbIui pO3BUTOK
MeTtoau renepatii 1IB3 n7s nudpoBux 306paskeHsb, a came po3pobsieHo Metony reHepatii [IB3 Ha ocHOBI
XaOTUYHUX KapT Ta AOJATKOBOI (isbTpauii 1n¢ppoBoro BoAsIHOroO 3HaKy. OnucaHi y po6oTi MeToau € e(peKTUBHUMU
IJ1s1 3a6e3nedeHHs cTivikocTi 1IB3 no siokambHUX CIIOTBOPEHb. SIK MOoKasanu JocimKeHHs], mpu 60 % CrioTBOpeHHs
300pakeHHs MOXXJIMBO BiHOBUATU 90 % LIB3. 5. YnockoHaneHo iHpopMaliliHy TEXHOJIOTiI0 TiATBEPAKEHHS IIPaBa
BJIACHOCTI Ha IU(POBi 300pa>keHHS], 11J0 OCHOBYIOTbCSI Ha TEXHOJIOTI 6J10K4eliH Ta UU(PPOBUX BOASHUX 3HAKAX IS
3abe3nedyeHHs HaliliHOI rapaHTii BCTAaHOBJIEHHSI aBTOPCHKUX IIPaB. Y nucepTaliiiHiil poboTi poBeeHo aHali3
CY4aCHOTrO CTaHy Ipo6JyieMHU i 0COGIMBOCTI 3a/1a4 3a6€311eYEHHs] aBTOPCHKOTO IIPaBa Ta IMiATBEPIKEHHS
aBTEHTUYHOCTI 1(pPOBUX 300pakeHb. [IpoaHanizoBaHO METOAM HaHECEHHS LIM(POBUX BOISHUX 3HAKIB HA
300pa’KeHH Ta [IPeICTaBIeHO Cy4YacHi Mifxoau fo ix peasnizaii.

2. Bolohova N.M. Model, methods, and information technology for digital image authentication in user-oriented
systems. - Qualification scientific work as a manuscript copyright. Thesis submitted for the degree of Doctor of
Philosophy in the specialty 126 "Information Systems and Technologies" (12 - Information Technologies) - Kharkiv
National University of Radio Electronics, Ministry of Education and Science of Ukraine, Kharkiv, 2023. The thesis is
devoted to the current problem of the urgent task of developing information technology for confirming the right of
ownership of digital images, utilizing modern trends in the field of digital watermarks and blockchain to create a
new decentralized technology for confirming the right of ownership of digital images. In the thesis, based on
theoretical and experimental research, the problem of constructing methods for generating distortion-resistant
digital watermarks based on chaotic maps is solved, and an information technology for confirming the right of
ownership of digital images is developed. The aim of the thesis is to develop information technology for confirming
the right of ownership of digital images, which utilizes modern trends in the field of digital watermarks and
blockchain to create a new decentralized technology for confirming the right of ownership of digital images. The
object of research - the process of confirming ownership of digital images. Research methods - system analysis,
process approach - to study the processes that take place when securing copyright to a work, modelling, set
theory - to describe the model of digital image authentication, steganographic methods - to implement the
concealment of the very fact of using a digital image signature, which ensures the process of confirming
ownership. Experimental studies were conducted in the laboratory and on real objects. The scientific novelty of
the dissertation is as follows: 1. For the first time, a comprehensive criterion for assessing the effectiveness of
methods for embedding digital watermarks in images is proposed. This criterion, constructed considering key
characteristics and the determination of weight coefficients, allows for a comprehensive evaluation of the
effectiveness of the method of applying digital watermarks. 2. The method for reliable authentication of digital
images with a high degree of protection has been improved. Reliability is achieved by hiding the DW not in the



entire image but in its fragment, which is most suitable for concealing the image, and by applying obstructive
codes as DW. 3. The method for enhancing the robustness of the stegosystem is improved by considering key
indicators. The pseudoholographic coding method of digital watermarks described in the work is effective in
countering all types of attacks considered, except for image rotation. 4. Methods for generating DW for digital
images have been further developed. Specifically, methods for generating DW based on chaotic maps and
additional filtration of the digital watermarks have been developed. The described methods are effective in
ensuring the robustness of DW to local distortions. Research has shown that with 60% distortion of the image, it is
possible to restore 90% of the DW. 5. The information technology for confirming ownership of digital images,
based on blockchain technology and digital watermarks, has been improved to provide reliable guarantees of
establishing copyright. The thesis analyzes the current state of the problem and the peculiarities of tasks related to
ensuring copyright and confirming the authenticity of digital images. Methods of applying digital watermarks to
images are analyzed, and modern approaches to their implementation are presented. A functional model of the
process of increasing the stability of methods for embedding digital watermarks in digital images has been
developed. This model is based on pseudoholographic coding and additional filtration of the digital watermark. The
pseudoholographic coding method described in the work is effective in countering all types of attacks considered,
except for image rotation. A comprehensive assessment of the methodology for improving the robustness of the
method of embedding digital watermarks based on wavelet transforms has shown that its use improves resistance
to various types of attacks by 20%. The work presents an indicator for assessing the robustness of methods for
applying digital watermarks, which takes into account all types of attacks and allows for a comprehensive
evaluation of the robustness of the method of embedding digital watermarks. An experimental study was
conducted on the proposed methodology.
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