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2. Model, methods, and information technology for digital image authentication in user-oriented systems

Pedepar:

1. Bonorosa H.M. Mogesb, MmeToau Ta iHpopMaliliHa TEXHOJIOTis aBTeHTU(iKaLii 11(POBUX 300PKEHD Y
NPUKJIAHUX CUCTEMAX KOpUCTyBava. — KeasidikaniiiHa HayKoBa Ipalsl Ha IpaBax pyKonucy. Jlucepratis Ha
3100yTTs cTyneHs gokropa ¢dinocodii 3a cnenjanbHicTio 126 «IHdopmMauiiiHi cuctemu Ta TexHosorii» (12 -
IndopmariiiHi Texnosorii). - XapKiBCbKUI Hal[iOHAJILHUM YHIBEPCUTET PaflioeIeKTPOHIKM, MiHICTEPCTBO OCBITH i
Hayku YKpaiHu, Xapkis, 2023. [luceprauiiiHy po60Ty NIPUCBSIYE€HO aKTyaJIbHOMY 3aBJAHHIO po3po6Li iHpopmaliitHol
TEXHOJIOTII Mg TBepIP)KEHHS IIPaBa BIACHOCTI Ha 11 POBi 300pakeHHs, sIKa BUKOPUCTOBYE Cy4acHi TeHAeHIIii B
ob6acTi ranysi u1MppPOBUX BOJASIHUX 3HAKIB Ta 6JI0KUYEIHY /1711 CTBOPEHHS HOBOI JIeLleHTPaJli30BaHOi TEXHOJIOTii

HiATBEPAKEHHS IPaBa BIACHOCTI UM(PPOBUX 300paKeHb. Y AucepTaliliHiil poOOTi Ha OCHOBI OTPMMAaHUX



TEOPETUYHUX Ta €KCIIEPUMEHTAIbHUX OCiIKeHb BUPillleHa 3a7a4a I00YJOBY METOIiB reHepallii CTilKoro f1o
CIIOTBOPEHb IU(PPOBOTO BOASTHOTO 3HAKA HA OCHOBI XAOTUYHUX KapT Ta PO3POOKY iHPOPMAIiiTHOT TEXHOJIOTI1
MigTBEpI’KeHHS MTpaBa BJIaCHOCTI Ha U PoBi 306paskeHHs. MeTolo AucepTaliiiiHoi po6oTu € po3pobKa
iHopmaLiitHOi TeXHOJIOTi MiATBepIKEHHS [IpaBa BJIACHOCTI Ha HU(POBi 300paKeHHS, sIKa BUKOPUCTOBYE Cy4acHi
TeHneHLii B ranysi 0udpoBrX BOASHUX 3HAKIB Ta 6JIOKYEIHY AJ1s1 CTBOPEHHS HOBOI [IelleHTPali30BaHOi TeXHOJIOTI
MigTBEpIsKeHHS MTpaBa BlIacHOCTI Ha U@ poBi 306paskeHHs1. O6’€KT AOCITIIKEHHs — ITPOIeC MifTBePAKeHHs MpaBa
BJIACHOCTi Ha M(POBi 306pakeHHs. MeToIu OCAiTKeHHs — CUCTeMHUI aHai3; NpoLecHUl miaxin - ns
BUBYEHHSI [IPOLIECIB, SIKi BiiOyBalOThCS TPU 3a6€3MeUeHHi aBTOPCHKOTO NPaBa Ha TBIp; MOJEJII0BaHHSI; TEOPisl
MHOXUH — JJ1s1 OIIUCY Mogiei aBTeHTUdikanii nudposux 306paxkeHs; creraHorpadiddi MeTonu — 1J1s peasisarii
IIPUXOBYBaHHS CaMOro akTy BUKOPUCTaHHS LU(PPOBOTO Mifnucy 300paskeHHs, 1110 3abe3levye npolec
IiATBEPAKEHHS NIPaBa BjacHOCTI. HaykoBa HOBU3HA AuCepTaliliHOI poOOTH MoJsirae B TakoMy: 1. Briepeme
3aIpONIOHOBAHO KOMIUIEKCHUI KPUTEPill OL[iHKM e(PEeKTUBHOCTI METO/1iB BOYZ0BU LIM(PPOBUX BOASIHUX 3HAKIB Ha
300pakKeHHS, SIKAI TIOOYIOBaHMI 3 YPAaXyBaHHSAM KJIIOYOBUX XapAaKT€PUCTUK Ta BU3HAYEHHSIM BaroBUX KoeillieHTiB,
Ta JI03BOJISIE IPOBECTHU KOMILJIEKCHY OLIiHKY €(DeKTUBHOCTI METOZly HaHeCEeHHS IM(PPOBUX BOJASHUX 3HAKIB. 2.
BIockoHazeHO MeTOo/, HafliHOI epeBipKyU CIIPaBXHOCTI LU(PPOBOTo 300paKEHHS 3 BUCOKUM CTYIIEHEM 3aXUCTY.
HapiiiHicTh mocsiraeThCs 3a paxyHOK TOro, o 1IB3 xoBaeThcs He B yCbOMY 300paskeHHi, a B loro pparmeHTi, SKui
HaM6isblIe NiAXOAUTD 1J1s1 IPUXOBYBAaHHS 300pKEHHSI, @ TAKOXX 3aCTOCyBaHHS sk LIB3 3aBafioBux KogiB. 3.
BIOCKOHaZIeHO METO/, Mi/IBUIIEHHSI CTIKOCTI CTETOCUCTEMU 32 PaXyHOK BPaxyBaHHSI KJIIOYOBUX ITOKA3HUKIB.
Omnucanuii y po60Ti MeTO/ IICEBHOr0I0rpadiuHOro KoAyBaHHs HU(PPOBUX BOJSHUX 3HAKIB € €(PEKTUBHUM 1JIs1
npotupii ycim TUam artak, o po3IJISAAINCs, OKPiM IIOBOPOTY 300pakeHHs. 4. OTpuMany MoAaabIIuil pO3BUTOK
MeTtoau renepaii 1IB3 nys nuudpoBux 306paskeHs, a came po3pobsieHo metonu reHepatii [IB3 Ha ocHOBI
XaO0TUYHMX KapT Ta A0JaTKoBoi (pinbTpalii undpoBoro BOgIHOro 3Haky. OnucaHi y poooTi METOAM € €(PEKTUBHUMU
nyist 3abe3rnedeHHs cTivikocTi 1[B3 mo iokaabHUX CIIOTBOPEHb. SIK MoKasanu qocimKeHHs, mpu 60 % CIIoTBOpeHHS
300paskeHHs1 MOXXJIMBO BinHOBUATU 90 % LIB3. 5. YnockoHaneHo iHpopMalliliHy TEXHOJIOTiI0 NiATBEPAKEHHSI ITpaBa
BJIACHOCTI Ha 1IU(POBi 300pa>KeHHS], 11J0 OCHOBYIOTbCSI Ha TEXHOJIOTIi 6J10K4elH Ta LUPPOBUX BOJASHUX 3HAKAX JJIsI
3abe3neyeHHs HalilHOI rapaHTii BCTAHOBJIEHHSI aBTOPCHKUX NPpaB. Y nucepTaliiiHiil po60Ti MIPOBeeHO aHai3
CY4aCHOTrO CTaHy Ipo6JsieMHy i 0CO6IMBOCTI 3a/1a4 3a6€311eYeHHs] aBTOPChKOTO IIPaBa Ta MiATBePIyKEHHS
aBTEHTUYHOCTI 1IM(pPOBUX 300pakeHb. [IpoaHanizoBaHO MeTOIM HaHECEHHS LIM(POBUX BOISHUX 3HAKIB HA
300paKEHHS Ta MIPEICTABJIEHO Cy4YacHi MiIxonu 1o ix peasnisauii.

2. Bolohova N.M. Model, methods, and information technology for digital image authentication in user-oriented
systems. - Qualification scientific work as a manuscript copyright. Thesis submitted for the degree of Doctor of
Philosophy in the specialty 126 "Information Systems and Technologies” (12 - Information Technologies) - Kharkiv
National University of Radio Electronics, Ministry of Education and Science of Ukraine, Kharkiv, 2023. The thesis is
devoted to the current problem of the urgent task of developing information technology for confirming the right of
ownership of digital images, utilizing modern trends in the field of digital watermarks and blockchain to create a
new decentralized technology for confirming the right of ownership of digital images. In the thesis, based on
theoretical and experimental research, the problem of constructing methods for generating distortion-resistant
digital watermarks based on chaotic maps is solved, and an information technology for confirming the right of
ownership of digital images is developed. The aim of the thesis is to develop information technology for confirming
the right of ownership of digital images, which utilizes modern trends in the field of digital watermarks and
blockchain to create a new decentralized technology for confirming the right of ownership of digital images. The
object of research - the process of confirming ownership of digital images. Research methods - system analysis,
process approach - to study the processes that take place when securing copyright to a work, modelling, set
theory - to describe the model of digital image authentication, steganographic methods - to implement the
concealment of the very fact of using a digital image signature, which ensures the process of confirming
ownership. Experimental studies were conducted in the laboratory and on real objects. The scientific novelty of
the dissertation is as follows: 1. For the first time, a comprehensive criterion for assessing the effectiveness of
methods for embedding digital watermarks in images is proposed. This criterion, constructed considering key



characteristics and the determination of weight coefficients, allows for a comprehensive evaluation of the
effectiveness of the method of applying digital watermarks. 2. The method for reliable authentication of digital
images with a high degree of protection has been improved. Reliability is achieved by hiding the DW not in the
entire image but in its fragment, which is most suitable for concealing the image, and by applying obstructive
codes as DW. 3. The method for enhancing the robustness of the stegosystem is improved by considering key
indicators. The pseudoholographic coding method of digital watermarks described in the work is effective in
countering all types of attacks considered, except for image rotation. 4. Methods for generating DW for digital
images have been further developed. Specifically, methods for generating DW based on chaotic maps and
additional filtration of the digital watermarks have been developed. The described methods are effective in
ensuring the robustness of DW to local distortions. Research has shown that with 60% distortion of the image, it is
possible to restore 90% of the DW. 5. The information technology for confirming ownership of digital images,
based on blockchain technology and digital watermarks, has been improved to provide reliable guarantees of
establishing copyright. The thesis analyzes the current state of the problem and the peculiarities of tasks related to
ensuring copyright and confirming the authenticity of digital images. Methods of applying digital watermarks to
images are analyzed, and modern approaches to their implementation are presented. A functional model of the
process of increasing the stability of methods for embedding digital watermarks in digital images has been
developed. This model is based on pseudoholographic coding and additional filtration of the digital watermark. The
pseudoholographic coding method described in the work is effective in countering all types of attacks considered,
except for image rotation. A comprehensive assessment of the methodology for improving the robustness of the
method of embedding digital watermarks based on wavelet transforms has shown that its use improves resistance
to various types of attacks by 20%. The work presents an indicator for assessing the robustness of methods for
applying digital watermarks, which takes into account all types of attacks and allows for a comprehensive
evaluation of the robustness of the method of embedding digital watermarks. An experimental study was
conducted on the proposed methodology.
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