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Pedepar:

1. Inceprariist Ha 3M06YTTsI HAYKOBOTO CTYIEHs KaHAUAaTa TEXHIYHUX HayK 3a ¢paxom 05.13.06 - «Indopmaniiini
TeXHOJIOr» — OeCbKUI HaLllOHAJILHUM TOJIiTeXHIYHUN YHiBepcuteT MOH Vkpainu, Ogeca, 2018. YV gpuceprauninHin
POOOTi pO3B’A3y€EThCS HAYKOBO-TEXHIYHA 337ja4a PO3POOKY HOBMX 3HAHHSIOPiEHTOBAHUX MOjieslel], MeTOiB
(opmMyBaHHs i 00pOOKU clLieHapiiB AJ1s1 TexHiuHOro AiarHoctyBaHHs IC. Po3po6eHi moneni, METOIU Ta
iHpopMalliiiHa TEXHOJIOTisI TEXHIYHOTO INiarHOCTYBAaHHS CIIPSIMOBAHI Ha BUPIIIEHHS 33724 (POPMYyBaHHS Ta
BHMKOPHCTaHHS 3HaHb PO MOBEiHKY KOMIIOHEHTIB iHPOPMAaLiiHNX CUCTEM y 3HAaHHSOPiEHTOBAHIl cucTemi
TEXHIYHOTO JliarHOCTyBaHHs. 30KpeMa, po3po06JIeHO METOIH, 1110 NO3BOJISIIOTh BUTIJISIT 32aKOHOMIPHOCTI TOBEiHKY
3 [IPUKJIAJIiB aBTOMAaTU4YHO 32 JOIIOMOT0I0 CEKBEHIIITHOrO aHali3y Ta TpaHC(OPMYBATH iX y Liijii cLieHapiiB B
aBTOMAaTH30BaHOMY PEXXUMi. Pe3ysibTaT eKCIIepUMEHTIB 3 (POPMYBaHHS 3HaHb Ta [[iaTHOCTYBAaHHS Ha iXHbOI OCHOBI

IIOBIB ITPUIATHICTh BUKOPUCTAHHS i€epapxill ClieHapiiB MoBe#iHKY 17151 30iabIIeHHS JOCTOBIPHOCTI BUSBIICHHS



IedeKTHUX KOMITOHEHTIB iHpOpMaliliHUX CUCTeM, 30KpeMa, 3JI0BMUCHUX ITporpam. Tema gocimKeHHs
00yMOBJI€HA [TPOTUPIYYSIM MiXK 3pOCTaHHSM CKJIAIHOCTI iHPOPMALiiHUX CUCTEM 3 iXHIM OZHOYACHUM
IIPOHMKHEHHSIM Y II0OYT JIIOJUHY, 3 OGHOTO OOKY, Ta 3pOCTOM YPas3IMBOCTI IUX CUCTEM JI0 30BHIlIHIX 3arpo3 abo
HEKOPEKTHOI NOBEiHKM KOPUCTYBaya 3 iHIIOro 60Ky. Lle Npru3BOAUTD 40 NOTPEOU 361/1b1UIYBATU JOCTOBIPHICTh
TEXHIYHOTO [iarHOCTyBaHHS iHPOPMALIITHUX CUCTEM Ta IXHIX KOMIIOHEHTIB. /171 po3B’s13aHHs Liiei npobiemn
3aIIPOINIOHOBAHO MTPOBOJYTH 3HAHHSIOPIEHTOBAHUH aHAaJi3 MoBeAiHKY. [IpoBeneHuit aHami3 ToKasas, 110 HalbisbII
[IEPCIIEKTUBHOIO MOJEJIIO 171 OIIUACY IIOBEIIHKU € CLeHapii, BOHU BiIPi3HAIOTbCS YHIBEPCAJIBHICTIO 1 HAOYHICTIO,
1110 BaXKJIMBO [JI1 aBTOMaTU30BaHUX cucTeM. OJHAK 3aCTOCYBaHHS CLIEHAPIiB B TEXHIYHOMY [iarHOCTYBaHHI €
yCKJIAAHEHUM 4Yepe3 Te, o ix GOpMyBaHHS B JaHUIT 4ac IPOBOAUTHCS €KCIIepTaMu BPyuHY. [Ijis BUpilleHHs Liiei
npo6sieMH 3alpOIIOHOBAHI HOBI Ta BIOCKOHAJIEH] iCHYI0Ui MOZIeJli Ta METOY, I0B’s13aHi 3 IpeICTaBIeHHsAM iepapXiil
clieHapiiB Ta MOC/iIOBHUX MATEPHIB, O OTPUMYIOTHCSI aBBTOMATUYHO NIJIIXOM CEKBEHI[IHOTO aHam3a. Ixue
3aCTOCYBaHHS IJIIOCTPYETHCS Ha MPUKIIAAX iX BUKOPUCTAHHSA y JEeTEKTYBaHHI 37I0BMUCHUX Tporpam. Takox
HaBeJleHi pekoMeHalii 1o BUpilleHHs 3aa4i AiarHOCTYBaHHS Y iHIIMX rajy3sx 3aCTOCYBaHHS, 1110 I0TPEOYIOTh

aHasli3a MOoBEeJiHKY, Ta IPUCTOCYBAHHS PO3PO06JIEHOrO TPOrPAMHOTr0 NPOTOTUILY [I0 HUX.

2. Dissertation for the degree of a candidate of technical sciences in the specialty 05.13.06 "Information
Technologies". - Odessa National Polytechnic University. - Ministry of Education and Science of Ukraine, Odessa,
2018. In the dissertation work, the scientific and technical task of developing new knowledge-oriented models and
methods of forming and processing scripts for IS technical diagnostics is solved. The developed models, methods
and information technology of technical diagnostics aimed at solving the problems of the formation and use of
knowledge about the behavior of information systems components in the knowledge-oriented system of technical
diagnosis. In particular, methods have been developed that allow the patterning behavior of the examples to be
automatically separated by sequential pattern mining and transform them into script targets in automated mode.
The result of the experiments on knowledge formation and diagnostics on their basis proved the suitability of
using behavioral scripts hierarchies to increase the reliability of the defective components detection in
information systems, in particular, detecting the malicious software. The topic of the study is chosen due to the
contradiction between the increasing complexity of information systems with their simultaneous integration into
human life, on the one hand, and the increased vulnerability of these systems to external threats or improper user
behavior on the other hand. This leads to the need to increase the reliability for information systems and their
components technical diagnosis. To solve this problem, it is proposed to conduct knowledgeoriented behavior
analysis. The analysis showed that the most promising model for describing behavior are scripts, because they
propose versatility and clarity, which is important for automated systems. However, the use of scripts in technical
diagnostics is complicated by the fact that their formation is currently carried out by experts manually. To solve
this problem, new and improved existing models and methods related to the representation of hierarchy scripts
and sequential patterns obtained automatically by sequential pattern mining are proposed. Their use is illustrated
by examples of their use in detecting malware. Also, the recommendations for solving the problem of diagnosis in
other areas of application that require behavioral analysis and the adaptation of the developed software prototype
to them are given.
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