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1. MeTop Ta 3acobu 3axucty iHdpopMaliii Bif Ki6epBIJIMBIB B KOMITIOTEPHUX CUCTEMAaX Ta Mepeskax 00’ €KTIiB
KPUTHUYHOI iHDpaCTPyKTypHU

2. Method and means of protection of information from cyber influences in computer systems and networks of
critical infrastructure objects

Pedepar:

1. O6’exTOM [IOCTII>KEHHS € MPOoLieCcH 3aXUCTy iHdopmalii Bif KibepBIIJIMBiB B KOMIT'IOTEPHUX CUCTEMAaX Ta Mepeskax
00'€KTiB KDUTUYHOI iIHPPaCTPyKTypu. MeTa JOCIiIyKeHHs — MiJBUILIEHHS PiBHS 3aXUCTy iHpopmalii Bix
KiGEpBIJIMBIB B KOMITIOTEPHUX MEPEXKax Ta CUCTEMaxX 00’eKTiB KpUTUYHOI iHDpaCTPyKTypH HIJISIXOM PO3POOKU
BiATIOBiTHOTO METOMY Ta 3aCc00iB 3axUCTy iHpopMalii. [IpegMeToM JOCTiIKEHHS € METOAM Ta 3aCO0H 3aXUCTY
iHdopmatiii, 10 06pOOGIISIIOTHCS B KOMITIOTEPHUX MEPeXax Ta CUCTeMax 00'€KTiB KPUTUYHOI iHPPaCTPyKTypH.
MeTonu JocCiiKeHHs — Teopis 3axXUcTy iHpopMmalii, cucTeMHuUI aHasi3. HaykoBa HOBU3HA: — BIeplie po3po06IeHO
TaKCOHOMIIO Kibep3arpos indopmaliiiHiii 6e3mneri KOMII'IOTEPHUX MEPEX Ta CUCTEM 00’€KTiB KpUTUYHO]
indopmaniitHoi iHppacTpyKTypy; — BIieplie po3pobsieHO MoAesb 6a3u AaHuX Kibep3arpos indpopmaniiHum



00’eKTaM 3axXUCTy KOMITIOTEPHUX MEPEX Ta CUCTEM 00’ €KTiB KpUTUYHOI iHpopmauiitHoi iHdpacTpyKTypy; — Brieplie
pO3po6iIeHO KOMGIHOBAaHUI METO]], PO3Mi3HAaBaHHS Kibep3arpos iHpopmalliiiHii 6e3mneli KOMITIOTEPHUX MEPEX Ta
CHCTEM 00’eKTiB KpUTHUYHOI iHpopMaLifiHOI iHppacTpyKTypu. [IpakTUyHe 3Ha4eHHS: — pO3PO0JIEHO aJITOPUTMIiUHE
3a0€e3Me4eHHs Ha OCHOBI 3aIIPOIIOHOBAaHMX KOMOIHOBAaHOTO METOAY PO3Mi3HABAaHHA Kibep3arpo3 Ta METOAUKHU
OLIiHIOBaHHS Ki6€PCTINKOCTI; — pO3p06I€HNI IPOrPAMHII 3aCTOCYHOK, 110 BUKOPUCTOBYE 3alIPOIIOHOBAHY
METOJUKY IJIs1 3aXUCTy iHpopmallii B KOMITIOTEPHUX MepeXkax Ta CUCTeMax 00'€KTiB KPUTUYHOI iHPPacTPyKTypH.
Cryninb ynpoBagpykeHHs. Pe3ysibTaTi AUCePTalLiliHOi po60TU BIIPOBAIPKEHO Y AislbHICTh AnMiHicTpanii lep>kaBHoi
CIIy>KOU CIeliaslbHOrO 3B'SI3Ky Ta 3axUCTy iHpopmauii Ykpainy, Jlep;kaBHOro HayKOBO-H0CIiIHOTO iHCTUTYTY
TEXHOJIOTI! Kibepbeaneku Ta 3axucTy iHdopmalii, [lep>kaBHoOro nignpuemMmcTsa «YKpaiHChbKUH ep>KaBHUM LEHTP
paziouactoT», IHCTUTYTY IpobseM MozesntoBaHHs B eHepreTulli iM. I'.€. [TyxoBa HAH Vkpainu, TIpAT «®apnen-
InBect», TOB "IHTECHUC". Cpepa BUKOPUCTAHHS: PE3YJIbTaTH MOXYTb OYTH BUKOPUCTAaHI Ha MiJIPUEMCTBAX, B

yCTAHOBAX Ta OpraHisallisix, gKi BilHeCceHi 10 00’eKTiB KPUTUYHOI iHPPACTPYKTYpH,

2. The object of research is the processes of information protection from cyber influences in computer systems
and networks of critical infrastructure. The purpose of the study is to increase the level of protection of
information from cyber influences in computer networks and systems of critical infrastructure by developing an
appropriate method and means of information protection. The subject of the research is the methods and means
of information protection processed in computer networks and systems of critical infrastructure objects. Research
methods - information security theory, systems analysis. Scientific novelty: - for the first time a taxonomy of cyber
threats to information security of computer networks and systems of objects of critical information infrastructure
was developed; - for the first time a model of a database of cyber threats to information objects of protection of
computer networks and systems of objects of critical information infrastructure was developed; - for the first time
a combined method for recognizing cyber threats to information security of computer networks and systems of
critical information infrastructure has been developed. Practical meaning: - developed algorithmic software based
on the proposed combined method of recognizing cyber threats and methods of assessing cyber resilience; -
developed a software application that uses the proposed technique to protect information in computer networks
and systems of critical infrastructure. Degree of implementation. The results of the dissertation are implemented
in the activities of the Administration of the State Service for Special Communications and Information Protection
of Ukraine, the State Research Institute of Cyber Security and Information Protection, the State Enterprise
"Ukrainian State Center of Radio Frequencies", the Institute of Modeling in Energy. G.Ye. Pukhova NAS of Ukraine,
PJSC "Farlep-Invest", LLC "INTESIS". Scope: the results can be used in enterprises, institutions and organizations
that are classified as critical infrastructure,
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