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1. TIpoekTyBaHHS IPOrPaMHUX 3aC00iB KOMIT'IOTEPHUX CUCTEM KPUTUYHOTO 3aCTOCYBAaHHS JJ1s1 3a0€31e4eHHS
iHopmaliitHoi 6e3nexku

2. Designing of software tools for computer systems of critical application for ensuring information security

Pedepar:
1. MeTa mocigkeHHs roiIrae B 3a6e3neyeHHi HeoOXiHOTO PiBHS 6e3leKy CUCTEMHUX IIPOrPaMHUX 3aC00iB Ha
OCHOBI CUHT€3y METOJy IPOEKTYBAaHHS IIPOrPaMHUX 32CO6iB KOMIT'IOTEPHUX CUCTEM KPUTUYHOTO

3acTOCYBaHHS.O0'eKT JOCIiI)KEHHS — IIPOLieC IPOEKTYBaHHS IIPOrPaMHUX 32C00iB KOMIT'IOTEPHUX CUCTEM

KPUTUYHOTO 3aCTOCYBaHHSI. Hpe,mvxeT ,I[OCJIiIL)KeHHﬂ — ME€TOOM IMPOEKTYBAHHS ITPOTPaMHUX 3aco0iB OJ1s1

3abe3nevyeHHs iHQOopMaLiiHOi 6e31eKy KOMIT'IOTEPHUX CUCTEeM KPUTUYHOTO 3aCTOCYBaHHS.1. Biepie po3po6iaeHo

KOMILJIEKC MaTeEMaTUYHUX MOJieJIel TEXHOJIOTIH yIpaBiliHHS Ta TECTYBAHHS IPOrPAMHUX 3aC00iB, SKUI CKIIQA€ThCs

3 GERT—MO,II,C]ICI/uI TECTYBaHHAI Ta CUCTEMU yI'[paB]IiHHF[ TCCT—KeﬁcaMH, IO BPaXOBY€E BCi eTanu XUTTEBOTO OUKITY

6ariB Ta ynpaeJliHHS TecT-Kelicamu. Po3po6sieHnii KOMILJIEKC JO3BOJIMB MiIBUIIATH TOUYHICTh PE3YJbTaTiB

MATEMATUYHOTO MOJEJIIOBAHHA B YMOBaxX TECTYBaHHA Ha ypaBHI/IBOCTi oo piBHOFO poay 3arpo3 3Jl0BMHUCHUX



XaKEPChKUX BTOPTHEHb Ta IPOBOIUTH MONEPELHIO OLiHKY YACOBUX BUTPAT OJHOTO 3 HANO1/IbII TPYAOMiCTKUX
IIPOLIECiB )KUTTEBOTO LIMKJIY IIPOIPaMHOr0 3a6€e3nedeHHs — po3po0KU TeXHIUHOI oKyMeHTallii mpoekTy. 2. OfgepxkaB
NOJaJIbIINI PO3BUTOK KOMILJIEKC MAaTEMaTUYHUX MOJEJIENl OCHOBHUX €TalliB PO3POOKY NIPOrPaMHUX 3aC00iB, IKUI
3aCHOBAHUI Ha KOHLEMNTYaJbHUX MTOJI0KEHHIX Agdile i Bilpi3HseThCA Bifl BiOMUX BpaXyBaHHSIM IIOKa3HUKIB
6€e311eYHOT0 IIPOrpaMyBaHHS, 110 LO3BOJIWJIO MiIBULIUTH TOYHICTh Pe3yJbTaTiB MOAEIOBAHHS. 3. YZOCKOHATIEHO
METO/] MacIITabyBaHHSI METOJ0JIOTII TPOEKTYBaHHS IPOrPAMHUX 3aC00iB KOMII'IOTEPHUX CUCTEM KPUTUYHOTO
3aCTOCYBaHHS 3 ypaxyBaHHSM BUMOT O€3I1€KH, KU BiiPi3HAETHCS Bif] BiOMUX MOXJIUBICTIO YIIPABJIiHHS
icHylouMMH B oprasisauii (pipmi) cunamu (paxiBusgMu) K B CKIAi KOMaHOY, TaK i B IVIOMMHI (PaxiBLiB CyMiXHOTO
HanpsMmy (paxiBLiB 6e311e4HOro IPorpaMyBaHHs i TECTYBaHHS 6e311eKy IIPOrpaMHUX 3aC06iB), 0 JO3BOJIUIIO

3HU3UTHU ITOKa3HUK BiILHOCHOI‘O 36I/ITKy Ha BCix eTariax >KUTTEBOTO LUKITy IIPOTPAMHOTO 3a6e3rneyeHHsl.

2. The purpose of the study is to provide the necessary level of security of system software based on the synthesis
of the method of designing software tools of critical systems of computer systems. The object of research - the
process of designing software tools critical systems. Subject of research - methods of designing software to
provide information security of computer systems critical application. For the first time, a set of mathematical
models of software management and testing technologies has been developed, consisting of GERT-testing models
and test-case management systems that takes into account all stages of the life cycle of the bugs and the control
of test cases. The developed complex allowed to improve the accuracy of the results of mathematical modeling in
terms of testing vulnerability to various types of threats malicious hacker intruders and to conduct a preliminary
assessment of the time costs of one of the most time-consuming processes of the software life cycle - the
development of technical documentation of the project. 2. A further development of a complex of mathematical
models of the main stages of software development, which is based on the conceptual positions of Agile and differs
from the known taking into account the indicators of secure programming, has improved the accuracy of the
results of the simulation. 3. The method of scaling the methodology of designing software tools of computer
systems of critical application with the consideration of security requirements, which differs from the known
ability to manage existing in the organization (firm) by forces (specialists) as a part of the team, and in the area of
oospecialists of the related field (specialists secure programming and software security testing), which allowed
reducing the relative loss index at all stages of the software lifecycle.
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