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1. MeToau 3axucTy IPOrpaMHOro 3a6e3eyYeHHs BiJ, HECAaHKIIOHOBAHOTO IOCTYIly Ta WIKiJIMBUX IPOrpam

2. Methods of software protecting against unauthorized access and malicious software

Pedepar:

1. O6'exT mOCHimKeHHs — mporpaMHe 3a6e3redeHHsl, o 30epiraeTbCsi, 0OPOOIIOETLCS U IIEPENAETHCS B
KOMITIOTEPHUX CUCTEMax i MepexkaxX. MeTo1o IucepTaliitHOTO AOCTiIKeHHS € MigBUIeHHS 6e3MeKy TPOrpaMHOTo
3a6e3nevyeHHs. MeToamMu AOCiIKeHHs € Teopis iHpopMaliiiHoi 6e31eKku, Teopis KOMOIHATOPHUX aJITOPUTMIB,
Teopist 06’eKTHO-OPiEHTOBAHOTO ITPOEKTYBaHHS, TeOpii onepaniiiHux cucreMm i 6a3 fanux. Po3pobseHi HOBi MeToau
3aXMCTY IIPOTPaM Bifl AOCIIIPKEHHS Ta 3JI0MY, 5Ki BIIPOBAPKEHI B CUCTEMY aBTOMAaTUYHOTO 3aXUCTy IIPOrpam
diProtector. Po3po6sieHuii MeTo, BUSIBJIEHHS LIKiJIJIMBOrO IPOrPaMHOro 3a6e3Ne4eHHs, sIKill BIPOBaI)KEHUI B
aHtusipyc kommnasii Comodo. Ogep>kany nNofaablinil pO3BUTOK y3arajJbHEHI MOZesli CUMETPUYHOI Ta
aCUMeTPUYHOI KPUIITOCUCTEM 3 BiTKPUTUM KJIIOUYEM, a TAKOK IIPOrPaMHO-arapaTHUM MeXaHi3M 3aXUCTy ITPOrpam
Bif, OCJIiI)KEHHS, KOIIiIOBaHHS 1 3JI0MY.

2. Object of the research - software which is stored, processed and transferred in the computer systems and
networks. The purpose of the dissertation research is development of new software and hardware based methods
of software protection against illegal using and malicious software. Methods of the research are information



security theory, theory of combinatorial algorithms, theory of the object-oriented design, theories of operating
systems and databases. New methods of software protection against reverse-engineering were developed and
implemented in the automated software protection system diProtector. The method of malicious programs
detection was developed and implemented in the Comodo Company antivirus. The common models of symmetric
and asymmetric cryptosystems with open key and hardware mechanism of programs protection against reverse-
engineering, ripping and cracking got further improvement.
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