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V. BimomocTi npo gucepraniio
Moga guceprariii:
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Tema guceprauii:
1. AnropuTmiyHe Ta nporpaMHe 3a6e3l1eYeHHs CUCTEeM 3aXUCTy MYJIbTUMEIIMHNX AHUX KOPHUCTYBA4iB Mepexi

InTepner

2. Algorithmic support and software of Internet user’s multimedia data protection systems.

Pedepar:

1. Inceprauiiina po60Ta NpUCBSIYEHA NiJBUILEHHIO €(PEeKTUBHOCTI MTPOrPaMHUX 3aCO0iB KPUIITO-CTEraHOrpadiyHOro
3aXMCTY MYJIbTUMEIIMHUX JAaHUX KOPUCTYBauiB MepexXi IHTEPHET 3a paXyHOK BI,OCKOHAJIEHHS apXiTEKTypU
[IPOrpaMHOI CUCTEMU 3aXUCTY Ta PO3POOJIEHHS HOBUX aJITOPUTMIYHO-ITPOrPaMHUX METOiB KPUIITO-
cTeraHorpadivyHOro 3aXMCTy MyJIbTUMETINHUX NaHUX, 0 3a0€3Ne4yI0Th HAilHICTb 3aXUCTY Ta MiJBUILIEHHS
WBUIKOZI] mponenyp o6pobieHHs! MyJIbTUMEIINHNX JaHUX KOPUCTYBava. Y IrucepTauiiiHiil poboTi OTpMaHO psf,
HOBHUX HAaYKOBUX PE3YJIbTaTiB, 30KPEMA, yIIEPIIe 3alIPOIIOHOBAHO YHIBEPCAJIbHY apXiTEKTyPY IIPOrPaMHOI CUCTEMU
3aXMCTy MYJIbTUMEIMHYX JAHUX KOPUCTYBauiB Mepexi IHTepHeT, BUKOPUCTAHHS SKOi J03BOJIsIE CIIPOCTUTH NPOLIEC
PO3pOOJIEHHS TPOrPaMHOT0 3a6€e3IeYeHHs CUCTEeM 3aXMCTy MyJIbTUMEIHUX aHUX Ta 5IKa, Ha BiTMiHY Bin

icHyI0uNX, 3a0€3Ieuye MOXKJINBICTb BUKOPUCTAHHS JIOBIJIBHUX METO/IiB KPUIITO-CTeraHorpadiuHOro 3axucTy JaHux i



OTPUMAHHS MYJIbTUMEAINHUX NAHUX 3 PI3HUX IPOTPAMHUX CEPENOBULI,. YIeplie 3alPOIIOHOBAHO aITOPUTMIYHO-
IIPOrPaMHUI METOJ, KPUIITO-CTeraHorpadiyHOro 3aX1UCTy MyJIbTUMENiHUX TaHUX, XapaKTEPHOIO PUCOIO SIKOTO €
MOSKJIUBICTb OE€AHAHHS 3 iHIIUMU MeTonamu LSB-creranorpadii g5 nigBuieHHs ix creraHorpa@iyHoi CTiKOCTi
Ta SIKWM, Ha BiMiHY Bif BilOMMX, [PYHTY€ETbCS Ha 3aCTOCYBaHHI IIpoLeAypy mMu(ppPyBaHHs Ha OCHOBI CXeMU
BiATIOBiTHOCTI 6iTiB i 10riuHOI PyHKL], M0 103BOJISIE 320€3MEYNTH 3aXUCT MYJIbTUMEAIMHUX JaHUX Ta HMiABUIUTH
IIBUJIKOZI0 [TpoLieypy BOYIOBYBaHHS CTErOaHuX y MOHaL 5 pasiB. Yiepiie po3po6JeHO arOpUTMiYHO-
IIPOrpaMHU METOJ, KPUITO-CTEraHOrpadivHOro 3aXMCTy MyJIbTUMENIMHUX IAHUX, SIKAM, Ha BiIMIHY Bif BiOMUX,
I'PYHTYETbCSI HA BUKOPUCTAHHI NIpolLieiypy o6ynoBY AepeBa XadpdmaHa Ha OCHOBI 306pasKE€HHS-KIII0YA, 10
I03BOJISIE MiABUILMTY PiBEHb 3aXUCTy KOHPineHIiltHuX rpadiyHuX OaHUX Bin nigbopy KI0YiB Ta CTATUCTUYHUX
CTeroarak y cepeiHbomy y 17,4 pasis. Ynepie po3po61eHO aJlfOpUTMIYHO-TIPOTPaMHUI METO], KPUIITO-
creraHorpagiqyHoro 3axucTy MyJIbTUMEIIMHUAX JAHUX, BU3BHAYAJIbHOIO PHCOIO SIKOTO € 3aCTOCYBAaHHS NIPOLElypU
IICEeB/IOBUIIAIKOBOTO BOYIOBYBaHHS JaHUX i3 3aCTOCYBAaHHSM [IBOX T€HEPATOPiB IICEBOBUIIATKOBUX YU CEJ], Ta SIKUN
XapaKTepU3yeTbCsl BUCOKOIO CTIMKICTIO 710 Mif00py KIIIOYiB 32 paxyHOK 3POCTaHHS €HTPOMNIHUX XapaKTePUCTUK Ta

3MiHHO] KiZIbKOCTi KJIIOYiB, 1J0 J03BOJIsIE€ 320€31€YUTH 3aXMCT MYJIPTUMEIINHNX AHUX.

2. The dissertation is devoted to increase the efficiency of software for Internet user’s multimedia data crypto-
steganographic protection by improving the architecture of the software protection system and developing new
algorithmic and software methods for multimedia data crypto-steganographic protection. The dissertation
provides a number of new scientific results, in particular, the universal architecture of the software system for
Internet user’s multimedia data protection, which simplifies the process of software development of multimedia
data protection systems and provides the ability to use arbitrary methods of crypto-steganographic data
protection and provide multimedia data from different software environments, has been proposed for the first
time. An algorithmic software method of multimedia data crypto-steganographic protection, the characteristic
feature of which is the possibility of combining with other methods of LSB-steganography to increase their
steganographic stability and which, unlike the known ones, relies on the encryption procedure based on bit
correspondence scheme and logic function that allows to protect multimedia data and increase the speed of
embedding procedure in more than 5 times, has been developed for the first time. An algorithmic software method
of crypto-steganographic multimedia data protection which, unlike the known ones, is based on the use of the
Huffman tree procedure based on the key-image, which allows to increase the level of protection of confidential
graphic data agains the key search in 17.4 times, has been developed for the first time. An algorithmic software
method of multimedia data crypto-steganographic protection, the defining feature of which is the application of
pseudo-random data embedding procedure using two pseudo-random number generators, and which is
characterized by high resistance to the key search due to increasing entropy characteristics and variable number
of keys that enables multimedia data protection, has been developed for the first time.
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